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ip route-map MatCh iPV6 addreSs ........ccocvveiiiiiieeee e 14-38
ip route-map mMatch iP-NEXINOP .....cocviviieecc s 14-40
ip route-map mMatch ipvB-NeXtNOP .......ccccveieiiie s 14-42
ip route-map MAtCN tAG ....ocvevveiiieie e s 14-44
ip route-map match ipv4-interface ........ccooovieieiiiec e 14-46
ip route-map match ipvB-interface .........ccoccoovieiiiiiic e 14-48
ip route-map MatCh MELHIC ....occvcviicecee s 14-50
ip route-map MatCh rOULE-TYPE ..cvcveieiiece e 14-52
IP FOULE-MAP SEL MELIIC ...oviiiieieciciteee e 14-54
Ip route-map SEt MELIIC-TYPE ..vviiierieiieieeeee et 14-56
ID FOULE-MAP SEE LAY .vevveveeeierierie ettt ettt s sre s 14-58
ip route-map SEt COMIMUNITY ..oc.eiviiieriieieieie e e 14-60
ip route-map Set 10Cal-PreferenCe ........coveveieiiee s 14-62
IP route-mMap SELIEVEL ..ot 14-64
ip route-map SEt iP-NEXENOP ..ocvviiiieieeiee e e 14-66
ip route-map Set IPVB-NEXNOP ...cveveeeiiie s 14-68
1 OSSOSO U USSR UPPR 14-70
1 o TP URRURURPRRSN 14-72
ClEAr ArP-CACNE ..o 14-74
ip dos arp-poison restricted-adaress .........cooereerereiserre e 14-75
ANP FIEEE e 14-76
Clear arp TIHTET ..o 14-78
16] 10T o8 N O LTRSS P PP 14-79
ICMP UNFEACNEADIE ... 14-82
10] 101 =10} o Vo SRS 14-84
100 o8 (LTS 7=V ] o P 14-86
1o g o= To [0 ] 1o P 14-88
TCITIPD MESSAGES ..vvvrverereereiteereeseestetestestessessessesteaseeseeseaseessessessesseseestesseaseasesseenenes 14-90
ip dos scan Close-Port-penalty .......c.cccveiereiieieie e 14-91
ip dos scan tcp 0Pen-POrt-PENAILY .........ccovreiieiieriee e 14-92
ip dos scan udp Open-port-Penalty ...........cocoereiiiienriiniein e 14-93
ip dos SCaN threShoId ..o e 14-94
ID 0OS TrAP vevetieieeieeie ettt bbbt bbbttt e bbb e 14-96
ID 00S SCAN AECAY ...veveerveiiiterieste sttt ettt bbbttt sttt sb e bbb e 14-97
SNOW B TFATTIC . bbb 14-98
SNOW P INTEITACE .ooveeee et 14-101
Show ip managed-interface ........ccocveveveieiecee e 14-107
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SNOW B FOULE .ttt et re st nenre s 14-109

SNOW 1P FOULE-PIET ..o 14-111
SNOW I TEAISE .ot 14-113
SNOW I @CCESS-HISE ..ot 14-115
SNOW 0D FOULE-MEP ...veveiiiieeieeieeie e ettt e e e see e neesee e s 14-117
SNOW i rOUtEr dAtADASE ......cveeieieiee e e 14-119
SNOW P EMP-TOULE ...evecvieiieie ettt 14-122
L0V o] T 14-124
SNOW 0P PrOtOCOIS .oivieeiiie e 14-125
SNOW B SEIVICE .vivviiiii ettt sttt b ae e ee 14-127
ShOW ip dYNAMIC-PrOXY-aIP ..vevveiveiriireiiesesieete e e ee ettt sre e see e 14-129
SNOW VI ettt sb e 14-131
K] 10TV T o OSSPSR 14-132
SNOW AP SUIMIMAIY ...e.veiiiveiieiirieeetesie sttt sttt s se st re et e ee et 14-134
SNOW AP FIHEET .o 14-135
SNOW ICMP CONTIOL ..o 14-137
SNOW ICMP SLALISTICS ....veveeeiieeiecie et 14-139
SNOW TCP STALISTICS ..ovvevveieeiisie ettt 14-141
] LTV (o3 3 10 £ 14-143
SNOW UP STALISTICS ©vveveviiesie e 14-145
] L0 LT AN o | o o] £ S 14-146
SNOW P A0S CONTIG wvveviiie e 14-147
SNOW i A0S STALISLICS ..viiviiveiieiiisieiiecieete et 14-149
SNOW i dOS AIP-POISON ...cvveviiiiiieiiiiie sttt sre e 14-151
Chapter 15 IPVO COMMICNAS ...t 15-1
IPVB INTEITACE ..o.vevieeiieeieee ettt 15-3
IPVB QUUTESS ..ottt sttt e ettt be e e neateseene et 15-6
IPV6 address global-id ..........cooveieie i 15-8
IPV6 address 10CAI-UNICAST .......ccccveieiiieieriere e 15-9
ipv6 interface tunnel source destination ...........ccccvevveiieereieiere e 15-11
IPVE da0-CNECK ...ovvieeeieieee e 15-12
IPVE NOP-TMIL oo 15-13
IPVE PMLU-HTELIME ..o s 15-14
TPV NOSE ..o ettt renrs 15-15
ipv6 neighbor stale-lifetime ..o 15-16
PV NEIGNDOT ..o e 15-17
IPVB PIEFIX vttt 15-19
IPVB FOULE ...ttt ettt sttt sttt et sttt e be e 15-21
IPVE STALIC-TOULE ..ottt s sre s 15-22
TPV FOULE-PIET .o 15-24
01T T0 L SRS 15-26
EFACEIOULED ... e 15-28
SNOW TPV NOSES ...ttt srenae s 15-30
SNOW IPV6B ICMP STALISTICS .vvvvivrieiieecee e 15-31
SNOW TPV INTEITACE ..oviiviieiciecie e 15-34
ShOW IPVE PMLEUTADIE ....eoeeceecec e 15-39
clear ipve pMUtADIE ..o 15-41
SNOW 1PV NEIGNDOIS ... 15-42
clear ipV6 NEIGNDOIS ......oouiiiii s 15-44
SNOW TPV PIEIIXES ...oviiiiitiiiiiie ittt st 15-45
SNOW VO FOULES ..ottt sttt st e e eneeneenae s 15-47
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SNOW TPV FOULE-PIET ..o 15-49

ShOW IPV6 rOULEr datahaSse .........ccooveirerieirieiee e 15-50
SNOW IPVB TCP POIS ettt sttt 15-52
SNOW TPV traffiC .o.voveeeicice e 15-54
Clear PV traffiC ........cooveieeee e 15-57
SNOW TPV TUNNEL .o 15-58
SNOW TPV UAD POIES ...vviiieeiecie ettt nreene e 15-60
ShOW IpV6 INFOrMALION ..ocveceicrccce s 15-62
103V TE (=0 1] SRS 15-64
TPV ACCESS-HIST ..oivreiieiiiee e 15-66
IPV6 ACCESS-1ISt AUAIESS ....viviiviiieiieciice et 15-67
SNOW IPVB TEAISE ...viviiiiciicie ettt srenne 15-69
SNOW IPVB CCESS-TIST ... s 15-71
103 VLG T [0 To I 1o SRS 15-73
IPVB TP STALUS ©oveeieieteieiesie ettt sttt sttt sn e 15-74
IPVE 1P INVAITA-TIMEr ..o e 15-75
IPVE 1P GarDAgE-TIMEN .....oiiiieeieieee e et ens 15-76
IPV6 rip NOIAdOWN-TIMEN ... 15-77
103V T ] oI5 L S 15-78
1OV T ] I 01V (=T Vo ST 15-79
IPVE TP UPAALE-INTEIVAL ..o s 15-80
IPVG 1P trIgQEred-SENAS ......cue it 15-81
IPVE FIP INEITACE ..ovcviiie e 15-82
IPV6 rip INErface MELHC ....ocviviiiiecce e 15-84
IPV6 rip INTEITACE rECV-STALUS ......eiveieieiieiieie e e 15-85
IPV6 rip INterface SENG-STALUS ........ccevuiiirire e 15-86
IPV6 rip INtErface NOMIZON .......ccocoiiiiieee s 15-87
SNOW VB TID oottt sttt sttt e esae st eneeneenne s 15-88
SNOW IPV6 TP INEEITACE ...cveeeiece e 15-90
SNOW IPVE FIP PEET .ottt sttt ettt sttt sbe e eneenee e ns 15-93
SNOW IPVB FIP FOULES ...vvviiieieeirceeieiee ettt sr ettt nneene e 15-95
Chapter 16 IPSEC COMMIANMS .........oiiiii bbb 16-1
[0 ESLTol =) S 16-2
IPSEC SECUNLY-KEY ..oovviiiiie ettt 16-4
T 0ESLTol 1o 1Ty YRS 16-6
IPSEC POLICY TUIE et 16-9
1L o OSSPSR 16-11
SNOW IPSEC POLICY ..ottt 16-14
SNOW IPISEC S8 +.veuverietiiteiiete sttt sttt sttt st sttt e bt st n e bt ne s s 16-17
SNOW IPSEC KBY .ottt sttt sttt ene e et st eeneenne s 16-19
SNOW IPSEC IPVB SLALISLICS ..o.vviveieeieieeieiieierie e 16-21
Chapter 17 RIP COMMUNAS ...ttt neas 17-1
TN (o= To I ] o S 17-2
T ] I L 1S 17-3
P FIP INEEITACE .ovioeiciccc e 17-4
IP FP INLErface STAUS ....ociiveiiicie e e 17-6
IP Fip INtErface MELHIC ...occviveiicececee e e 17-8
ip rip interface SENA-VEISION .........cccociiiiieiieise s 17-9
Ip rip INterface reCV-VErSION ........cccooeiiieieiieiee e 17-11
ip rip force-holddoWNtIMEr ..o 17-13
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IP FIP NOSE-TOULE ..o e 17-15

1P FIP FOUTE-TAQ 1.vevevieeieieiie ettt sttt e nb e es 17-16
ip rip interface aUth-TYPE ...ooov i 17-17
ip rip interface auth-KeY ..o 17-18
IP FIP UPAALE-INTEIVAL ....ocveieiieicicece e 17-19
IP FIP INVAIIA-TIMET o 17-20
IP FP Qarbage-timer ..o 17-21
iP 1P NOIAAOWN-TIMEN ...eviieicecceee e s 17-22
] 1101 N ] o TSP 17-23
SNOW 0P FIP FOULES ottt be sttt sreeneene s 17-25
SNOW 0P FIP INEEMTACE ...viiviiicece e 17-28
SNOW 0P TP PEET ettt sttt ettt st e s tesbesteateeneeeas 17-30
Chapter 18 RDP COMMANGS ......ooiiiiiiiii ettt see e 18-1
IP FOULEI-QISCOVEIY ..viviiieieiiiteiete ettt ettt sttt sttt sn e e 18-2
ip router-diSCOVEry INEIfACe ........coeiiiiieiiice e 18-3
ip router-discovery interface advertisement-address ..........ccocvevvevererenenieneneseens 18-5
ip router-discovery interface max-advertisement-interval ...........cc.cccceevvivvvnnennn 18-7
ip router-discovery interface min-advertisement-interval ...........cccccooceviviieicennnnnnn 18-9
ip router-discovery interface advertisement-lifetime ..........cccccocviviviviicinnnn, 18-11
ip router-discovery interface preference-level ..., 18-13
SNOW i FOULEr-ISCOVEIY ..oovviieieieciesie ettt sttt ena e e nae s 18-15
show ip router-disCovery iNterface .........cccvvvviieieiiciceec e 18-17
Chapter 19 BFD COMMONAS ..ot 19-1
1P DFA-SEA STATUS ...oviveciicic e 19-3
IP BFA-StA trANSMIL ...eeeeee e 19-4
IP DFO-StA FECEIVE ..o 19-5
IP BFA-Std MOAE ... 19-6
ip bfd-Std eChO INTEIVAL ..o 19-8
ip BFd-Std 12-N0OId-tIMET ....c.ooiieie e 19-9
IP DFO-SIA INTEITACE ...ooveeii e 19-10
ip bfd-std iNterface StatUS ........ccccveviiiiiiieiecceee e s 19-11
ip bfd-std interface tranSMIt ..........ccccvviiiieeiieicce s 19-12
ip bfd-std iNterface rECRIVE ..o v 19-13
ip bfd-std interface MUItIPHIEr ........ccviv e 19-14
ip bfd-std interface echo-interval ...........ccccooviiieiiiiicc e, 19-15
ip bfd-std iNterface MOUE ........ccvcvveieeiece s 19-16
ip bfd-std interface 12-hold-timer ..o 19-18
IP OSPT DFU-STA STATUS ....oviieieitiiee e 19-19
ip 0Spf bfd-Std All-INTEITACES .....ocvvieiiiee e 19-21
ip ospf interface DFA-Std ........cooviviie 19-22
ip ospf interface bfd-Std drs-0NlY .......ccveveiieie e 19-23
ip ospf interface bfd-std @ll-NDIS ........cveveeiie e 19-24
IP bGP BFA-StA STALUS ..c.veveieece e 19-25
ip bgp bfd-std all-NeighbOrs .......c.ccveieiee e 19-26
ip bgp Neighbors bfd-Std ...........ccoeiiiii s 19-27
VITP BFA-SEA oo 19-28
vrrp track address bfd-Std ..........cccovveieicii 19-29
ip static-route all DFA-Std ........ccoooiiii 19-30
ip Static-routes Dfd-Std STATUS ......ccceririiiriiiieee s 19-31
SNOW P DFU-STA <. bbb 19-32
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Show ip bfd-Std INErfACES ......c.cceieiie s 19-34

ShOW ip DFA-Std SESSIONS ....vvviiieiiiciiiie s 19-36
ShOW ip DFA-St SESSION ....oiviiiiiieice e 19-38
Chapter 20 DHCP Relay Commands ..ot 20-1
ID NEIPEI AAAIESS ...eeviee ettt sre e 20-3
iP helper address VIAN .........ooviiiieeeee e 20-5
IP Nelper StANAArd ........ccccviveiiceee e 20-7
iP helper avIan ONIY ..o s 20-8
ip helper Per-vian ONlY ... s 20-10
ip helper forward delay .......cocvoeieiiii s 20-12
ip helper Maximum NOPS ....ooviiiiieiece e 20-14
ip helper agent-information ... 20-16
ip helper agent-information POLICY ........cocoovieieiiiiineee s 20-18
IP NElPEr PXE-SUPPOIT ..ottt 20-20
ip helper traffiC-SUPPIESSION ......covciiiiiieieeee e 20-21
ip helper dNCP-SNOOPING ....eoveiiiee e 20-23
ip helper dhcp-snooping mac-address Verification ..........ccocveveevviiierenenciesen, 20-24
ip helper dhcp-snooping option-82 data-inSertion ..........cc.ccocevveveerevenesenennnn 20-25
ip helper dhcp-snooping option-82 fOrmat .........cccccevevevieievese s 20-27
ip helper dhcp-snooping option-82 format asCii ........ccccevvvivverivsivnnseeieeeseeienn 20-29
ip helper dhcp-snooping bypass option-82-Check ...........ccccvevvevereiercic e, 20-31
ip helper dncp-SnooPINg VIAN .......c.cccoiiiiiiccce e 20-32
ip helper dnCp-SNOOPING PO ....ocviiieieiceceee s 20-34
ip helper dhcp-snooping lINKAgQQ ......c.coveeveieiciec e 20-36
ip helper dhcp-snooping port traffic-SUPPreSSIoN .........ccocveveneniieeie e 20-38
ip helper dhcp-snooping port ip-source-filtering ........ccocvvvveninineieeee e, 20-40
ip helper dncp-snooping BINAING ........coeiiiiiii e 20-42
ip helper dhcp-snooping binding tIMEOUL ..........cccoocviviiniiiceeeeee e 20-44
ip helper dhcp-snooping binding action .........cccccevvvieiiniinnieeee e 20-45
ip helper dhcp-snooping binding PErsiSteNCY ........ccocevvrievvnieniesese e 20-46
ID NEIPEI DOOL-UD .vveeeeecc e 20-47
ip helper boot-up enable ... 20-49
TN Lo | o3 (=1 - S 20-50
1P UAP FEIAY VIAN .o e 20-52
SNOW 1P NEIPEE e 20-54
SNOW IP NEIPEE SLALS ...t s 20-59
show ip helper dncp-SnooPING VIAN ..o 20-61
show ip helper dnCP-SNOOPING POIT ....oiieiiiiieie e 20-63
show ip helper dhcp-snooping bindiNg ... 20-65
SNOW P UAP FEIAY SEIVICE ...viciieiieieiee sttt 20-67
ShOw ip udp relay STAtISTICS ...ocviviieieeceeeeee e 20-69
show ip udp relay destination ..........c.ccvvveieieiere e 20-71
0 LTt T=T ] OSSP 20-73
clear dhCp-SErver StAtiStICS ......cvcveieiiieie e 20-74
SNOW ANCP-SEIVEF TEASES .....cvvevreieeieriee ettt eas 20-75
SNOW dNCP-SEIVET STALISLICS .....viveiiieiiiiieis et 20-77
Chapter 21 VRRP CoMMUNAS ..ottt 21-1
AT o TR TP P R PP RPN 21-3
VTP QAUIESS ettt sttt sttt sttt ettt be b nesbe s esesre e 21-6
A0 o (T GRS 21-7
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VITP traCK-aSSOCIALION ....cveiviieiiiecieeieie ettt sttt ne e 21-9

AV 0T o P PP TP P R UPR VPRI 21-10
VTP AEIAY .ottt e 21-11
VTP INEEIVAL <ottt 21-12
VTP PRIOTIEY oviiiieietieiieiee ettt sttt e et e te st sbeseeeneereareeneeneas 21-14
(VA O e (=T=] 1] o SRR U PR TRTTO 21-16
1L I L USSR 21-18
A TR SRR OPR 21-20
AV 00| (010 o ISR 21-22
VITP GROUP @l1 oo s 21-24
VITP GFOUPD SEBL 1oieiitieiietieeite st ettt ettt ettt e e e et s e baenbeenbesseenteenes 21-26
VITP QroUP-aSSOCIALION ....viiviiiiieieiieeeie ettt e neenas 21-28
A 1 02X T TSP U PP PR OPROP 21-30
AL R I To o] =TSSP 21-33
VITP3 TFAD ettt b bbbttt b e nn e e 21-34
VITP3 traCK-aSSOCTALION ....oiviieiiiiciiiieieieie e 21-35
] 110 4 o OSSP 21-36
SNOW VITP SEALISTICS ..vovveveeeieieiie ettt ettt neenne s 21-39
SNOW VITP TFACK .vevviiiieiiiiiece ettt sttt ettt st nneeneeeas 21-42
SNOW VITP traCK-aSSOCIALION .....ccvvivviereeieieiieie et se et 21-44
SNOW VITP QFOUD wevveveeeiteiteeteeteereeseeseeseesaestestesteseesseseesseesaesesseessessessessessessessessensens 21-46
SNOW VITP Qroup-aSSOCIATION ....cveviiiiiiiiieisieie ettt 21-48
SNOW VITP3 oottt ettt et s teeneeseeta et e sbe st esesre st 21-50
SNOW VITP3 SEALISTICS ...vviviiiiciiiicic s 21-53
ShOW VITP3 traCk-aSSOCIATION .......ccveviiiiiiiie et 21-55
Chapter 22 OSPF COMMANMS ...ttt e 22-1
1P OSPT SEALUS ..ttt sttt et e 22-3
TN (o= Yo I ] o SRS 22-4
ip 0spf exit-OVerflow-interval ... 22-5
iP 0SPF eXtISAD-TIMIT ..o 22-6
1P OSPF NOSE .o s 22-7
iP 0SPF MEU-ChECKING ..o 22-9
ip 0spf default-Originate .......cccvocviieii s 22-10
[Jo O] oLl (01U (= o SRS 22-12
IP OSPF SPF-LIMEL .veieeeec e 22-13
IP 0SPF VIrtUAI-TINK .o 22-15
IP OSPF NEIGNDOL ... 22-18
1P OSPT AIBA .eveieieiiree ettt 22-20
ip ospf area default-MELriC ........ccove e 22-22
ID OSPF @rEA FANGE ...ovvieeceecie ettt sre e e ens 22-24
ID OSPF INTEITACE ...veeeiee e 22-26
ID OSPF INTEITACE SLALUS ....voveeeieciecie e 22-27
IP 0SPF INLEITACE ArEA ....ocvviveieei e s 22-28
ip 0spf interface aUth-KEY ........ccovoieieiic s 22-29
ip ospf interface aUth-LYPE .....ccvcv i 22-30
ip ospf interface dead-interval .............cccoceviiiiiiiiicccee e 22-32
ip ospf interface hello-interval ...........ccccoooveiiiiic i 22-33
IP 0SPT INTEITACE MAD ..o s 22-34
ip 0SPT INtErface MAS KEY ...oveiviiiiiiiecee e 22-36
1D OSPT INTEITACE TYPE ...viiiiecieiiee e e bbb 22-38
ID OSPF INTEITACE COSE ....oiviiiiice e 22-40
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ip ospf interface poll-interval ... 22-41

ip OSPF INtErfACe PrIOTILY ...voviveiciecece e 22-42
ip ospf interface retrans-interval ... 22-43
ip ospf interface tranSit-delay ...........ccccooereiiriincieieeee e 22-44
ID OSPF FESAMT-SUPPOIT ...c.veveiecieee ettt 22-45
IP OSPF reStart-iNtEIVAl ........ccoiviiee e s 22-46
ip 0spf restart-helper SatUS ........ccccevviiiieie s 22-47
ip ospf restart-helper strict-Isa-checking Status .........cc.ccocvevviveiersieie e, 22-49
iP OSPF restart INIIALE ......ccccviveecrcee s 22-51
SNOW I OSPT e 22-52
ShOW ip OSPF DOFAEr-rOULENS ......cveeecce e 22-55
ShOW i 0SPF eXE-ISUD ..o 22-57
SNOW 1P OSPF NOSE ... 22-59
SNOW 1P OSPFISTD ... s 22-61
ShOw ip 0SPF NEIGNDOT ... s 22-63
SNOW D OSPT FOULES ...ttt see e 22-66
ShOW i 0SPF VITUAI-TINK ..o 22-68
show ip 0spf virtual-neighbor ..o 22-70
SNOW P OSPF @rEA ...ovveee i 22-73
SNOW i OSPF @rEA FANGE ..o.veivveieieceeeee st nne s 22-76
ShOW i 0SPF Area StUD ....ovvecece s 22-78
ShOW i 0SPF INEEITACE ....cvviiiiccce e 22-80
SNOW P OSPF FESTAIT ....viiiiicecec e 22-86
Chapter 23 OSPFV3 COMMANMS ...t 23-1
IPVB OSPF STALUS ..e.veviiiieiicieree et 23-3
IPVB 1080 OSPT ..ot e 23-4
IPVB OSPT NOSE ..t 23-5
IPVE OSPT MIU-CRECKING ..eveieiiiciieeeee e 23-7
IPVE OSPT FOULE-TAG .o.veveeeieeiieeiieieeie ettt ee e s 23-8
IPVE OSPT SPI-LIMET ..viiii e e 23-9
IPVE OSPT VIFTUAI-TINK ©..veeveciecce e 23-11
TPV OSPT QrEA ..ovecvieieee et ns 23-13
IPVE OSPT INTEITACE ..vvevveiicice e s 23-15
IPV6 OSPT INtErface SLAtUS ......ccveveieieieece e s 23-16
IPV6 OSPT INTErfACE ArEa ......ccvviviiicieccee e 23-17
ipv6 ospf interface dead-interval ..........cccocviiiiiiiiciciiceecee e 23-18
ipv6 ospf interface hello-interval ... 23-20
IPV6 OSPF INTErACE COSE ...viieiiiiice e 23-21
IPV6 OSPT INTErfaCe PriOMILY .oo.oiiiiieciieieeee e 23-22
ipv6 ospf interface retranS-iNterval ..o 23-23
ipv6 ospf interface tranSit-delay ...........ccocveviviieiiniei e 23-24
SNOW TPV OSPT .ottt st 23-25
ShOW ipV6 OSPT DOFAEI-TOULEIS ...ocveeeieeceee e 23-28
SNOW TPV OSPT NOSE ... 23-30
SNOW TPV OSPT ISAD .. 23-32
Show ipv6 0SPT NEIGRDOT ......cviii e 23-34
SNOW IPVB OSPT FOULES ...ttt 23-36
Show ipv6 OSPT VIFTUAI-HINK ..c..oeiiiic e 23-38
SNOW TPV OSPT A ....eveiieie ettt 23-40
SNOW 1PV OSPT INTEITACE ...ocviieiieiiiiiicieie e 23-42
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Chapter 24 IS-1S CoMMIANMS ..o s 24-1

T8 (o Lo TSSOSO 24-4
I ESES SLALUS ..vtveeerieterie ettt sttt sttt sttt e b e e 24-5
[T R R LT ST RSP 24-6
iP SIS 1eVel-CaPabIlILy ......cveieiice e 24-7
IP SIS AULN-CNECK ..o 24-8
IP SIS QULN-TYPE oo 24-9
IP SIS CSNP-AULN ..o 24-11
IP SIS NEHIO-AULN ..o 24-12
IP SIS PSNP-AULN <.oviiice e s 24-13
IP PSIS ISP-HITELIME ..ooviiei e 24-14
T TS S L R UL SRS 24-15
1P ISIS SPF-WRAIT .o 24-17
IP ISIS SUMMAIY-AAUIESS ...veveviiiiieeieiieieee ettt et es 24-19
IP ISIS OVEIIOAU ... 24-21
I SIS OVErload-0N-DO0L .......coeiiieee s 24-23
IP SIS GraCefUI-TESTANT ......ccveiiiei e 24-25
ip iSis graceful-restart NEIPET ......cccveeieee s 24-26
I SIS SYStEM-WAIT-TIME .eiivieiie e 24-27
ip isis strict-adjacency-CheCK ... 24-28
IP SIS 1EVEl QUEN-LYPE ..ot 24-29
ip isis leVel hello-auth ........cccoviiiiiii e 24-31
IP iSIS 1eVEl CSNP-AULN ...c.eiiiiii e 24-32
ip isis level PSNP-AULh .......cooviiiii e 24-33
ip iSiS level Wide-metricS-0Nnly ... 24-34
SNOW I ISIS AUJACENCY ...viviieiiiiieiiieiiete sttt bbbttt sre st 24-35
SNOW I SIS AALADASE .....viiviiiieiiiiiiieiee e bbb 24-38
SNOW i ISIS NOSINAME ....vieiieecie et 24-43
SNOW 0D ISIS FOULES ....eveieeieciecie sttt sttt sttt eneenrenne s 24-45
SNOW D SIS SPT et nne s 24-47
SNOW P SIS SPF-10Q 1.veveiiiiiiie e 24-49
SNOW i SIS SEALISTICS .vvvveiiieeiiiecec e 24-51
SNOW 0 SIS SEALUS ..evvevveieic et srenne s 24-54
ShOW ip iSIS SUMMAIY-20AIESS .....cviviieeirierieisie et 24-59
IP ISIS INTEITACE .t 24-61
IP ISIS INTEIFACE STALUS ...cviivieciiiieieie et 24-62
I iSiS interface INErface-tYPe ......ccoiiiieiieee s 24-63
ip iSiS interface CSNP-INTEIVAL .......ccoiiiiiiieee s 24-64
ip isis interface hello-auth-TyPe ... 24-65
ip isis interface level-capability ..o 24-67
ip isis interface ISp-pacing-interval ..o 24-68
ID ISIS INTEITACE PASSIVE ...veveeeeiieiiiieeeeie e nees 24-70
ip isis interface retransmit-interval ... 24-71
ip isis interface default-type .......ccccooiviieiiece e 24-72
ip isis interface level hello-auth-type ... 24-73
ip isis interface level hello-interval ... 24-75
ip isis interface level hello-mUItiplier ... 24-76
ip isis interface 1eVel MEtriC ... 24-77
I iSIS INterface 1eVel PaSSIVE ... 24-79
ip isis interface 1eVel Priority ... 24-80
SNOW i SIS INTEITACE ...vvevieie e 24-82
Clear ip iSIS AJACENCY ....veeiieiee ettt ene s 24-86
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clear ip iSis ISP-database ..........ccccviiiieiiiiieice e 24-88

Clear ip iSIS SPF-10Qg ..ouviiieiiic e 24-89
Clear ip iSIS STALISLICS ...viviiiiieiiie e 24-90
Chapter 25 BGP COmMMANGS ..ot 25-1
10N (o= To N o | o ST 25-6
1D DGP STALUS oot 25-7
TN 0T | RN o= T PSSR 25-8
iD bGP AULONOMOUS-SYSEEM .. .eiviiiieieceiciieee et 25-9
ip bgp bestpath as-path IgNOIE .........cccv e 25-10
[Jo N oL oI o] (U3 (=] o ST 25-12
ip bgp default 10Cal-preference ... iciie i 25-13
ip bgp fast-external-failloVEr ... 25-15
ip bgp always-Compare-mMed .........coeivieieiereiee e 25-17
ip bgp bestpath med MiSSING-aS-WOISE .......cccccoviiiiiinireire e 25-18
ip bgp client-to-client refleCtion ..o 25-19
iP bgp aS-0rigin-INErVaAl ........ccooeiiiirice s 25-21
IP bGP SYNCNIONIZALION ....ocvvieiiiciceceee e e 25-22
ip bgp confederation IdeNtifier .........c.ccoveriiiie e 25-24
ip bgp Maximum-Patis .........cccoveiiiieece e 25-25
ip bgp 10g-NEIghDOr-ChaNQES ......cccvvviiiice e 25-26
ID DGP AMPENING ..ocvieiecee e 25-27
ip bgp dampening CIEAr ........cccvcv i 25-30
iD bgp aggregate-adaress ........ccoccceieieieee e 25-31
ip bgp aggregate-address STAtUS ........cccvieeeeiiiieie e 25-33
ip bgp aggregate-adaress 8S-SEL ........uiiiieieieiee s 25-35
ip bgp aggregate-address COMMUNITY .......ccoveiiereienenenine e 25-37
ip bgp aggregate-address local-preference ... 25-39
ip bgp aggregate-address MELHIC ......cvvvieeeeiiiee e 25-41
ip bgp aggregate-address SUMMArY-0NlY .......ccccoovvvirnininnieee e 25-43
1D DGP NEIWOTK ..ottt eneene s 25-45
ID DGP NEIWOIK STALUS ....c.veveieiesiesie ettt 25-47
ip bgp NEtWOrk COMMUNILY ..ocvviveiiecie e 25-49
ip bgp network 10Cal-preference .......cccvcveveiccc e 25-50
IP DOP NEIWOIrK MELFIC ..eeiiieieciic e 25-52
1P DOP NEIGNDOT <. 25-54
ip bgp NEIGRDON STALUS ...t 25-55
ip bgp neighbor advertisement-interval ............ccccooiiiiiiin e, 25-56
IP bGP NEIGRDOT CIEAK ....cviiiiii e 25-57
ip bgp neighbor route-reflector-client ..., 25-59
ip bgp neighbor default-originate ...........ccooveiieienecere e 25-60
iD bGP NEIGNDON TIMEIS ..o s 25-61
ip bgp neighbor conn-retry-interval ..o 25-63
ip bgp NEighDOr QULO-TESTArt ........cccocviiieceeceee s 25-65
ip bgp neighbor Maximum-prefiX ... 25-67
ip bgp NEighDOr MUAS KEY ....oveiviice e 25-69
ip bgp neighbor ebgp-MUILINOP .....ooviiiiii e 25-71
ip bgp NEighbor deSCrIPLION ........ccooiiiiiee e 25-73
ip bgp neighbor NeXt-NOP-SEIT ... 25-74
IP bgp NEIGhDOT PASSIVE .....viiiiiieiicee s 25-76
IP bgp NEIghDOr FEMOTE-8S .....ocviiiiieii e 25-77
ip bgp Neighbor reMOVEe-Private-aS ........ccccooviiiiiereeere e 25-79
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ip bgp neighbor soft-reconfiguration .............cccceceviiiiiccn s, 25-80

ip bgp Neighbor StatS-CIEAr ........ccoviieiiiee e 25-82
ip bgp confederation NEIGHDON ..........ooveiiiiieiec e 25-83
ip bgp Neighbor UPate-SOUICE ......c.ccviviiieiieree e 25-84
ip bgp neighbor in-aspathlist ... 25-86
ip bgp neighbor in-commUNItYTISt .........cooviiiiie e 25-87
ip bgp neighbor in-prefixXlist ... 25-88
ip bgp neighbor iN-prefixBlist ... 25-89
ip bgp neighbor out-prefix6list ...........ccooveiveiiiec e 25-90
ip bgp neighbor out-aspathlist ..o 25-91
ip bgp neighbor out-communitylist .........cccccoviiiiiiiiceee 25-92
ip bgp neighbor out-prefiXlist ... 25-93
ip bgp NEIGhDOr FOULE-MAP ...c.oiiiec e 25-94
ip bgp Neighbor clear SOft ..o 25-96
ip bgp Policy aSPath-liSt ........ccceoiiieiieeee e 25-97
ip bgp policy aspath-list aCtioN .........ccccoevveveeer e 25-100
ip bgp policy aspath-list Priority ........ccocovierieniiniese e 25-102
ip bgp policy comMMUNILY-TISt .....c.ccoeiiiieieeee e 25-104
ip bgp policy community-list aCtiON .........cccoviviiiiiriiceee e 25-106
ip bgp policy community-list MatCh-type .......cccocvvivviviiiiiceeee e 25-108
ip bgp policy community-list Priority .......ccccoiviiviiiiiinieiseee e 25-110
ip bgp Policy PrefixX-list ..o 25-112
ip bgp policy prefix-list aCtiON .........cccceciiiiiiie e 25-114
ip bgp policy PrefixX-liSt g8 ....covviiiiiiiicece e 25-115
ip bgp policy Prefix-lSt 1 ... 25-117
ip bgp policy Prefix6-liSt ..o 25-119
ID DGP POLICY FOULE-MAP ..ovieiiiiiiiiesierie e 25-121
ip bgp policy route-map aCtION .........ccccviviieiiieiee e 25-123
ip bgp policy route-map aspath-list .........c.ccooviveierire e 25-124
ip bgp policy route-map asprePend ........cccveveveierererere e 25-125
ip bgp policy route-map COMMUNILY ......ccccveviieierieeese e 25-126
ip bgp policy route-map community-list .........ccccevereriiii e, 25-128
ip bgp policy route-map COMMUNItY-MOUE ......ccccvvivrerieiiieiereee e 25-129
ip bgp policy route-map IPref ... 25-131
ip bgp policy route-map Ipref-mode ... 25-132
ip bgp policy route-map match-CommuNity ..o 25-134
ip bgp policy route-map MatCh-Mask ..........c.coceveiiiniinininieeee e 25-136
ip bgp policy route-map MatCh-prefiX ... 25-137
ip bgp policy route-map MAatCh-rEgEXP .....ccooervereriririnirieeee e 25-138
ip bgp policy route-map MEM .......cccocviirieieireee e 25-140
ip bgp policy route-map Med-MOode .......ccceoviieieiererere e 25-141
ip bgp policy route-map OFigiN ......coocvverieiieeceeee e 25-143
ip bgp policy route-map PrefiX-list .........ccoovvvviiveieiee e, 25-145
ip bgp policy route-map WEIGhL ........ccovviiviiiiceereee e 25-147
ip bgp policy route-map COMMUNILY-SEHP ...oocooveveiriieierree e 25-148
SNOW 1P DO et 25-149
SNOW iP DOP STALISLICS .....cvieeiiiece e 25-152
ShOW ip DGP dAMPENING ..oviiviiiiiiii e 25-154
Show ip bgp dampening-StatS ..........ccociieriiriiiieiireee e 25-156
SNOW P DGP PAIN .o e 25-158
SNOW D DGP FOULES ..ottt nee e 25-162
show ip bgp aggregate-adaress .......c.ccvieeeeieiierereree e e 25-164
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SNOW iP BGP NEIWOIK ...c.veiiie e 25-166

ShOW ip bGP NEIGNDOLS ..o 25-168
show ip bgp neighbors POIICY ........cccovviiiiiiis e, 25-173
show ip bgp Neighbors tIMEr ........ccooiiiiieicic e 25-175
show ip bgp Neighbors StatiStICS ......c.ccvvvieeieieee e 25-177
show ip bgp policy aspath-list ..o 25-182
show ip bgp policy community-list .........ccooveivereieiic e 25-184
show ip bgp policy PrefixX-list .......ccovoiiieiieeee e 25-186
show ip bgp policy PrefixB-list ..o 25-188
Show ip bgp POLICY FOULE-MAP .....cvevirieiciccc e e 25-190
ip bgp graceful-reStart ..........cccvii i 25-193
ip bgp graceful-restart restart-interval ............cccocoovi i 25-194
IPVB DOP UNICASE ... 25-195
ip bgp Neighbor aCtiVAtE-IPVE ........ccovceiiiieeiecce e 25-196
ip bgp Neighbor IPVB-NEXNOP .....cvvviiie s 25-197
SNOW IPVE BGP PALN .. 25-198
SNOW TPV DYP FOULES ...ttt 25-203
PV DOP NEEWOTK ..o 25-205
ipV6 bgp NEtWOrk COMMUNILY ...cveeeiecce e 25-206
ipv6 bgp network local-preference ........ccoovevvveeiereccc e, 25-208
IPVE bgP NEEWOIrK MELIIC ..vvivieeiciccce e 25-210
PV BgP NEEWOIK STALUS .....veveeiciiciecieicese et 25-212
ShOW ipV6 bGP NEEWOTK ....eoviiiceicc e 25-213
IPVE bGP NEIGNDOT ...ceecie e 25-215
ipV6 bgp neighbor Clear SOTT ..o 25-217
ipv6 bgp neighbor soft-reconfiguration ............ccoceoveveninininieeeee e 25-218
ipv6 bgp neighbor iN-prefixXBlist ..., 25-220
ipv6 bgp neighbor oUt-PrefixXBlist ........coovvviveiiieee e 25-221
ipv6 bgp Neighbor activate-ipV6 .........cocveveiiieieeee e 25-222
ipv6 bgp Neighbor IPVB-NEXNOP ....coviiiieieieeee e 25-223
IPV6 bgp NEIGhDOF SALUS ....oveiiieeieciccie e 25-224
iPV6 bgp NeighbOr FEMOLE-aS ......cccceeviiiiiieice e 25-225
PV bgp NEIghDOr tIMENS ...vveicecieee e 25-226
ipv6 bgp neighbor Maximum-prefixX ... 25-228
ipv6 bgp neighbor next-hop-Self ... 25-230
ipv6 bgp neighbor conn-retry-interval ... 25-231
ipv6 bgp neighbor default-originate ... 25-232
iPV6 bgp Neighbor UPAALe-SOUICE ......cccceiviiiiiiiieeie e 25-233
ipv6 bgp Neighbor IPVA-NEXTNOP ....ooviiiiiiiic e 25-234
ShOW ipV6 bGP NEIGNDOTS ..o e 25-235
show ipv6 bgp Neighbors StatiStiCS ........cccovrererire e 25-240
show ipv6 bgp Neighbors tIMENS ........cviveeeee e 25-245
show ipv6 bgp Neighbors POLICY ......ccvvveiiiicce e 25-247
Chapter 26 Server Load Balancing Commands ... 26-1
P SID AUMIN oo e 26-2
I SID FESEL SLALISTICS ...c.veiveiviiicie et 26-3
TO S | I [V ST 26-4
ip SIb CluSter admMIN SATUS ....ovoerveiiiieicee e 26-6
ip SIb ClUSEEr PING PEHIOM ..ocviieiieice e 26-7
ip SIb cluster Ping tIMEOUL .......ccocvieiii et 26-9
IP SID CIUSEEr PING FELIIES ...veivieeieeiece e 26-11
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ID SID CIUSLEr PrODE ....c.veviiecie e 26-12

IP SID SEIVEr I CIUSLEN ...t 26-13
ip Slb server ip CIUSEr Probe .....oocv i 26-15
1P SID PIODE .ot 26-16
ID SID Probe tIMEBOUL ......ociiiiicee e e 26-18
IP SID Probe PEriOd .....ovoieiieceee s 26-20
IP SID PrODE POI ... s 26-22
ID SID PrODE FELHES ..o.viiiceeci e s 26-24
ID SID PrODE USEINAME ...c.viieiecie e 26-26
ip SID Probe PasSWOrd ..........c.coevviiiiiie s 26-27
P SID PrODE UM ..o s 26-28
ID SID PrODE SLALUS ...c.veveeiiciccce e 26-29
IP SID PrODE SENA ...t e 26-30
IP SID PrODE EXPECL ... e 26-31
SNOW TP SID e 26-32
SNOW 0D SID CIUSEEIS ...t 26-34
SNOW 0D SID CIUSTET ..t 26-36
SNOW i SID CIUSEEN SEIVEF ..o 26-39
SNOW 0 SID SEBIVEIS .o 26-42
SNOW P SID PrODES ... 26-44
Chapter 27 IP Multicast Switching Commands .................ccccociiiiiiii e 27-1
ID MUILICASE STATUS ...ovveveieeiiece sttt 27-3
ip multicast flood-UNKNOWN ... 27-5
ip multicast querier-fForwarding ...........ccooceveveiiiieie e 27-7
IP MUITICASE VEISION ...ooiiviiieiiiicteeee ettt st 27-9
IP MUITICASE MAX-QIOUP ©.vviveeeieiieieeiesieeee ettt st sb e ene s 27-11
ip MUlticast VIan MaX-groUP .....ccooeiiereieereese et 27-13
I MUItICASE POIT MAX-QIOUD ..cvvevereeieiiesiesiesiesie st eeeeeee et st sre e e sresneenee e 27-15
ip multicast Static-NEIGNDOT .......ccoii i 27-17
ID MUItICASE SEALIC-QUETTET ...oveeeeiie e 27-19
ID MUILICASE SEALIC-GIOUP ..ovveveeiieicce et 27-21
ip MUlticast QUENY-INTEIVAL ..........coeiiiiiece e 27-23
ip multicast last-member-query-interval .........c.ccoereieiieni v 27-25
ip multicast query-response-interval ...........ccccoceveveieni i 27-27
ip multicast unsolicited-report-interval ..o, 27-29
Ip MUItiCaSt rOULEr-tIMEOUL ........ccoiviiiici e 27-31
ID MUITICASE SOUMCE-TIMEBOUL ..ot 27-33
ID MUITICAST QUETYING ettt st bbbt 27-35
ID MUIEICASE FODUSTINESS ..ot e 27-37
ID MUItICASE SPOOTING ...veieiiiiiiieiee e 27-39
ID MUILICASE ZAPPING «eevveeeieieiieee ettt st e e 27-41
ID MUILICASE PrOXYING ©ouvevveieiesiesie e sie et sttt st reareaneenee e 27-43
ip Multicast NEIPEr-address .........coovivieiieeieeeee s 27-45
IPVE MUILICASE STALUS ..o.vevvieiieciececieeeeee e 27-46
ipv6 multicast qUErier-FOrWarding .......c.cccovevevererie s 27-48
IPVE MUILICAST VEISION ...ttt 27-50
IPVE MUILICAST MAX-GIOUP .eeuviueeiiieteieeieeie ettt 27-52
IPV6 Multicast VIan MaX-group .........ccoceeeririniieie e 27-54
IPV6 MUILICASt POIT MAaX-gIOUP ....eoverueriiiierieriiriisieeree et 27-56
ipv6 multicast Static-NeighbOr .........cco i 27-58
IPVE MUILICAST STALIC-QUETTET ..o.vviveieeeieieeee et 27-60
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IPV6 MUItICASt STAtIC-GrOUP ...veovvevriicieiciece e 27-62

ipv6 multicast qUEry-iNterval ...........cccovoieiiieii e 27-64
ipv6 multicast last-member-query-interval ..........ccocoooveiiiiiiininc 27-66
ipv6 multicast query-response-interval ..........ccocoeeeneinieneinene s 27-68
ipv6 multicast unsolicited-report-interval ...........ccocoovvivininnienise e 27-70
IPV6 MuUIticast rOULEr-tIMEOUL ........ccceiirere e 27-72
iPV6 MuIticast SOUrCE-TIMEBOUL .......cccviviieieeiee e 27-74
IPVE MUILICAST QUEIYING .vovveeieieiece et 27-76
IPVE MUILICASE FODUSENESS .....vvevveeieiieieieese e 27-78
iIPV6 MuUIticast SPOOTING .....cviviicicice s 27-80
IPV6 MUILICASt ZAPPING .ovviveiieeiieiie e 27-82
IPVE MUILICASE PrOXYING .vvivviveeeicieiee e st 27-84
SNOW I MUILICAST ....veeeiie et 27-86
SNOW i MUITICASE POIT ...t 27-91
ShOW ip MUILICASt FOrWArd ........cccvieiiieice s 27-94
Show ip MUItiCaSt NEIGNDOL ..o 27-96
SNOW i MUILICASE QUETTET ..oveeeeecieieee e 27-98
SNOW i MUILICASE GIOUD .vveveieiiee e e 27-100
SNOW i MUILICASE SOUICE ...o.vevecieiiciece e 27-102
ShOW ip MUILICASE TUNNEL ..o e 27-104
SNOW IPVE MUILICASE ..o 27-106
ShOW ipV6 MUILICASE POt ...c.ooviieiiccce e 27-111
show ipv6 multicast FOrWard ...........cccccviieiiiieie e 27-113
show ipv6 multicast NeIghbOr .........c.covoviiiiic e 27-115
SNOW IPV6 MUITICAST QUETTET ....oveiiieiitecieeiieee et e 27-117
SNOW IPV6 MUITICAST GIOUD ...oveveiiiiiiiecieeieee e e 27-119
SNOW IPVE MUILICAST SOUICE .....ovieiiiiieiiieiieiee e e 27-121
ShOW ipV6 MUILICASE TUNNEL ......oveiiicece e 27-123
Chapter 28 IP Multicast VLAN CommaANds ............ccoocoviiiiieiiiice e 28-1
A2 VN 01001V - o PP 28-2
VIAN IPMVIAN CLAG .vovveiecc et 28-4
VIaN iPMVIAN QAUATESS ....ocvvieiiececeee e 28-6
vIan ipmvIan SENAEI-POIT ........ccciiree e 28-8
vIan ipmvIan reCEIVEr-POI ........ccviveieiceecc e 28-10
ShOW VIan ipMVIAN C-taQ ....cviieieieice s 28-12
Show VIan ipmvIan adadreSS .......ccccceeeeieieie s 28-13
show vilan ipmvlan port-CoNfig .......covvvriiieinie s 28-15
Show ipmvIan POrt-CoNFig ......ccooeiieiiiie s 28-17
Chapter 29 DVMRP COMMUNAS ..o bbb 29-1
(TN (o= 16 I 1Y/ 0 g PSS 29-2
1D AVIMIP STATUS ..eeveeeieic ettt e s e 29-3
ip AvmMrp Flash-INterval .........c.ccoovooeee e 29-5
ip AvMrp graft-timeout .........cooo e 29-6
ID AVIMIP INLEITACE ..ovveeece et ne s 29-7
ip AvMrp interface MEeLriC ....ccvovcvieeccee e 29-8
ip dvmrp neighbor-iNterval ..o 29-9
ip dvmrp Neighbor-timeouUL ..........ccooviiii e 29-10
ip dvmrp prune-lifetime ... 29-11
IP AVMIP PrUNE-TIMEOUL .....coeiviieiicieiee e 29-12
Ip AVMIP rePOrt-INTEIVaAl .....ccccoiviiieci e e 29-13
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ip dvmrp route-holddOWN .........ccooveiiiiie e 29-14

IP AVMIP FOULE-tIMEOUL ...t 29-15
ip dvmrp SUBOrd-default ........cocoviiiee e 29-16
IP AVMIP TUNNEL Lo 29-18
P AVMIP TUNNETTE] oo e s 29-20
IP AVMIP dEBUG-IEVEL ... s 29-22
ID AVMIP AEDUG-LYPE .o nns 29-23
K L0 LTV 0N 1Y 1 o TSP 29-25
SNOW P AVMIP INEEMTACE ...vvevvciicicee e 29-28
ShOW ip AVMIP NEIGRDOT ..o 29-30
ShOW ip AVMIP NEXTNOP .oviieiciccc e 29-32
SNOW P AVIMIFP PIUNE ..ottt sttt et srenae 29-34
SNOW I AVIMIFY FOULE ...ttt 29-36
ShOW ip AVMIP TUNNEL ... 29-38
ShOW ip AVMIP ABHOUQG ... s 29-40
Chapter 30 PIM ComMUANAS ..ottt e neas 30-1
108 (o= To I o110 2 PSR SSS 30-3
ID PIM SPAISE STATUS .veveeieiiieiierieie ettt st neeneens 30-5
ID PIM AENSE STALUS ....eveivevisiiiiesieeee ettt sae e e nreere e 30-6
T oIS 010 | oV o 30-7
Jo oLl Lo LT N |(oTUT oIS 30-9
[T o oL 0] SRS 30-11
1P PIM SEALICTP 1ovveiiice sttt rearas 30-13
Jo oLl er= Tl [T b L= o ST 30-15
ip PIM rP-threShold .......coiiii e 30-17
ip PiM KeepaliVe-Periof .........ccoiiririeiieee e 30-18
1P PIM MAXATPS ettt sttt sttt e et be s e s be st ebe st e eere e e 30-20
ID PIM PrOBE-TIME ..ot nees 30-22
IP PIM regiSter CHECKSUM ........cviiiieeeere e 30-23
ip PIM register-supPPresS-tiMEOUL ..........cocvrviierieiieeeeeee e 30-24
1D PIM SPLSTALUS ..vevveveie ettt sae e e e e 30-25
ip pim state-refresh-interval ..o 30-26
ip pim state-refresh-limit ..o 30-27
ip PIM State-refresh-ttl ... 30-28
IP PIM NEEITACE ..o 30-29
ip pim neighbor-loss-notification-period ..........cccccevviiiie i, 30-32
ip pim invalid-register-notification-period ... 30-33
ip pim invalid-joinprune-notification-period ..........cccocvvveieninineie e, 30-34
ip pim rp-mapping-notification-Period ...........cccoceveienenineneee e 30-35
ip pim interface-election-notification-period ............ccoccoevvivvienieinieinnerese e, 30-36
SNOW 0D PIM SPAISE .veviiieiieieeieeeee ettt sttt ene et e testesrestesresresreeneeeas 30-37
SNOW D PIM AENSE ..ottt ee e nae s 30-40
SNOW D PIM SSIM QFOUD 1.vvvveveerieiesiesie e steste e ste e se e e et e testessestesresresneeneeneas 30-42
SNOW i PIM ENSE GIOUP .vvveereeieieie e stesie et ste ettt te e sresresreeneeneas 30-44
ShOW ip PIM NEIGNDOT ... 30-46
ShOW ip PIM CaNAITAE-TP ...eoveeiieiiecte e s 30-49
SNOW i PIM GrOUP-MAP ...veiviiiiirteieie ettt ettt 30-51
SNOW P PIM INEEITACE ..oviiiciieiiceee e 30-53
SNOW P PIM STALIC-TP .veviiiieieiice et bbb 30-57
SNOW 0P PIM COST e 30-59
SNOW D PIM DS e nne s 30-61
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Show ip PIM NOLITICALIONS ......cveieiiicc s 30-63

SNOW I PIM GROULE ...ttt 30-66
SNOW I PIM SGIOULE ...evieeiiiieieeeierie ettt ettt 30-70
IPVB PIM SPAISE SLALUS ..o.veveieiieririeieie ittt s ene e 30-75
IPVE PIM AENSE SALUS ...evieeieeeeieiieieeie ettt nee e e 30-76
IPVE PIM SSIM GIOUPD .vevveeeieiesieeiesiesieeieeieeees e seeseesee e seesaeseessestessestesseeresseaseeneenens 30-77
IPVE PIM UENSE GrOUPD .veveiveieeerieieeieeietete e teste e ste e e ste e e e e e e eseesaesaeseesrenees 30-79
TPV PIM COST .ot sae e e e e 30-81
IPVE PIM SEALIC-TP coveeeeece et 30-83
IPVE PIM CANCIAALE-TP ...oviveiecie et st reene s 30-85
IPVE PIM FP-SWItChOVET ....viiiiiiiiciece e 30-87
IPVE PIM SPLSLALUS ..evviveiiiieiieiti ettt re e e 30-88
IPVB PIM INTEITACE ..ot 30-89
SNOW IPVB PIM SPAISE ..vviveieiiiieieeiirieceie ettt sttt seene e 30-92
SNOW IPVE PIM GENSE ..ot 30-94
SNOW I[PV PIM SSIM GIOUPD ..vveeriereenienieie e siesie e seesie st seeeseese e eneeseeseeeeseesseseseennens 30-96
SNOW IPV6 PIM UENSE GrOUP ..eeveereerienieieviesie e sieseeste st ereete e neese e eneesaeseeeeseeneens 30-98
SNOW IPVE PIM INTEITACE ....ooveiiieiicet e 30-100
ShOW ipV6 PIM NEIGNDOK ...cviivie e e 30-104
SNOW IPVE PIM SLALIC-TP vvveieieie e e 30-108
SNOW iPV6E PIM GrOUP-IMEP ...veeveiieiieeiereee e eee ettt sre e e e s 30-110
Show ipv6 Pim CaNCIdAte-IP ......cccceeveiieiciece e 30-112
SNOW IPVB PIM COSE ..veeiceiee e 30-114
SNOW TPV PIM BSE .. 30-116
SNOW 1PV PIM GIOULE ..o.viiiiiiiiiiieiiesiceiese sttt 30-118
SNOW 1PV PIM SOIOULE ...oeiiiieiiie ettt e e 30-122
Chapter 31 Multicast Routing Commands ..............cccooco i 31-1
ID MIOULE-DOUNAIY ..ottt ene e 31-3
IPVE MIOULE-DOUNCAIY ....voveeieieiee ettt ene e 31-5
I Mroute INtErface Tl .........oovveie e 31-6
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show ethoam one-way-delay domain association endpoint ..........c..ccccceeeeeiennne 45-76
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configure SErvice VPIS Create ........covviieiiiie et 50-29
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About This Guide

This OmniSwitch CLI Reference Guide is a comprehensive resource to all Command Line Interface (CLI)
commands available on the OmniSwitch 6400 Series, OmniSwitch 6850 Series, OmniSwitch 6855 Series,
OmniSwitch 9000 Series, and OmniSwitch 9000E Series switches.

Supported Platforms

This information in this guide applies to the following products:

e OmniSwitch 9000 Series (9600, 9700, and 9800 switches)

OmniSwitch 9000E Series (9700E and 9800E switches)

OmniSwitch 6400 Series
OmniSwitch 6850 Series
OmniSwitch 6855 Series

Note. This OmniSwitch CLI Reference Guide covers Release 6.4.2, which is supported on the OmniSwitch
6400 Series, OmniSwitch 6850 Series, OmniSwitch 6855 Series, OmniSwitch 9000 Series, and
OmniSwitch 9000E Series switches.

Unsupported Platforms

The information in this guide does not apply to the following products:

e OmniSwitch (original version with no numeric model name)

OmniSwitch 6600 Family
OmniSwitch 6800 Family
OmniSwitch 7700/7800
OmniSwitch 8800

Omni Switch/Router
OmniStack

OmniAccess
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Who Should Read this Manual? About This Guide

Who Should Read this Manual?

The audience for this user guide is network administrators and IT support personnel who need to config-
ure, maintain, and monitor switches and routers in a live network. Anyone wishing to gain knowledge on
the details of all CLI commands available on the OmniSwitch will benefit from the material in this refer-
ence guide. However, advanced users who have already familiarized themselves with the OmniSwitch CLI
commands will benefit most from the detailed content in this guide.

When Should | Read this Manual?

Read this guide whenever you want detailed information on individual CLI commands. Although this
guide provides helpful information during any stage of the configuration process, it is a good idea to first
familiarize yourself with the software features available on the switch before investigating the detailed
command information in this guide.

Overview information, procedures, and live network examples on switch software features may be found
in the OmniSwitch CLI Reference Guide, OmniSwitch AOS Release 6 Network Configuration Guide, and
the OmniSwitch AOS Release 6 Advanced Routing Configuration Guide. Once you are familiar with the
procedures and base CLI commands in these configuration guides you can obtain more detailed informa-
tion on the individual commands in this guide.

What is in this Manual?

This reference guide includes information on every CLI command available in the switch. Command
reference information is included for base software commands as well as commands associated with
optional software packages, such as Advanced Routing (multicast routing protocols and OSPF). The infor-
mation provided for each CLI command includes:

e Command description.

* Syntax.

e Description of all keywords and variables included in the syntax.

o Default values.

e Usage guidelines, which include tips on when and how to use the command.

e Examples of command lines using the command.

e Related commands with descriptions.

¢ Release history, which indicates the release when the command was introduced.

e SNMP information, such as the MIB files related to a set of CLI commands. In addition each CLI
command includes the corresponding MIB variables that map to all parameters included in a command.
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About This Guide What is Not in this Manual?

What is Not in this Manual?

Primarily a reference, this guide does not provide step-by-step instructions on how to set up particular
features on the switch. It also does not provide overview or application examples on software features. For
comprehensive information on how to configure particular software features in the switch, consult the
appropriate configuration guide.

This guide also does not provide any information on the network management applications, WebView and
OmniVista. Further information on WebView and OmniVista can be found in the context-sensitive on-line
help available with those applications.

How is the Information Organized?
Each chapter in this guide includes reference material for all commands related to a single software

feature, such as server load balancing or link aggregation. Typically commands in a single chapter will
share a common prefix.

Text Conventions

The following table contains text conventions and usage guidelines for CLI commands as they are
documented in this guide.

bold text Indicates basic command and keyword syntax.
Example: show snmp station
italicized text Indicates user-specific information such as IP addresses, slot numbers,

passwords, names, etc.
Example: no snmp station ip_address

Italicized text that is not enclosed with straight brackets ([ ]) indicates
required information.

[ 1 (Straight Brackets) Indicates optional parameters for a given command.

Example: show aaa server [server_name]
Here, you can enter either of the following options:

show aaa server

show aaa server server_name (where server_name is the user-
specified server name, e.g., show aaa server myserverl)

Note that this example includes italicized text. The optional parameter
in this case is a user-specified server name.

{} (Curly Braces) Indicates that the user must choose between one or more parameters.

Example: port mirroring {enable | disable}
Here, you must choose one of the following:

port mirroring enable or port mirroring disable
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Text Conventions About This Guide

| (\Vertical Pipes) Used to separate parameter choices within a command string. For
example, the command string

show health threshold [rx | txrx | memory | cpu]
separates the choices rx, txrx, memory, and cpu.
Examples:

show health threshold rx

show health threshold txrx

show health threshold memory

show health threshold cpu

“” (Quotation Marks) Used to enclose text strings that contain spaces. The quotation marks
are required input on the command line.

Example: vlan 2 “new test vlan”
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About This Guide Documentation Roadmap

Documentation Roadmap

The OmniSwitch user documentation suite was designed to supply you with information at several critical
junctures of the configuration process. The following section outlines a roadmap of the manuals that will
help you at each stage of the configuration process. Under each stage, we point you to the manual or
manuals that will be most helpful to you.

Stage 1: Using the Switch for the First Time

Pertinent Documentation: Getting Started Guide
Release Notes

A hard-copy Getting Started Guide is included with your switch; this guide provides all the information
you need to get your switch up and running the first time. This guide provides information on unpacking
the switch, rack mounting the switch, installing modules, unlocking access control, setting the switch’s IP
address, and setting up a password. It also includes succinct overview information on fundamental aspects
of the switch, such as hardware LEDs, the software directory structure, CLI conventions, and web-based
management.

At this time you should also familiarize yourself with the Release Notes that accompanied your switch.
This document includes important information on feature limitations that are not included in other user
guides.

Stage 2: Gaining Familiarity with Basic Switch Functions

Pertinent Documentation: Hardware Users Guide
Switch Management Guide

Once you have your switch up and running, you will want to begin investigating basic aspects of its hard
ware and software. Information about switch hardware is provided in the platform-specific Hardware
Users Guide. This guide provide specifications, illustrations, and descriptions of all hardware compo-
nents—chassis, power supplies, Chassis Management Modules (CMMs), Network Interface (NI) modules,
uplink modules, stacking modules, and cooling fans. It also includes steps for common procedures, such
as removing and installing switch components.

The Switch Management Guide for your switch platform is the primary user guide for the basic software
features on a single switch. This guide contains information on the switch directory structure, basic file
and directory utilities, switch access security, SNMP, and web-based management. It is recommended that
you read this guide before connecting your switch to the network.

Stage 3: Integrating the Switch Into a Network

Pertinent Documentation: Network Configuration Guide
Advanced Routing Configuration Guide

When you are ready to connect your switch to the network, you will need to learn how the OmniSwitch
implements fundamental software features, such as 802.1Q, VLANSs, Spanning Tree, and network routing
protocols. The Network Configuration Guide for your switch platform contains overview information,
procedures and examples on how standard networking technologies are configured in the OmniSwitch.

The Advanced Routing Configuration Guide includes configuration information for networks using
advanced routing technologies, such as OSPF and multicast routing protocols (DVMRP and PIM-SM).
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Documentation Roadmap About This Guide

Anytime

The OmniSwitch CLI Reference Guide contains comprehensive information on all CLI commands
supported by the switch. This guide includes syntax, default, usage, example, related CLI command, and
CLI-to-MIB variable mapping information for all CLI commands supported by the switch. This guide can

be consulted anytime during the configuration process to find detailed and specific information on each
CLI command.
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About This Guide Related Documentation

Related Documentation

The following are the titles and descriptions of all the related OmniSwitch AOS Release 6 user manuals:

OmniSwitch 6400 Series Getting Started Guide

Describes the hardware and software procedures for getting an OmniSwitch 6400 Series switch up and
running. Also provides information on fundamental aspects of OmniSwitch software and stacking
architecture.

OmniSwitch 6850 Series Getting Started Guide

Describes the hardware and software procedures for getting an OmniSwitch 6850 Series switch up and
running. Also provides information on fundamental aspects of OmniSwitch software and stacking
architecture.

OmniSwitch 6855 Series Getting Started Guide

Describes the basic information you need to unpack and identify the components of your OmniSwitch
6855 shipment. Also provides information on the initial configuration of the switch.

OmniSwitch 9000 Series Getting Started Guide

Describes the hardware and software procedures for getting an OmniSwitch 9000 Series up and
running. Also provides information on fundamental aspects of OmniSwitch software architecture.

OmniSwitch 9000E Series Getting Started Guide

Describes the hardware and software procedures for getting an OmniSwitch 9000E Series switch up
and running. Also provides information on fundamental aspects of OmniSwitch software architecture

OmniSwitch 6400 Series Hardware Users Guide

Complete technical specifications and procedures for all OmniSwitch 6400 Series chassis, power
supplies, and fans. Also includes comprehensive information on assembling and managing stacked
configurations.

OmniSwitch 6850 Series Hardware User Guide

Complete technical specifications and procedures for all OmniSwitch 6850 Series chassis, power
supplies, and fans. Also includes comprehensive information on assembling and managing stacked
configurations.

OmniSwitch 6855 Series Hardware User Guide

Complete technical specifications and procedures for all OmniSwitch 6855 Series chassis, power
supplies, and fans.

OmniSwitch 9000 Series Hardware Users Guide

Complete technical specifications and procedures for all OmniSwitch 9000 Series chassis, power
supplies, fans, and Network Interface (NI) modules.

OmniSwitch 9000E Series Hardware User Guide

Complete technical specifications and procedures for all OmniSwitch 9000E Series chassis, power
supplies, and fans.
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Related Documentation About This Guide

OmniSwitch CLI Reference Guide

Complete reference to all CLI commands supported on the OmniSwitch 6400, 6850, 6855, 9000, and
9000E. Includes syntax definitions, default values, examples, usage guidelines and CLI-to-MIB vari-
able mappings.

OmniSwitch AOS Release 6 Switch Management Guide

Includes procedures for readying an individual switch for integration into a network. Topics include the
software directory architecture, image rollback protections, authenticated switch access, managing
switch files, system configuration, using SNMP, and using web management software (WebView).

OmniSwitch AOS Release 6 Network Configuration Guide

Includes network configuration procedures and descriptive information on all the major software
features and protocols included in the base software package. Chapters cover Layer 2 information
(Ethernet and VLAN configuration), Layer 3 information (routing protocols, such as RIP), security
options (authenticated VLANS), Quality of Service (QoS), and link aggregation.

OmniSwitch AOS Release 6 Advanced Routing Configuration Guide

Includes network configuration procedures and descriptive information on all the software features and
protocols included in the advanced routing software package. Chapters cover multicast routing
(DVMRP and PIM-SM), and OSPF.

OmniSwitch Transceivers Guide

Includes information on Small Form Factor Pluggable (SFPs) and 10 Gbps Small Form Factor Plugga-
bles (XFPs) transceivers.

Technical Tips, Field Notices
Includes information published by Alcatel-Lucent’s Customer Support group.
Release Notes

Includes critical Open Problem Reports, feature exceptions, and other important information on the
features supported in the current release and any limitations to their support.

page |
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About This Guide User Manual CD

User Manual CD

Some products are shipped with documentation included on a User Manual CD that accompanies the
switch. This CD also includes documentation for other Alcatel-Lucent data enterprise products.

All products are shipped with a Product Documentation Card that provides details for downloading docu-
mentation for all OmniSwitch and other Alcatel-Lucent data enterprise products.

All documentation is in PDF format and requires the Adobe Acrobat Reader program for viewing. Acro-
bat Reader freeware is available at www.adobe.com.

Note. In order to take advantage of the documentation CD’s global search feature, it is recommended that
you select the option for searching PDF files before downloading Acrobat Reader freeware.

To verify that you are using Acrobat Reader with the global search option, look for the following button in

the toolbar:

Note. When printing pages from the documentation PDFs, de-select Fit to Page if it is selected in your
print dialog. Otherwise pages may print with slightly smaller margins.

Technical Support

An Alcatel-Lucent service agreement brings your company the assurance of 7x24 no-excuses technical
support. You’ll also receive regular software updates to maintain and maximize your Alcatel-Lucent
product’s features and functionality and on-site hardware replacement through our global network of
highly qualified service delivery partners. Additionally, with 24-hour-a-day access to Alcatel-Lucent’s
Service and Support web page, you’ll be able to view and update any case (open or closed) that you have
reported to Alcatel-Lucent’s technical support, open a new case or access helpful release notes, technical
bulletins, and manuals. For more information on Alcatel-Lucent’s Service Programs, see our web page at
service.esd.alcatel-lucent.com, call us at 1-800-995-2696, or email us at esd.support@alcatel-lucent.com.
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1 Ethernet Port Commands

The Ethernet port software is responsible for configuring and monitoring Ethernet ports (10 Mbps, 100
Mbps, 1 Gbps, and 10 Gbps). This includes:

e Performing hardware diagnostics, loading software, and initializing hardware.
¢ Notifying other software modules in the system when Ethernet links become active or inactive.
e Configuring basic line parameters for Ethernet ports.

e Gathering basic line statistics for Ethernet ports and passing this information to the user interface and
configuration manager.

MIB information for the Ethernet Port commands is as follows:

Filename: AlcatelIND1Port.mib
Module: alcatelIND1PortMIB

Filename: IETF_ETHERLIKE.mib
Module: EtherLike-MIB
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Ethernet Port Commands

A summary of the available commands is listed here.

Trap port commands

trap port link

Interfaces commands

interfaces speed

interfaces mode

interfaces autoneg

interfaces crossover
interfaces pause

interfaces e2e-flow-vlan
interfaces duplex

interfaces admin

interfaces cli-prompt
interfaces alias

interfaces ifg

interfaces no 12 statistics
interfaces max frame
interfaces flood

interfaces flood rate
interfaces violation-recovery-time
interfaces violation-recovery-trap
interfaces clear-violation-all
interfaces transceiver ddm
show interfaces

show interfaces capability
show interfaces flow control
show interfaces pause

show interfaces e2e-flow-vlan
show interfaces accounting
show interfaces counters
show interfaces counters errors
show interfaces collisions
show interfaces status

show interfaces port

show interfaces ifg

show interfaces flood rate
show interfaces traffic

show interfaces transceiver
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Ethernet Port Commands

Combo port commands

interfaces hybrid preferred-fiber
interfaces hybrid preferred-copper
interfaces hybrid forced-fiber
interfaces hybrid forced-copper
interfaces hybrid autoneg
interfaces hybrid crossover
interfaces hybrid duplex

interfaces hybrid speed

interfaces hybrid pause

show interfaces hybrid

show interfaces hybrid status
show interfaces hybrid flow control
show interfaces hybrid pause

show interfaces hybrid capability
show interfaces hybrid accounting
show interfaces hybrid counters
show interfaces hybrid counters errors
show interfaces hybrid collisions
show interfaces hybrid traffic
show interfaces hybrid port

show interfaces hybrid flood rate

Debug interfaces commands

debug interfaces set backpressure
debug interfaces backpressure

OmniSwitch CLI Reference Guide ~ April 2010
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Ethernet Port Commands

trap port link

Enables trap link messages. If enabled, a message is displayed on the Network Management Station
(NMS) whenever the port changes state.

trap slot[/port[-port2]] port link {enable | disable | on | off}

Syntax Definitions

slot Slot number you want to configure.

port Port number of the interface you want to configure.

port2 Last port number in a range of ports you want to configure.
enable Port link up/down traps are displayed on the NMS.

disable Port link up/down traps are not displayed on the NMS.

on Same as enable.

off Same as disable.

Defaults

parameter default

enable | disable | on | off disable

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines
N/A

Examples

-> trap 3/1 port link enable
-> trap 3 port link enable
-> trap 3/1-6 port link enable

Release History

Release 6.1; command was introduced.
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Ethernet Port Commands

Related Commands

show interfaces status Displays interface line settings.

MIB Obijects

esmConfigTable
esmPortSlot
esmPortlF
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Ethernet Port Commands

interfaces speed

Configures interface line speed.

interfaces slot[/port[-port2]] speed {auto | 10 | 100 | 1000 | 10000 | max {100 | 1000}}

Syntax Definitions

slot Slot number you want to configure.

port Port number of the interface you want to configure.

port2 Last port number in a range of ports you want to configure.

auto The switch will automatically set the line speed to match the attached
device (auto-sensing).

10 Sets the interface to 10 Mbps.

100 Sets the interface to 100 Mbps.

1000 Sets the interface to 1 Gigabit.

10000 Sets the interface to 10 Gigabit.

max 100 Sets the maximum speed to 100 megabits.

max 1000 Sets the maximum speed to 1000 megabits (1 Gigabit).

Defaults

parameter default

auto | 10| 100 | 1000 | Auto
10000 | max 100 | max
1000}

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

e You can only configure one slot at a time. Repeat the command to configure additional slots.
e The auto option sets the speed to auto-sensing.

¢ Ten Gigabit fiber ports only support 10000 Mbps.

e Configuration changes made with the interfaces speed command on combo ports configured as either
forced fiber or preferred fiber will only be made on the SFP fiber ports and not to the copper RJ-45 10/
100/1000 ports. See the interfaces hybrid speed command for more information.

e Configuration changes made with the interfaces speed command on combo ports configured as either
forced copper or preferred copper will only be made on the copper RJ-45 10/100/1000 ports and not to
the SFP fiber port. See the interfaces hybrid speed command for more information.
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Examples

-> interfaces 3/1 speed auto
-> interfaces 3 speed 100
-> interfaces 3/1-8 speed auto

Release History

Release 6.1; command was introduced.

Related Commands

interfaces duplex Configures duplex mode.
interfaces autoneg Enables and disables auto negotiation.
show interfaces status Displays interface line settings.

MIB Obijects

esmConfTable
esmPortCfgSpeed
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Ethernet Port Commands

interfaces mode

Configures the mode of the ports to allow the switch to act in standalone or stacking mode.

interfaces slot[/port] mode {uplink | stacking}

Syntax Definitions

slot Slot number to be configured.
port Port number to be configured.
uplink Configures the ports as uplinks allowing the switch to act in standalone

mode for network connectivity.

stacking Configures the ports as stacking to allow the switch to be stacked in a
virtual chassis.

Defaults
parameter default
mode uplink

Platforms Supported
OmniSwitch 6855-U24X

Usage Guidelines
e Mode change does not take affect until the switch is rebooted.
e Only supported on the 10-Gigabit SFP+ ports

e Changing the mode of one port automatically changes the other port to the same mode. Mixing port
modes is not supported.

e After changing the mode a message will display in approximately 5 seconds indicating success or fail-
ure. Re-enter the command if the change is not successful.

Examples

-> interfaces 4/25 mode stacking
WED JUL 01 18:08:29 : HSM-CHASSIS (101) info message:
+++ Ni 4 Port 25,26 are set to stackable for next boot:0OK

-> interfaces 4 mode uplink
WED JUL 01 18:08:29 : HSM-CHASSIS (101) info message:
+++ NI 4 Port 25,26 are set to uplink for next boot:0K

Release History

Release 6.4.2; command was introduced.
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Related Commands

show stack topology Displays the current operating topology of switches in a stacked
configuration.

show stack status Displays the current redundant stacking status for a stacked config-
uration.

show ni Displays the current status for a switch in standalone mode.

MIB Obijects

esmPortModeTable

esmPortMode Index
esmPortSavedMode
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Ethernet Port Commands

interfaces autoneg

Enables or disables auto negotiation on a single port, a range of ports, or an entire Network Interface (NI).

interfaces slot[/port[-port2]] autoneg {enable | disable | on | off}

Syntax Definitions

slot Slot number you want to configure.
port Port number of the interface you want to configure.
port2 Last port number in a range of ports you want to configure.
enable Enables auto negotiation.
disable Disables auto negotiation.
on Same as enable.
off Same as disable.
Defaults
parameter default

enable | disable | on | off enable

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

e You can only configure one slot at a time. Repeat the command to configure additional slots.

¢ If auto negotiation is disabled, auto MDIX, auto speed, and auto duplex are not accepted. See the
interfaces crossover command on page 1-12 for more information.

e Configuration changes made with the interfaces autoneg command on combo ports configured as
either forced fiber or preferred fiber will only be made on the SFP fiber ports and not to the copper RJ-
45 10/100/1000 ports. See the interfaces hybrid autoneg command for more information.

e Configuration changes made with the interfaces autoneg command on combo ports configured as
either forced copper or preferred copper will only be made on the copper RJ-45 10/100/1000 ports and
not to the SFP fiber port. See the interfaces hybrid autoneg command for more information.

e Copper Gigabit ports do not support disabling of auto negotiation.

Examples

-> interfaces 3 autoneg disable
-> interfaces 3/1 autoneg disable
-> interfaces 3/1-4 autoneg disable
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Release History

Release 6.1; command was introduced.

Related Commands

interfaces speed Configures interface speed.

interfaces crossover Configures crossover port settings.

show interfaces status Displays interface line settings.

show interfaces capability Displays auto negotiation, speed, duplex, and crossover settings.

MIB Obijects

esmConfTable
esmPortCfgAutoNegotiation
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interfaces crossover

Configures port crossover settings on a single port, a range of ports, or an entire Network Interface (NI).

interfaces slot[/port[-port2]] crossover {auto | mdix | mdi}

Syntax Definitions

slot Slot number you want to configure.

port Port number of the interface you want to configure.

port2 Last port number in a range of ports you want to configure.

auto The interface will automatically detect crossover settings.

mdix Sets the crossover configuration to Media Dependent Interface with

Crossover (MDIX), which is the standard for hubs and switches.

mdi Sets the crossover configuration to Media Dependent Interface (MDI),
which is the standard for end stations.

Defaults
parameter default
auto | mdix | mdi auto

(all copper ports)

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines
e You can only configure one slot at a time. Repeat the command to configure additional slots.

¢ If auto negotiation is disabled, then automatic crossover will also be disabled. See the interfaces
autoneg command on page 1-10 for more information.

e You cannot configure crossover settings on fiber ports. These ports use the MDI standard.

e Configuration changes made with the interfaces crossover command on combo ports configured as
either forced copper or preferred copper will only be made on the copper RJ-45 10/100/1000 ports and
not to the SFP fiber port. See the interfaces hybrid crossover command for more information.

Examples

-> interfaces 3 crossover mdi
-> interfaces 3/1 crossover mdix
-> interfaces 3/1-4 crossover auto

Release History

Release 6.1; command was introduced.
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Related Commands

interfaces speed Configures interface speed.

interfaces autoneg Enables and disables auto negotiation.

show interfaces status Displays interface line settings.

show interfaces capability Displays auto negotiation, speed, duplex, and crossover settings.

MIB Obijects

esmConfTable
esmPortCfgCrossover
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interfaces pause

Configures whether or not the switch will transmit, honor, or transmit and honor flow control PAUSE
frames on the specified interface. PAUSE frames are used to temporarily pause the flow of traffic between
two connected devices to help prevent packet loss when traffic congestion occurs between switches.

interfaces slot[/port[-port2]] pause {tx | rx | tx-and-rx | disable}

Syntax Definitions

slot

port

port2

tx

rx

tx-and-rx

disable

Platforms Supported

Slot number you want to configure.
Port number of the interface you want to configure.
Last port number in a range of ports you want to configure.

Transmits PAUSE frames to peer switches when traffic congestion
occurs on the local interface. Does not honor PAUSE frames from peer
switches.

Allows interface to honor PAUSE frames from peer switches and
temporarily stop sending traffic to the peer. Does not transmit PAUSE
frames to peer switches.

Transmits and honors PAUSE frames when traffic congestion occurs
between peer switches.

Disables flow control on the interface.

OmniSwitch 6400, 6850, 6855, 9000, 9000E

Defaults

By default, flow control is disabled on all switch interfaces.

Usage Guidelines

Note that if the standalone switch is a 24-port unit, then only the interfaces pause command is
required to enable end-to-end (E2E) flow control. However, if the switch is a 48-port unit, then a flow
control VLAN, which is configured using the interfaces e2e-flow-vlan command, is required in addi-
tion to enabling RX/TX pause flow control.

A stack of switches or a chassis-based switch will honor receive pause frames.

Flow control is only supported on interfaces configured to run in full-duplex mode; half-duplex mode

is not supported.

If both autonegotiation and flow control are enabled on the same local interface, autonegotiation calcu-
lates operational flow control settings for that interface. Note that the operational settings, as shown in
the following table, override the configured settings as long as autonegotiation and flow control are

both enabled for the interface:
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Configured Configured Configured Configured Operational | Operational
Local Tx Local Rx Remote Tx Remote Rx Local Tx Local Rx
No No No No No No

e |f autonegotiation is disabled, the configured flow control settings are applied to the local interface.

Examples

-> interfaces 3/1 pause tx
-> interfaces 4/2 pause rx
-> interfaces 1 tx-and-rx
-> interfaces 3/1-6 pause tx
-> interfaces 3/1-6 disable

Release History

Release 6.3.2; command was introduced.

OmniSwitch CLI Reference Guide

April 2010

page 1-15



Ethernet Port Commands

Related Commands

interfaces hybrid pause Configures flow control settings for combo ports.

interfaces e2e-flow-vlan Configures a dedicated VLAN for carrying end-to-end (E2E) flow
control messages to remote systems.

show interfaces pause Displays interface flow control settings.

MIB Obijects

esmConfigTable
esmPortCfgFlow

dot3PauseTable
dot3PauseAdminMode
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interfaces e2e-flow-vian

Configures a dedicated VLAN for carrying end-to-end (E2E) flow control messages to remote systems.
Creating this type of VLAN is required to enable E2E flow control on 48-port OmniSwitch 6400 and
OmniSwitch 6850 units.

interfaces e2e-flow-vlan vlan_id

interfaces no e2e-flow-vlan

Syntax Definitions
vlan_id The VLAN ID number for the dedicated flow VLAN.

Platforms Supported
OmniSwitch 6400, 6850

Defaults
N/A

Usage Guidelines

¢ Note that if the standalone switch is a 24-port unit, then only the interfaces pause command is
required to enable end-to-end (E2E) flow control. However, if the switch is a 48-port unit, then a flow
control VLAN, which is configured using the interfaces e2e-flow-vlan command, is required in addi-
tion to enabling RX/TX pause flow control.

e Use the no form of this command to remove the flow VLAN from the switch configuration.
e There is only one flow control VLAN allowed per switch.
¢ No other standard VLAN management commands are allowed once a VLAN is configured as a dedi-

cated flow control VLAN.

Examples

-> interfaces e2e-flow-vlan 10
-> interfaces no e2e-flow-vlan

Release History

Release 6.3.4; command was introduced.
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Related Commands

show interfaces e2e-flow-vlan  Displays the E2E flow control VLAN configuration.

interfaces pause Configures whether or not the switch will transmit, honor, or trans-
mit and honor flow control PAUSE frames.
show interfaces pause Displays interface flow control settings.

MIB Obijects
esmE2EFIowVIian
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interfaces duplex

Configures duplex mode. In full duplex mode, the interface transmits and receives data simultaneously. In
half duplex mode, the interface can transmit or receive data at a given time. Auto duplex setting causes the
switch to advertise all available duplex modes (half/full/both) for the port during autonegotiation.

interfaces slot[/port[-port2]] duplex {full | half | auto}

Syntax Definitions

slot Slot number you want to configure.

port Port number of the interface you want to configure.

port2 Last port number in a range of ports you want to configure.

full Sets interface to full duplex mode.

half Sets interface to half duplex mode.

auto Switc_h v_viII automatically set both the duplex mode settings to auto-
negotiation.

Defaults

parameter default

full | half | auto full

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

You can only configure one slot at a time. Repeat the command to configure additional slots.
Half duplex mode is not supported on Gigabit modules if a port is detected as Gigabit (1000 Mbps).

0S9-GNI-C24 modules can be configured for full and half duplex. All other Gigabit Ethernet modules
on the OmniSwitch 9000 only support full duplex mode.

On 0S9-GNI-C24 modules, if a link is down and auto negotiation is enabled, then half duplex is not
accepted since these modules are Gigabit modules by default.

Configuration changes made with the interfaces duplex command on combo ports configured as either
forced copper or preferred copper will only be made on the copper RJ-45 10/100/1000 ports and not to
the SFP fiber port. See the interfaces hybrid duplex command for more information.

Gigabit and 10 Gigabit fiber ports only support full duplex.
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Examples

-> interfaces 3/1 duplex auto
-> interfaces 3 duplex half
-> interfaces 3/1-4 auto

Release History

Release 6.1; command was introduced.

Related Commands

interfaces speed Configures interface line speed. Set to auto to set speed and duplex
mode to auto-sensing.

show interfaces status Displays interface line settings (e.g., speed, and mode).

MIB Obijects

esmConfTable
esmPortAutoDuplexMode
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interfaces admin

Administratively enables or disables interfaces.

interfaces slot[/port[-port2]] admin {up | down}

Syntax Definitions

slot Slot number you want to configure.
port Port number of the interface you want to configure.
port2 Last port number in a range of ports you want to configure.
up Enables the interface.
down Disables the interface.
Defaults
parameter default
up | down up

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines
N/A

Examples

-> interfaces 3/1 admin up
-> interfaces 3 admin down
-> interfaces 3/1-4 admin up

Release History

Release 6.1; command was introduced.

Related Commands

show interfaces Displays general interface information (e.g., hardware, MAC
address, input errors, and output errors).

show interfaces port Displays port status (up or down).

MIB Objects

ifTable
ifAdminStatus
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interfaces cli-prompt

Enables or disables the display of a confirmation prompt when an interface is administratively disabled
using the “interfaces admin {up | down}” command.

interfaces cli-prompt {enable | disable}

Syntax Definitions

enable Enables the display of a confirmation prompt when an interface is
administratively disabled.

disable Disables the display of a confirmation prompt when an interface is
administratively disabled.

Defaults
parameter default
enable | disable disable

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

e This command is used in conjunction with the interfaces admin command to enable or disable the
confirmation prompt.

e By default, the warning prompt will not be displayed.
e If the interface is already operationally down, the warning prompt will not be displayed.

e If arange of interfaces or slots is provided in the interfaces admin down command and the display of
confirmation prompt is enabled, then the prompt will be displayed irrespective of the operational status
of the interface.

e The configuration of this command can be captured in the snapshot when the display of the warning
prompt is enabled.

¢ The configuration of this command cannot be captured in any interface show commands.

Examples

-> interfaces cli-prompt enable
-> interfaces 1/1 admin down
-> Confirm Command (Y/N) :

-> interfaces cli-prompt disable
-> interfaces 1/1 admin down
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Release History

Release 6.3.4; the command was introduced.

Related Commands

interfaces admin Administratively enables or disables interfaces

MIB Obijects
N/A
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interfaces alias

Configures a description (alias) for a single port.

interfaces slot/port alias description

Syntax Definitions

slot Slot number you want to configure.
port Port number of the interface you want to configure.
description A description for the port, which can be up to 40 characters long. Spaces

must be contained within quotes (e.g., “IP Phone”).

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines
e You can only configure one port at time. You cannot configure an alias for multiple ports.
e Toremove an alias use a description consisting of two quotes without any spaces (e.g., ™).

e On combo ports the configuration changes made with the interfaces alias command apply to both the
fiber and to the copper port. You cannot configure separate aliases.

Examples

-> interfaces 3/1 alias switch_port
-> interfaces 2/2 alias "IP Phone"
-> interfaces 3/1 alias """

Release History

Release 6.1; command was introduced.

Related Commands

show interfaces Displays general interface information (e.g., hardware, MAC
address, input errors, and output errors).

show interfaces port Displays port status (up or down) and any aliases for a port.

MIB Obijects

ifXTable
ifAlias
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interfaces ifg

Configures the inter-frame gap on Gigabit Ethernet interfaces.

interfaces slot[/port[-port2]] ifg bytes

Syntax Definitions

slot Slot number you want to configure.

port Port number of the interface you want to configure.

port2 Last port number in a range of ports you want to configure.
bytes Inter-frame gap value, in bytes. Valid range is 9-12.
Defaults

parameter default

bytes 12

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

You can only configure one slot at a time. Repeat the command to configure additional slots.

Examples

-> interfaces 3/1 ifg 10
-> interfaces 3 ifg 10
-> interfaces 3/1-4 ifg 10

Release History

Release 6.1; command was introduced.

Related Commands

show interfaces ifg Displays the inter-frame gap value for one or more ports.

MIB Objects

esmConfTable
esmPortCfglfg
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interfaces no 12 statistics

Resets all statistics counters.

interfaces slot[/port[-port2]] no 12 statistics [cli]

Syntax Definitions

slot Slot number you want to configure.

port Port number of the interface you want to configure.

port2 Last port number in a range of ports you want to configure.

cli Clears the counters from the CLI only; SNMP statistics continue to

maintain cumulative totals.

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

e You can only configure one slot at a time. Repeat the command to configure additional slots.

e This command calls for an upper or lower case “L” character in front of the “2” character. Entering the
digit “1” (one) will result in an error message.

e When the cli parameter is not specified, both CLI and SNMP statistics are cleared.

Examples

-> interfaces 3/1 no 12 statistics
-> interfaces 3 no 12 statistics
-> interfaces 3/1-6 no 12 statistics

Release History

Release 6.1; command was introduced.
Release 6.3.1.R02; cli parameter was added.
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Related Commands
show interfaces Displays general interface information, including when statistics
were last cleared.

show interfaces accounting Displays interface accounting information (e.g., packets received/
transmitted and deferred frames received).

show interfaces counters Displays interface counters information (e.g., unicast, broadcast,
and multi-cast packets received/transmitted).

show interfaces counters errors Displays interface error frame information (e.g., CRC errors, transit
errors, and receive errors).

show interfaces collisions Displays interface collision information (e.g., number of collisions
and number of retries).

MIB Obijects

alcetherStatsTable
alcetherClearStats
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interfaces max frame

Configures the maximum frame size for Gigabit Ethernet interfaces.

interfaces slot[/port[-port2]] max frame bytes

Syntax Definitions

slot Slot number you want to configure.

port Port number of the interface you want to configure.

port2 Last port number in a range of ports you want to configure.
max frame Maximum frame size, in bytes. Valid range is 1518-9216.
Defaults

parameter default

bytes (Gigabit Ethernet Packets) 9216

bytes (Ethernet Packets) 1553

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines
N/A

Examples

-> interfaces 3/1 max frame 1518
-> interfaces 3 max frame 1518

-> interfaces 3/1-3 max frame 1518

Release History

Release 6.1; command was introduced.

Related Commands

show interfaces Displays general interface information (e.g., hardware, MAC
address, input errors, and output errors).

MIB Objects

esmConfTable
esmPortCfgMaxFrameSize
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interfaces flood multicast

Enables flood rate limiting for multicast traffic on the specified interface.

interfaces slot[/port[-port2]] flood multicast {enable | disable}

Syntax Definitions

slot Slot you want to configure (e.g., 3).

port Port number of the interface you want to configure.

port2 Last port number in a range of ports you want to configure.

enable Enables multicast rate limiting. This parameter is optional on the
OmniSwitch 6800, 6850, and 6855.

disable Disables multicast rate limiting.

Defaults

parameter default

enable | disable disable

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines
e You can only configure one slot at a time. Repeat the command to configure additional slots.

e When the interfaces flood multicast command is used to enable rate limiting, the peak flood rate
value configured for an interface is also applied to multicast traffic.

e Applying the peak flood rate value to multicast traffic also limits IP Multicast Switching (IPMS) and
non-IPMS multicast traffic.

e When multicast rate limiting is disabled, the peak flood rate value for the interface is no longer applied
to multicast traffic. This does not prevent the normal flow of multicast traffic on the specified interface.

Examples

-> interfaces 3 flood multicast
-> interfaces 1/47 flood multicast
-> interfaces 1/45-48 flood multicast

Release History

Release 6.1; command was introduced.
Release 6.4.3; command was deprecated.
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Related Commands

show interfaces flood rate Displays interface peak flood rate settings.
interfaces violation-recovery-  Configures the peak flood rate for an interface.
trap

MIB Obijects

esmConfTable
esmPortFloodMcastEnable
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interfaces flood

Enables broadcast, multicast or unknown unicast traffic storm control on the specified interface.

interfaces slot[/port[-port2]] flood [broadcast | multicast | unknown-unicast | all ] [enable | disable]

Syntax Definitions

slot Slot you want to configure (e.g., 3).

port Port number of the interface you want to configure.

port2 Last port number in a range of ports you want to configure.
broadcast Packets with a destination MAC address of FF:FF:FF:FF:FF:FF.
multicast Packets with a multicast MAC address.

unknown-unicast Unicast packets with an unknown destination MAC address.

all Applies to broadcast, multicast, and unknown unicast packets.
enable Enables broadcast, multicast, or unknown unicast rate limiting.
disable Disables broadcast, multicast, or unknown unicast rate limiting.
Defaults

parameter default

enable | disable disable

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines
e You can only configure one slot at a time. Repeat the command to configure additional slots.

¢ The keyword all applies to all traffic types; broadcast, multicast and unknown-unicast.

Examples

-> interfaces 3 flood broadcast enable
-> interfaces 1/47 flood broadcast enable

-> interfaces 3 flood multicast enable
-> interfaces 1/45-48 flood multicast enable

-> interfaces 3 flood unknown-unicast enable
-> interfaces 1/47 flood unknown-unicast enable

-> interfaces 3 flood all enable
-> interfaces 1/47 flood all enable
-> interfaces 1/45-48 flood all enable
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Release History

Release 6.4.3; command was introduced.

Related Commands

show interfaces flood rate Displays interface peak flood rate settings.
interfaces flood rate Configures the peak flood rate for an interface.

MIB Obijects

esmConfTable

esmPortMaxFloodRate
esmPortMaxMcastFloodRate
esmPortMaxUnknownUcastFloodRate
esmPortFloodMcastEnable
esmPortFloodBcastEnable
esmPortFloodUnknownUcastEnable
esmPortMaxFloodRateLimit
esmPortMaxUnknownUcastFloodRateLimit
esmPortMaxMcastFloodRateLimit
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interfaces flood rate

Enables flood rate limiting for broadcast, multicast, or unknown unicast traffic on the specified interface.

interfaces slot[/port[-port2]] flood [broadcast | multicast | unknown-unicast | all ] rate [mbps num |

pps num | percentage num]

Syntax Definitions
slot

port

port2

mbps num

pps num

percentage num

Defaults

Slot you want to configure (e.g., 3).

Port number of the interface you want to configure.

Last port number in a range of ports you want to configure.
Megabits per second.

Packets per second.

Percentage of the port speed.

The default flood limit settings:

port speed flood limit
10 mpbs 4 mpbs
100 mpbs 49 mpbs

1 Gig 496 mpbs
10 Gig 997 mpbs

Platforms Supported

OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

¢ By default, unknown unicast and multicast traffic is flooded to all Layer 2 ports in a VLAN.

e You can only configure one slot at a time. Repeat the command to configure additional slots.

¢ The keyword all applies to all traffic types, broadcast, multicast and unknown-unicast.

e This CLI command ‘interfaces slot[/port[-port2]] flood rate num’ is supported only during boot up
process for backward compatibility.

Examples

-> interfaces 1/1-5 flood all rate mbps 10

-> interfaces 1/1 flood broadcast rate pps 500

-> interfaces 1/2 flood multicast rate percentage 35
-> interfaces 1/3 flood unknown-unicast rate mbps 5
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Release History

Release 6.1; command was introduced.

Release 6.4.3; broadcast, multicast, unknown-unicast, and all parameters were added.

Related Commands

show interfaces flood rate Displays interface peak flood rate settings.
interfaces flood Enables traffic storm control on the specified interface.

MIB Obijects

esmConfTable

esmPortMaxFloodRate
esmPortMaxMcastFloodRate
esmPortMaxUnknownUcastFloodRate
esmPortFloodMcastEnable
esmPortFloodBcastEnable
esmPortFloodUnknownUcastEnable
esmPortMaxFloodRateLimit
esmPortMaxUnknownUcastFloodRateLimit
esmPortMaxMcastFloodRateLimit
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interfaces violation-recovery-time

Configures the time interval to re-enable the UserPort ports automatically after the UserPort ports are
disabled administratively due to receiving a specified type of traffic.

interfaces violation-recovery-time num

Syntax Definitions
num Specifies the time interval. The valid range is betweem 30 and 600
seconds.

Defaults

By default, the timer is set to 300 seconds.

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines
e The timer is global for all ports and all protocols.

e Set the timer to 0 to disable.

Examples

-> interfaces violation-recovery-time 400

Release History

Release 6.4.3; command was introduced.

Related Commands
gos user-port Administratively disables UserPort ports that receive a specified
type of traffic.

interfaces violation-recovery-  Enables or disables violation recovery trap.
trap

MIB Objects

esmViolationRecovery
esmViolationRecoveryTime
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interfaces violation-recovery-trap

Configures the UserPort ports to send out a port violation recovery trap when the UserPorts ports get re-
enabled after a timeout.

interface violation-recovery-trap {enable | disable}

Syntax Definitions

enable Enables the UserPort ports to send violation recovery traps.
disable Disables the UserPort ports from sending violation recovery traps.
Defaults

Need info

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines
e N/A

Examples

-> interfaces violation-recovery-trap enable
-> interfaces violation-recovery-trap disable

Release History

Release 6.4.3; command was introduced.

Related Commands
gos user-port Administratively disables UserPort ports that receive a specified
type of traffic.

interfaces violation-recovery-  Configures the time interval to re-enable the UserPort ports auto-
time matically.

MIB Obijects

esmViolationRecovery
esmViolationRecoveryTrap
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interfaces clear-violation-all

Clears all port violations set by various applications on the switch for the given port.

interfaces slot[/port[-port2]] clear-violation-all

Syntax Definitions

slot Slot number you want to configure.

port Port number of the interface you want to configure.

port2 Last port number in a range of ports you want to configure.
Defaults

N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

All application violations associated with a specific port are cleared when this command is used.

Examples

-> interfaces 1/3 clear-violations-all
-> interfaces 1 clear-violations-all
-> interfaces 1/3-7 clear-violations-all

Release History

Release 6.3.1; command was introduced.

Related Commands

show interfaces port Displays interface port status.

MIB Objects

esmConfTable
esmPortViolationClearAll
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interfaces transceiver ddm

Configures the DDM administrative status or trap capability.

interfaces transceiver ddm [trap] {enable | disable}

Syntax Definitions

trap Indicates the enable / disable parameter applies to the traps
functionality.
enable Enables DDM functionality or traps warning/alarm threshold violations.
disable Disables DDM functionality or traps warning/alarm threshold viola-
tions.
Defaults
parameter default
ddm disable
trap disable
Polling period (not configra-  0S6850/9000 - 60 Seconds
ble) 0S6400/6855 - 1 second

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

e DDM capability will vary based on the transceiver manufacturer.
e DDM status must be enabled in order to enable traps; traps are enabled separately.

¢ Information will be read sequentially from a different SFP at the predefined Polling intervals listed in
the defaults table above. The number of SFPs in the switch will determine how often each SFP is
polled.

Examples

-> interfaces transceiver ddm enable
-> interfaces transceiver ddm trap enable
-> interfaces transceiver ddm trap disable
-> interfaces transceiver ddm disable

Release History

Release 6.4.2; command was introduced.
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Related Commands

show interfaces transceiver Displays the interface DDM status.

MIB Obijects

ddmConfiguration

ddmConfig
ddmTrapConfig
ddmNotificationType
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interfaces hybrid preferred-fiber

Configures one or more combo ports to use the fiber SFP port(s) instead of the equivalent copper 10/100/
1000 RJ-45 port(s) when both ports are enabled and have a valid link. In addition, this mode configures
automatic failover to copper if a valid copper link is present on RJ-45 side and fiber link fails to come up.

interfaces slot[/port[-port2]] hybrid preferred-fiber

Syntax Definitions

slot Slot number you want to configure.

port Port number of the interface you want to configure.

port2 Last port number in a range of ports you want to configure.
Defaults

All combo ports are set to preferred fiber by default.

Platforms Supported
OmniSwitch 6400, 6850, 6855

Usage Guidelines

e Refer to the Hardware User Guide for combo port numbering.

Examples

-> interfaces 1/47 hybrid preferred-fiber
-> interfaces 1/47-48 hybrid preferred-fiber
-> interfaces 1 hybrid preferred-fiber

Release History

Release 6.1; command was introduced.
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Related Commands

show interfaces hybrid status  Displays interface line settings (e.g., speed, mode) for combo ports
only.

interfaces hybrid forced-fiber  Configures one or more combo ports to always use the fiber SFP
port(s) instead of the equivalent copper 10/100/1000 RJ-45 port(s).

interfaces hybrid forced-copper Configures one or more combo ports to always use the copper 10/
100/1000 RJ-45 port(s) instead of the equivalent fiber SFP port(s).

interfaces hybrid preferred- Configures one or more combo ports to use the copper 10/100/1000
copper RJ-45 port(s) instead of the fiber SFP port(s) when both ports are
enabled and have a valid link.

MIB Obijects

esmHybridConfTable

esmPortCfgHybridMode
esmPortCfgHybridType
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interfaces hybrid preferred-copper

Configures one or more combo ports to use the copper 10/100/1000 RJ-45 port(s) instead of the fiber SFP
port(s) when both ports are enabled and have a valid link. If the copper port goes down then the switch
will automatically switch to the fiber SFP port.

interfaces slot[/port[-port2]] hybrid preferred-copper

Syntax Definitions

slot Slot number you want to configure.

port Port number of the interface you want to configure.

port2 Last port number in a range of ports you want to configure.
Defaults

All hybrid ports on switches are set to preferred fiber by default. See the interfaces hybrid preferred-
fiber command for more information.

Platforms Supported
OmniSwitch 6400, 6850, 6855

Usage Guidelines

e Refer to the Hardware Users Guide for combo port numbering.

Examples

-> interfaces 1/47 hybrid preferred-copper
-> interfaces 1/47-48 hybrid preferred-copper
-> interfaces 1 hybrid preferred-copper

Release History

Release 6.1; command was introduced.
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Related Commands

show interfaces hybrid status  Displays interface line settings (e.g., speed, mode) for combo ports
only.

interfaces hybrid forced-fiber  Configures one or more combo ports to always use the fiber SFP
port(s) instead of the equivalent copper 10/100/1000 RJ-45 port(s).

interfaces hybrid forced-copper Configures one or more combo ports to always use the copper 10/
100/1000 RJ-45 port(s) instead of the equivalent fiber SFP port(s).

interfaces hybrid preferred- Configures one or more combo ports to use the fiber SFP port(s)
fiber instead of the equivalent copper 10/100/1000 RJ-45 port(s) when
both ports have a valid link.

MIB Obijects

esmHybridConfTable

esmPortCfgHybridMode
esmPortCfgHybridType
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interfaces hybrid forced-fiber

Configures one or more combo ports to always use the fiber SFP port(s) instead of the equivalent copper
10/100/1000 RJ-45 port(s).

interfaces slot[/port[-port2]] hybrid forced-fiber

Syntax Definitions

slot Slot number you want to configure.

port Port number of the interface you want to configure.

port2 Last port number in a range of ports you want to configure.
Defaults

All hybrid ports on switches are set to preferred fiber by default. See the interfaces hybrid preferred-
fiber command for more information.

Platforms Supported
OmniSwitch 6400, 6850, 6855

Usage Guidelines

e Refer to the Hardware Users Guide for combo port numbering.

Examples

-> interfaces 1/47 hybrid forced-fiber
-> interfaces 1/47-48 hybrid forced-fiber
-> interfaces 1 hybrid forced-fiber

Release History

Release 6.1; command was introduced.
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Related Commands

show interfaces hybrid status  Displays interface line settings (e.g., speed, mode) for combo ports
only.

interfaces hybrid preferred- Configures one or more combo ports to use the copper 10/100/1000
copper RJ-45 port(s) instead of the fiber SFP port(s) when both ports are
enabled and have a valid link.

interfaces hybrid forced-copper Configures one or more combo ports to always use the copper 10/
100/1000 RJ-45 port(s) instead of the equivalent fiber SFP port(s).

interfaces hybrid preferred- Configures one or more combo ports to use the fiber SFP port(s)
fiber instead of the equivalent copper 10/100/1000 RJ-45 port(s) when
both ports have a valid link.

MIB Obijects

esmHybridConfTable

esmPortCfgHybridMode
esmPortCfgHybridType
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interfaces hybrid forced-copper

Configures one or more combo ports to always use the copper 10/100/1000 RJ-45 port(s) instead of the
equivalent fiber SFP port(s).

interfaces slot[/port[-port2]] hybrid forced-copper

Syntax Definitions

slot Slot number you want to configure.

port Port number of the interface you want to configure.

port2 Last port number in a range of ports you want to configure.
Defaults

All hybrid ports on switches are set to preferred fiber by default. See the interfaces hybrid preferred-
fiber command for more information.

Platforms Supported
OmniSwitch 6400, 6850, 6855

Usage Guidelines

e Refer to the Hardware Users Guide for combo port numbering.

Examples

-> interfaces 1/47 hybrid forced-copper
-> interfaces 1/47-48 hybrid forced-copper
-> interfaces 1 hybrid forced-copper

Release History

Release 6.1; command was introduced.
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Related Commands

show interfaces hybrid status  Displays interface line settings (e.g., speed, mode) for combo ports
only.

interfaces hybrid forced-fiber  Configures one or more combo ports to always use the fiber SFP
port(s) instead of the equivalent copper 10/100/1000 RJ-45 port(s).

interfaces hybrid preferred- Configures one or more combo ports to use the copper 10/100/1000
copper RJ-45 port(s) instead of the fiber SFP port(s) when both ports are
enabled and have a valid link.

interfaces hybrid preferred- Configures one or more combo ports to use the fiber SFP port(s)
fiber instead of the equivalent copper 10/100/1000 RJ-45 port(s) when
both ports have a valid link.

MIB Obijects

esmHybridConfTable

esmPortCfgHybridMode
esmPortCfgHybridType
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interfaces hybrid autoneg

Enables or disables auto negotiation on a single combo port, a range of combo ports, or all combo ports on
a switch.

interfaces slot[/port[-port2]] hybrid {fiber | copper} autoneg {enable | disable | on | off}

Syntax Definitions

slot Slot number you want to configure.

port Port number of the interface you want to configure.

port2 Last port number in a range of ports you want to configure.

fiber Specifies that configuration changes will be made to the SFP port(s).

copper Specifies that changes will be made to the copper 10/100/1000 RJ-45
port(s).

enable Enables auto negotiation.

disable Disables auto negotiation.

on Same as enable.

off Same as disable.

Defaults

parameter default

enable | disable | on | off enable

Platforms Supported
OmniSwitch 6400, 6850, 6855

Usage Guidelines

e Refer to the Hardware Userss Guide for combo port numbering.

e The MIB table and MIB object listed in the “MIB Objects” section below apply to the inactive config-
ured media only. See the “MIB Objects” section in the interfaces autoneg section for the MIB table
and MIB object for the active configured media.

Examples

-> interfaces 1/47 hybrid copper autoneg disable
-> interfaces 1/47-48 hybrid copper autoneg disable
-> interfaces 1 hybrid copper autoneg disable

Release History

Release 6.1; command was introduced.
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Related Commands

interfaces hybrid speed Configures interface speed for combo ports.

interfaces hybrid crossover Configures crossover port settings for combo ports.

interfaces hybrid speed Enables or disables flow (pause).

show interfaces hybrid status  Displays interface line settings for combo ports.

show interfaces hybrid Displays auto negotiation, speed, duplex, and crossover settings for
capability combo ports.

MIB Obijects

esmHybridConfTable
esmHybridPortCfgAutoNegotiation
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interfaces hybrid crossover

Configures port crossover settings on a single port, a range of ports, or an entire Network Interface (NI).

interfaces slot[/port[-port2]] hybrid copper crossover {auto | mdix | mdi}

Syntax Definitions

slot Slot number you want to configure.

port Port number of the interface you want to configure.

port2 Last port number in a range of ports you want to configure.

copper Specifies that changes will be made to the copper 10/100/1000 RJ-45
port(s).

auto The interface will automatically detect crossover settings.

mdix Sets the crossover configuration to Media Dependent Interface with

Crossover (MDIX), which is the standard for hubs and switches.

mdi Sets the crossover configuration to Media Dependent Interface (MDI),
which is the standard for end stations.

Defaults
parameter default
auto | mdix | mdi auto

Platforms Supported
OmniSwitch 6400, 6850, 6855

Usage Guidelines
e Refer to the Hardware Users Guide for combo port numbering.
e You cannot configure crossover settings on fiber ports. These ports use the MDI standard.

e The MIB table and MIB object listed in the “MIB Objects” section below apply to the inactive config-
ured media only. See the “MIB Objects” section in the interfaces crossover section for the MIB table
and MIB object for the active configured media.

Examples

-> interfaces 1/47 hybrid copper crossover disable
-> interfaces 1/47-48 hybrid copper crossover mdix
-> interfaces hybrid copper crossover auto

Release History

Release 6.1; command was introduced.
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Related Commands

interfaces hybrid speed Configures interface speed for combo ports.

interfaces hybrid autoneg Enables and disables auto negotiation for combo ports.

interfaces hybrid speed Enables or disables flow (pause) for combo ports.

show interfaces hybrid status  Displays interface line settings for combo ports.

show interfaces hybrid Displays auto negotiation, speed, duplex, and crossover settings for
capability combo ports.

MIB Obijects

esmHybridConfTable
esmHybridPortCfgCrossover
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interfaces hybrid duplex

Configures duplex mode on combo ports. In full duplex mode, the interface transmits and receives data
simultaneously. In half duplex mode, the interface can transmit or receive data at a given time. Auto
duplex setting causes the switch to advertise all available duplex modes (half/full/both) for the port during
autonegotiation.

interfaces slot[/port[-port2]] hybrid {fiber | copper} duplex {full | half | auto}

Syntax Definitions

slot Slot number you want to configure.

port Port number of the interface you want to configure.

port2 Last port number in a range of ports you want to configure.

fiber Specifies that configuration changes will be made to the SFP port(s).

copper Specifies that changes will be made to the copper 10/100/1000 RJ-45
port(s).

full Sets interface to full duplex mode.

half Sets interface to half duplex mode.

auto Switc_h v_viII automatically set both the duplex mode settings to auto-
negotiation.

Defaults

parameter default

full | half | auto auto

Platforms Supported
OmniSwitch 6400, 6850, 6855

Usage Guidelines

e Refer to the Hardware Users Guide for combo port numbering.

e The MIB table and MIB object listed in the “MIB Objects” section below apply to the inactive config-
ured media only. See the “MIB Objects” section in the interfaces duplex section for the MIB table and
MIB object for the active configured media.

Examples

-> interfaces 1/47 hybrid copper duplex auto
-> interfaces 1/47-48hybrid copper duplex half
-> interfaces 1 hybrid copper fiber full
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Release History

Release 6.1; command was introduced.

Related Commands

interfaces hybrid speed Configures interface line speed for combo ports. Set to auto to set
speed and duplex mode to auto-sensing.

show interfaces hybrid status  Displays interface line settings (e.g., speed, mode) for combo ports.

MIB Obijects

esmHybridConfTable
esmHybridPortCfgDuplexMode
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interfaces hybrid speed

Configures interface line speed on combo ports.

interfaces slot[/port[-port2]] speed hybrid {fiber | copper} {auto | 10 | 100 | 1000 | 10000 | max {100 |
1000}}

Syntax Definitions

slot Slot number you want to configure.

port Port number of the interface you want to configure.

port2 Last port number in a range of ports you want to configure.

fiber Specifies that configuration changes will be made to the SFP port(s).

copper Specifies that changes will be made to the copper 10/100/1000 RJ-45
port(s).

auto The switch will automatically set the line speed to match the attached
device (auto-sensing).

10 Sets the interface to 10 Mbps.

100 Sets the interface to 100 Mbps.

1000 Sets the interface to 1 Gigabit.

10000 Sets the interface to 10 Gigabit. This option is currently not supported.

max 100 Sets the maximum speed to 100 megabits.

max 1000 Sets the maximum speed to 1000 megabits (1 Gigabit)

Defaults

parameter default

auto | 10| 100 | 1000 | auto
10000 | max 100 | max
1000

Platforms Supported
OmniSwitch 6400, 6850, 6855

Usage Guidelines
e Refer to the Hardware Users Guide for combo port numbering.

e The MIB table and MIB object listed in the “MIB Objects” section below apply to the inactive config-
ured media only. See the “MIB Objects” section in the interfaces speed section for the MIB table and
MIB object for the active configured media.
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Examples

-> interfaces 1/47 hybrid copper speed auto
-> interfaces 1/47-48 hybrid copper speed 100
-> interfaces 1/47 hybrid fiber speed 1000

Release History

Release 6.1; command was introduced.

Related Commands

interfaces hybrid duplex Configures duplex mode for combo ports.
interfaces hybrid autoneg Enables and disables auto negotiation for combo ports.
show interfaces hybrid status  Displays interface line settings for combo ports.

MIB Obijects

esmHybridConfTable
esmHybridPortCfgSpeed
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interfaces hybrid pause

Configures whether or not the switch will transmit, honor, or transmit and accept flow control PAUSE
frames on the specified combo port. PAUSE frames are used to temporarily pause the flow of traffic
between two connected devices to help prevent packet loss when traffic congestion occurs between
switches.

interfaces slot[/port[-port2]] hybrid {fiber | copper} pause {tx | rx | tx-and-rx | disable}

Syntax Definitions

slot Slot number you want to configure.

port Port number of the interface you want to configure.

port2 Last port number in a range of ports you want to configure.

fiber Specifies that configuration changes will be made to the SFP port(s).

copper Specifies that changes will be made to the copper 10/100/1000 RJ-45
port(s).

tx Transmits PAUSE frames to peer switches when traffic congestion
occurs on the local interface. Does not honor PAUSE frames from peer
switches.

rx Allows interface to honor PAUSE frames from peer switches and

temporarily stop sending traffic to the peer. Does not transmit PAUSE
frames to peer switches.

tx-and-rx Transmits and honors PAUSE frames when traffic congestion occurs
between peer switches.

disable Disables flow control on the interface.

Platforms Supported
OmniSwitch 6400, 6855

Defaults

By default, flow control is disabled on all combo ports.

Usage Guidelines

¢ Note that if the standalone switch is a 24-port unit, then only the interfaces pause command is
required to enable end-to-end (E2E) flow control. However, if the switch is a 48-port unit, then a flow
control VLAN, which is configured using the interfaces e2e-flow-vlan command, is required in addi-
tion to enabling RX/TX pause flow control.

e Flow control is only supported on interfaces configured to run in full-duplex mode; half-duplex mode
is not supported.
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¢ If both autonegotiation and flow control are enabled on the same local interface, autonegotiation calcu-
lates operational flow control settings for that interface. Note that the operational settings, as shown in
the following table, override the configured settings as long as autonegotiation and flow control are

both enabled for the interface.

Configured Configured Configured Configured Negotiated Negotiated
Local Tx Local Rx Remote Tx Remote Rx Local Tx Local Rx
No No No No No No
Yes Yes Yes Yes Yes Yes
Yes No Yes No No No
No Yes No Yes Yes Yes
No No No Yes No No
Yes Yes No No No No
Yes No Yes Yes No No
No Yes Yes No No Yes
No No Yes No No No
Yes Yes No Yes Yes Yes
Yes No No No No No
No Yes Yes Yes Yes Yes
No No Yes Yes No No
Yes Yes Yes No No No
Yes No No Yes Yes No
No Yes No No No No

¢ If autonegotiation is disabled, the configured flow control setting is applied to the local interface.

Examples

-> interfaces 3/21 hybrid fiber pause tx

-> interfaces 4/24 hybrid copper pause rx
-> interfaces 1 hybrid fiber tx-and-rx

-> interfaces 3/21-24 hybrid copper pause tx
-> interfaces 3/21-24 hybrid copper disable

Release History

Release 6.3.2; command was introduced.
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Related Commands

interfaces pause Configures flow control settings for switch interfaces.
show interfaces hybrid pause  Displays flow control settings for combo ports.

MIB Objects

esmHybridConfigTable
esmHybridPortCfgFlow

dot3PauseTable
dot3PauseAdminMode
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show interfaces

Displays general interface information (e.g., hardware, MAC address, input errors, and output errors).

show interfaces [slot[/port[-port2]]]

Syntax Definitions

slot Slot number you want to display.

port Port number of the interface you want to display.

port2 Last port number in a range of ports you want to display.
Defaults

N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

¢ If no slot/port numbers are entered, information for all slots/ports on the switch is displayed.
e You can display a specific interface by entering the slot and port number (e.g., 3/1).

e You can display a range of port numbers (e.g., 3/1-4).

e You can display all interfaces in a slot by entering the slot number (e.g., 3).

e On combo ports configured as either forced fiber or preferred fiber the status and configuration of the
SFP fiber ports and not the copper RJ-45 10/100/1000 ports will be displayed. See the show inter-
faces hybrid command for more information.

e On combo ports configured as either forced copper or preferred copper the status and configuration of
the copper RJ-45 10/100/1000 ports and not the SFP fiber port will be displayed. See the show inter-
faces hybrid command for more information.
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Examples

-> show interfaces 1/2

Slot/Port 1/2
Operational Status > up,
Last Time Link Changed : FRI DEC 27 15:10:40 ,
Number of Status Change: 1,

Type : Ethernet,

SFP/XFP - Not Present,

MAC address : 00:d0:95:b2:39:85,

BandWidth (Megabits) : 1000, Duplex : Full,
Autonegotiation : 1 [ 1000-F 100-F 100-H 10-F 10-H 1],

Long Frame Size(Bytes) : 9216, Runt Size(Bytes) : 64,

Rx :

Bytes Received 7967624, Unicast Frames : 0,
Broadcast Frames: 124186, M-cast Frames 290,
UnderSize Frames: 0, OverSize Frames: 0,
Lost Frames 0, Error Frames 0,
CRC Error Frames: 0, Alignments Err : o,
TX :

Bytes Xmitted 255804426, Unicast Frames : 24992,
Broadcast Frames: 3178399, M-cast Frames : 465789,
UnderSize Frames: 0, OverSize Frames: 0,
Lost Frames 0, Collided Frames: 0,

Error Frames

output definitions

0

Slot/Port
Operational Status

Last Time Link Changed

Number of Status Change

Type

MAC address
Bandwidth

Duplex
Autonegotiation
Long Accept

Runt Accept

Long Frame Size
Runt Size

Bytes Received

Rx Unicast Frames
Rx Broadcast Frames
Rx M-cast Frames

Interface slot and port.
Interface status (up/down).

The last time the configuration for this interface was changed. (Cur-
rently this field is only displayed on OmniSwitch 6800 Series
switches.)

The total number of times that the configuration of this interface has
changed. (Currently this field is only displayed on OmniSwitch 6800
Series switches.)

Interface type (Ethernet/Fast Ethernet/Gigabit Ethernet).
Interface MAC address.

Bandwidth (in megabits).

Duplex mode (Half/Full/Auto).

The auto negotiation settings for this interface.
Long Frames status (enable/disable).

Runt Frames status (enable/disable).

Long Frame Size (in Bytes).

Runt Frame Size (in Bytes).

Number of Bytes received.

Number of unicast frames received.

Number of broadcast frames received.
Number of multicast frames received.
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output definitions (continued)

Rx Undersize Frames
Rx Oversize Frames
Rx Lost Frames

Rx Error Frames

Rx CRC Error Frames

Rx Alignments Err
Bytes Xmitted

Tx Unicast Frames
Tx Broadcast Frames
Tx M-cast Frames
Tx Undersize Frames
Tx Oversize Frames
Tx Lost Frames

Tx Collided Frames
Tx Error Frames

Number of undersized frames received.
Number of oversized frames received.
Number of Lost Frames received.

Number of error frames received.

Number of CRC error frames received.
Number of Alignments Error frames received.
Number of Bytes transmitted.

Number of unicast frames transmitted.
Number of broadcast frames transmitted.
Number of multicast frames r transmitted.
Number of undersized frames transmitted.
Number of oversized frames transmitted.
Number of Lost Frames transmitted.

Number of collision frames received or transmitted.
Number of error frames transmitted.

Release History

Release 6.1; command was introduced.

Related Commands

show interfaces accounting Displays interface accounting information (e.g., packets received/

transmitted).

show interfaces counters Displays interface counter information (e.g., unicast packets

received/transmitted).

show interfaces counters errors Displays interface error frame information (e.g., CRC errors, transit
errors, and receive errors).

show interfaces collisions Displays interface collision information (e.g., number of collisions

and number of retries).
show interfaces status Displays the interface line settings (e.g., speed and mode).

show interfaces traffic Displays interface traffic statistics (input/output bytes and packets).
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MIB Obijects

ifTable

ifOperStatus
ifType
ifPhysAddress
ifSpeed
ifInDiscards
ITfOutDiscards

esmConfTable

esmPortSlot

esmPortlF
esmPortCfgLongEnable
esmPortCfgRuntEnable
esmPortCfgMaxFrameSize
esmPortCfgRuntSize

ifXTable

ifHCInOctets
ifHCInUcastPkts
ifHCInBroadcastPkts
ifHCInMulticastPkts
IFHCOutOctets
IfHCOutUcastPkts
ITHCOutBroadcastPkts
IfHCOutMul ticastPkts

alcetherStatsTable

alcetherStatsRxUndersizePkts
alcetherStatsCRCAlignErrors
alcetherStatsTxUndersizePkts
alcetherStatsTxOversizePkts
alcetherStatsTxCollisions

dot3StatsTable

dot3StatsFrameToolLong
dot3StatsFCSErrors
dot3StatsLateCollisions
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show interfaces capability

Displays default auto negotiation, speed, duplex, flow, and cross-over settings for a single port, a range of
ports, or all ports on a Network Interface (NI) module.

show interfaces [slot[/port[-port2]]] capability

Syntax Definitions

slot Slot number you want to display.

port Port number of the interface you want to display.

port2 Last port number in a range of ports you want to display.
Defaults

N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

¢ The show interfaces capability command displays defaults settings in two rows of data for each port.
The first row of data, identified by the label CAP, displays the valid user-defined configuration
settings available for the port. The second row, identified by the label DEF, displays the default
settings for the port.

e Onacombo port configured as either forced fiber or preferred fiber, the status and configuration of the
SFP fiber ports and not the copper RJ-45 10/100/1000 ports will be displayed. See the show inter-
faces hybrid capability command for more information.

e Onacombo port configured as either forced copper or preferred copper the status and configuration of
the copper RJ-45 10/100/1000 ports and not the SFP fiber port will be displayed. See the show inter-
faces hybrid capability command for more information.

Examples

-> show interfaces 5/1 capability

Slot/Port  AutoNeg Flow Crossover Speed Duplex

——————————— PRy S
5/1 CAP EN/DIS  EN/DIS MDI/X/Auto 10/100/1G Full/Half
5/1 DEF EN EN Auto Auto Auto

output definitions

Slot The slot number.
Port The port number
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output definitions (continued)

AutoNeg

Flow

Crossover

Speed

Duplex

In the row labeled CAP, the field displays the valid auto negotiation
configurations for the port. In the row label DEF, the field displays the
default auto negotiation settings for the port. The possible values are
EN (enabled) or DIS (disabled).

In the row labeled CAP, the field displays the valid flow configurations
for the port. In the row label DEF, the field displays the default flow
settings for the port. The possible values are EN (enabled) or DIS (dis-
abled).

In the row labeled CAP, the field displays the valid cross over configu-
rations for the port. In the row label DEF, the field displays the default
cross over settings for the port. The possible values are Auto,
MDI/X/Auto (MDI/MDIX/Auto), or -- (not configurable and/or not
applicable).

In the row labeled CAP, the field displays the valid line speed configu-
rations for the port. In the row label DEF, the field displays the default
line speed settings for the port. The possible values are 10/100, 100,
1G, 10/100/1G, 10G, or Auto.

In the row labeled CAP, the field displays the valid duplex configura-
tions for the port. In the row label DEF, the field displays the default
duplex settings for the port. The possible values are Full, Full/Half, or
Auto.

Release History

Release 6.1; command was introduced.

Related Commands

interfaces autoneg
interfaces crossover
interfaces speed
interfaces duplex
show interfaces status

MIB Obijects

esmConfTable

Enables and disables auto negotiation.
Configures crossover port settings.
Configures interface speed.
Configures duplex settings.

Displays interface line settings.

esmPortCfgAutoNegotiation

esmPortCfgFlow
esmPortCfgCrossover
esmPortCfgSpeed
esmPortAutoDuplexMode
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show interfaces flow control

Displays interface flow control wait time settings.

show interfaces [slot[/port[-port2]]] flow [control]

Syntax Definitions

slot Slot number you want to display.

port Port number of the interface you want to display.

port2 Last port number in a range of ports you want to display.

control Optional command syntax. It displays the same information as show

interfaces flow.

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

¢ If no slot/port numbers are entered, flow control wait time settings for all slots/ports on the switch are
displayed.

e You can display a specific interface by entering the slot and port number, a range of ports by entering a
slot and a range of ports, display all interfaces in a slot by entering the slot number, or display all inter-
faces as described above.

¢ Note that the show interfaces flow control command is not supported on the OmniSwitch 6855. To
view this type of information for the OmniSwitch 6855, use the show interfaces pause command.

Examples

-> show interfaces 3/20-24 flow

Slot/Port Active \Wait time(usec) Cfg-Flow Cfg-Cross
----------- e
3/20 - 0 Pause MDIX
3/21 - 0 Pause MDIX
3/22 - 0 Pause MDIX
3/23 - 0 Go MDIX
3/24 - 0 Go MDIX

output definitions

Slot/Port Interface slot and port number
Active Interface status.
Wait time Flow control wait time, in microseconds.
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output definitions (continued)

Cfg-Flow Flow control status (Pause or Go).
Cfg-Cross The user-configured cross-over setting (Auto, MDI, or MDIX).

Release History

Release 6.1; command was introduced.
Release 6.3.2; command deprecated on the OmniSwitch 6855.

Related Commands

interfaces crossover Configures crossover settings.
show interfaces hybrid flow control Displays interface flow control wait time settings for combo ports.

MIB Obijects

esmConfTable

esmPortSlot
esmPortlF
esmPortPauseSlotTime
esmPortCfgCrossover

dot3PauseTable
dot3PauseSlotTime
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show interfaces pause

Displays the flow control pause configuration for the specified interface(s).

show interfaces [slot[/port[-port2]]] pause

Syntax Definitions

slot Slot number you want to display.

port Port number of the interface you want to display.

port2 Last port number in a range of ports you want to display.
Defaults

If a specific slot or slot/port number is not entered with this command, the flow control pause configura-
tion for all switch interfaces is displayed.

Platforms Supported
OmniSwitch 6400, 6855

Usage Guidelines

e Enter a slot and port number (e.g., 3/21) or a range of port numbers (e.g., 3/21-24) to display informa-
tion for a specific port or a range of ports.

e Enter a slot number (e.g., 1) to display information for all ports on a specific slot.
¢ Note that this command is only supported on a standalone OmniSwitch 6855. Use the show interfaces
flow control command to display similar information on other platforms.

Examples

-> show interfaces pause
Slot/Port Active Wait time(usec) Cfg-Pause Cfg-Cross Hybrid Type

——————————— B S pR Ry Ry S
171 - 0 DIS MDIX -
1/2 - 0 DIS MDIX -
1/3 - 0 DIS MDIX -
174 - 0 DIS MDIX -
1/5 - 0 DIS MDIX -
1/6 - 0 DIS MDIX -
177 - 0 DIS Auto -
1/8 - 0 DIS Auto -
1/9 - 65535 DIS Auto NA
1710 - 0 DIS Auto -
1711 - 65535 DIS Auto NA
1/12 - 0 DIS Auto -
1/13 - 0 DIS Auto -
1714 - 0 DIS Auto -
1/15 - 0 DIS Auto -
1/16 - 0 DIS Auto -
1/17 - 0 DIS Auto -
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1718 - 0 DIS Auto -
1719 - 0 DIS Auto -
1/20 - 0 DIS Auto -
1721 - 0 DIS MDI -
1/21 - 0 DIS Auto -
1/22 - 0 DIS MDI -
1/22 - 0 DIS Auto -
1/23 - 0 DIS MDI -
1/23 - 0 DIS Auto -
1/724 - 0 TX MDI -
1/24 Active 65535 Tx-N-Rx Auto

-> show interfaces 1/24 pause
Slot/Port Active Wait time(usec) Cfg-Pause Cfg-Cross Hybrid Type

1/724 - 0 Tx MDI -
1/24 Active 65535 Tx-N-Rx Auto

output definitions

Slot/Port Interface slot and port number

Active Interface status.

Wait time The amount of time, in microseconds, the neighbor interface will wait
after receiving a PAUSE frame from the local interface.

Cfg-Pause The flow control setting (Tx = transmit, Rx = receive, Tx-N-Rx =
transmit and receive). Configured through the interfaces pause com-
mand.

Cfg-Cross The user-configured cross-over setting (Auto, MDI, or MDIX). Con-

figured through the interfaces crossover command.

Hybrid Type The configured active media type for a hybrid port (F = fiber, C = cop-
per, NA = not applicable).

Release History

Release 6.3.2; command was introduced.

Related Commands

show interfaces hybrid pause  Displays flow control pause settings for combo ports.

MIB Obijects

esmConfTable
esmPortSlot
esmPortlF
esmPortPauseSlotTime
esmPortCfgCrossover
esmPortActiveHybridType
dot3PauseTable

dot3PauseSlotTime
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show interfaces e2e-flow-vian

Displays the end-to-end (E2E) flow control VLAN configuration for the switch.

show interfaces e2e-flow-vlan

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850

Usage Guidelines

¢ This command is available only on standalone 48-port OmniSwitch 6400 and 6850 switches.
e There is only one dedicated E2E flow control VLAN configured per switch.

Examples

-> show interfaces e2e-flow-vlan

Configured End-To-End Flow Vlan - 10

Release History

Release 6.3.4; command was introduced.

Related Commands

interfaces e2e-flow-vlan Configures a dedicated VLAN for carrying end-to-end (E2E) flow
control messages to remote systems.

show interfaces pause Displays the flow control pause configuration for the specified
interface(s).

MIB Obijects
esmE2EFIowVIian

OmniSwitch CLI Reference Guide ~ April 2010 page 1-69



Ethernet Port Commands

show interfaces accounting

Displays interface accounting information (e.g., packets received/transmitted and deferred frames
received).

show interfaces [slot[/port[-port2]]] accounting

Syntax Definitions

slot Slot number you want to display.

port Port number of the interface you want to display.

port2 Last port number in a range of ports you want to display.
Defaults

N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

¢ If no slot/port numbers are entered, accounting information for all slots/ports on the switch is
displayed.

e You can display a specific interface by entering the slot and port number (e.g., 3/1).
e You can display a range of port numbers (e.g., 3/1-4).
e You can display all interfaces in a slot by entering the slot number (e.g., 3).

e Onacombo port configured as either forced fiber or preferred fiber the accounting information for the
SFP fiber ports and not the copper RJ-45 10/100/1000 ports will be displayed. See the show interfaces
hybrid accounting command for more information.

e Onacombo port configured as either forced copper or preferred copper the accounting information for
the copper RJ-45 10/100/1000 ports and not the SFP fiber port will be displayed. See the show inter-
faces hybrid accounting command for more information.
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Examples

-> show interfaces 1/2 accounting
172 ,

Rx undersize packets = 0,
Tx undersize packets = o,
Rx oversize packets = o,
Tx oversize packets = o,
Rx packets 64 Octets = 3073753,
Rx packets 65T0127 Octets = 678698,
Rx packets 128To255 Octets = 21616,
Rx packets 256To511 Octets = 21062,
Rx packets 512701023 Octets = 2,
Rx packets 1024T01518 Octets = 84,
Rx packets 1519t04095 Octets = o,
Rx packets 4096ToMax Octets = 0,
Rx Jabber frames = 0
output definitions
Rx undersize packets Number of undersized packets received.
Tx undersize packets Number of undersized packets transmitted.
Rx oversize packets Number of oversized packets received.
Tx oversize packets Number of oversized packets transmitted.
Rx packets Octets Number of packets received in each listed octet range.
Rx Jabber frames Number of jabber packets received (longer than 1518 octets).
Tx deferred frames Number of packets for which transmission was delayed (Ethernet
only).
Release History
Release 6.1; command was introduced.
Related Commands
show interfaces Displays general interface information (e.g., hardware, MAC
address, and input/output errors).
show interfaces counters Displays interface counter information (e.g., unicast packets

received/transmitted).
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MIB Obijects

esmConfTable

esmPortSlot
esmPortlF

dot3StatsTable

dot3StatsFrameToolLong
dot3StatsDeferredTransmissions

alcetherStatsTable

alcetherStatRxsUndersizePkts
alcetherStatTxsUndersizePkts
alcetherStatsTxOversizePkts
alcetherStatsPkts640ctets
alcetherStatsPkts65t01270ctets
alcetherStatsPkts128to02550ctets
alcetherStatsPkts256to5110ctets
alcetherStatsPkts512t010230ctets
alcetherStatsPkts1024to015180ctets
gigaEtherStatsPkts1519to40950ctets
gigaEtherStatsPkts4096t092150ctets
alcetherStatsRxJabber
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show interfaces counters

Displays interface counters information (e.g., unicast, broadcast, and multi-cast packets received/transmit-
ted).

show interfaces [slot[/port[-port2]]] counters

Syntax Definitions

slot Slot number you want to display.

port Port number of the interface you want to display.

port2 Last port number in a range of ports you want to display.
Defaults

N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000

Usage Guidelines

¢ If no slot/port numbers are entered, counter information for all slots/ports on the switch is displayed.
e You can display a specific interface by entering the slot and port number (e.g., 3/1).

e You can display a range of port numbers (e.g., 3/1-4).

e You can display all interfaces in a slot by entering the slot number (e.g., 3).

e These counters do not apply to Gigabit Ethernet traffic.

e Ona combo port configured as either forced fiber or preferred fiber statistics for the SFP fiber ports
and not the copper RJ-45 10/100/1000 ports will be displayed. See the show interfaces hybrid
counters command for more information.

e Onacombo port configured as either forced copper or preferred copper statistics for the copper RJ-45
10/100/1000 ports and not the SFP fiber port will be displayed. See the show interfaces hybrid
counters command for more information.

e This command also displays sampling interval statistics that show an average traffic rate per second for
active switch interfaces. These statistics are taken every 5 seconds. The actual statistics shown are
those taken from the last completed 5-second time interval.

¢ Note that the sampling interval time period is set to five seconds and is not a configurable value at this
time. In addition, the sampling interval is a global value that applies to all switch ports.
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Examples

-> show interfaces 3/1 counters

InOctets = 54367578586897979, OutOctets = 5_78E19,
InUcastPkts = 55654265276, OutUcastPkts = 5.78E20,
InMcastPkts = 58767867868768777, OutMcastPkts = 5465758756856,
InBcastPkts = 576567567567567576, OutBcastPkts = 786876,

InPauseFrames = 567798768768767, OutPauseFrames= 786876,
Sampling Interval 5 second

InPkts 7/ s = 11, OutPkts 7/ s = 11,
Inbits /7 s = 111111, Outbits 7/ s = 111111,
output definitions

InOctets Number of octets received.

OutOctets Number of octets transmitted.

InUcastPkts Number of unicast packets received.

OutUcastPkts Number of unicast packets transmitted.

InMcastPkts Number of multicast packets received.

OutMcastPkts Number of unicast packets transmitted.

InBcastPkts Number of broadcast packets received.

OutBcastPkts Number of unicast packets transmitted.

InPauseFrames Number of MAC control frames received.

OutPauseFrames Number of MAC control frames transmitted.

Sampling Interval The sampling interval used to determine the average rate per second.

InPkts /s The average number of packets received per second.

OutPkts /s The average number of packets transmitted per second.

Inbits /s The average number of bits received per second.

Outbits / s The average number of bits transmitted per second.

Release History

Release 6.1; command was introduced.
Release 6.3.4; Sampling Interval fields (InPkts, OutPkts, Inbits, Outbits) were added.

Related Commands

show interfaces counters errors  Displays interface error frame information (e.g., CRC errors, transit
errors, and receive errors).

MIB Objects

esmConfTable

esmPortSlot
esmPortlF

ifXTable

ITHCINnOctets
ITHCOutOctets
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IfHCInUcastPkts
IfHCOutUcastPkts
IfHCInMulticastPkts
IfHCOutMul ticastPkts
IfHCInBroadcastPkts
IfHCOutBroadcastPkts

dot3PauseTable

dot3InPauseFrame
dot30utPauseFrame
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show interfaces counters errors

Displays interface error frame information (e.g., CRC errors, transit errors, and receive errors).

show interfaces [slot[/port[-port2]]] counters errors

Syntax Definitions

slot Slot number you want to display.

port Port number of the interface you want to display.

port2 Last port number in a range of ports you want to display.
Defaults

N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

e |f no slot/port numbers are entered, counter error information for all slots/ports on the switch is
displayed.

e You can display a specific interface by entering the slot and port number (e.g., 3/1).
e You can display a range of port numbers (e.g., 3/1-4).

e You can display all interfaces in a slot by entering the slot number (e.g., 3).

e These counters do not apply to Gigabit Ethernet traffic.

e Ona combo port configured as either forced fiber or preferred fiber, statistics for the SFP fiber ports
and not the copper RJ-45 10/100/1000 ports will be displayed. See the show interfaces hybrid
counters errors command for more information.

e Onacombo port configured as either forced copper or preferred copper, statistics for the copper RJ-45
10/100/1000 ports and not the SFP fiber port will be displayed. See the show interfaces hybrid
counters errors command for more information.
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Examples

-> show interfaces 2/1 counters errors

02/01,
Alignments Errors = 6.45E13, FCS Errors = 7.65E12
IfInErrors = 6435346, IfOutErrors= 5543,

Undersize pkts 867568, Oversize pkts= 5.98E8

output definitions

Slot/Port Interface slot and port number.

Alignments Errors Number of Alignments errors.

FCS Errors Number of Frame Check Sequence errors.

IfInErrors Number of received error frames.

IfOutErrors Number of transmitted error frames.

Undersize pkts Number of undersized packets.

Oversize pkts Number of oversized packets (more than 1518 octets).

Release History

Release 6.1; command was introduced.

Related Commands

show interfaces counters Displays interface counters information (e.g., unicast, broadcast,
and multi-cast packets received/transmitted).

MIB Obijects

esmConfTable

esmPortSlot
esmPortlF

ifTable

ifInErrors
ifOutErrors

alcetherStatsTable
alcetherStatsRxUndersizePkts
dot3StatsTable

dot3StatsAlignmentErrors
dot3StatsFCSErrors
dot3StatsFrameToolLong
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show interfaces collisions

Displays interface collision information (e.g., number of collisions and number of retries).

show interfaces [slot[/port[-port2]]] collisions

Syntax Definitions

slot Slot number you want to display.

port Port number of the interface you want to display.

port2 Last port number in a range of ports you want to display.
Defaults

N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

¢ If no slot/port numbers are entered, collision information for all slots/ports on the switch is displayed.
e You can display a specific interface by entering the slot and port number (e.g., 3/1).

e You can display a range of port numbers (e.g., 3/1-4).

e You can display all interfaces in a slot by entering the slot number (e.g., 3).

e These counters do not apply to Gigabit Ethernet traffic.

e Ona combo port configured as either forced fiber or preferred fiber, statistics for the SFP fiber ports
and not the copper RJ-45 10/100/1000 ports will be displayed. See the show interfaces hybrid colli-
sions command for more information.

e Onacombo port configured as either forced copper or preferred copper, statistics for the copper RJ-45
10/100/1000 ports and not the SFP fiber port will be displayed. See the show interfaces hybrid colli-
sions command for more information.

Examples
-> show interfaces 2/1 collisions
02/01,

Rx Collisions = 6.56E18, Rx Single Collision = 345464364,
Rx Multiple Collisions = 6325235326, Rx Excessive Collisions = 5.65E19

output definitions

Slot/Port Interface slot and port number.
Tx Collisions Number of transmit collisions.
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output definitions (continued)

Tx Single Collision Number of successfully transmitted frames for which transmission was
inhibited by one collision.

Tx Multiple Collisions Number of successfully transmitted frames for which transmission was
inhibited by multiple collisions.

Tx Excessive Retries Number of frames for which transmission fails due to excessive colli-
sions.

Rx Collisions Number of receive collisions.

Rx Single Collision Number of successfully received frames for which reception was

inhibited by one collision.

Rx Multiple Collisions Number of successfully received frames for which reception was
inhibited by multiple collisions.

Rx Excessive Retries Number of frames for which reception fails due to excessive collisions.

Release History

Release 6.1; command was introduced.

Related Commands

show interfaces Displays general interface information (e.g., hardware, MAC
address, input errors, and output errors).

MIB Objects

esmConfTable

esmPortSlot
esmPortlF

alcetherStatsTable
alcetherStatsRxCollisions
dot3StatsTable

dot3StatsSingleCollisionFrames
dot3StatsMultipleCollisionFrames
dot3StatsExcessiveCollisions
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show interfaces status

Displays interface line settings (e.g., speed and mode).

show interfaces [slot[/port[-port2]]] status

Syntax Definitions

slot Slot number you want to display.

port Port number of the interface you want to display.

port2 Last port number in a range of ports you want to display.
Defaults

N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

¢ If no slot/port numbers are entered, line settings for all slots/ports on the switch are displayed.
e You can display a specific interface by entering the slot and port number (e.g., 3/1).

e You can display a range of port numbers (e.g., 3/1-4).

¢ You can display all interfaces in a slot by entering the slot number (e.g., 3).
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Examples

The following is an example for a non combo port:
-> show interfaces 1/2 status

DETECTED CONFIGURED
Slot/ AutoNego Speed Duplex Hybrid Speed Duplex Hybrid Trap
Port (Mbps) Type (Mbps) Mode LinkUpDown
----- R
1/2 Enable 1000 Full NA Auto Auto NA -

The following is an example for a combo port:
-> show interfaces 1/47 status

DETECTED CONFIGURED
Slot/ AutoNego Speed Duplex Hybrid Speed Duplex Hybrid Trap
Port (Mbps) Type (Mbps) Mode LinkUpDown
----- R
1/47 Enable - - - 1000 Full PF -
1/47 Enable - - - Auto Auto PF -

FF - ForcedFiber PF - PreferredFiber F - Fiber
FC - ForcedCopper PC - PreferredCopper C - Copper

output definitions

Slot/Port Interface slot/port number.

AutoNego Autonegotiation status (Enable/Disable).

Detected Speed Detected line speed (10/100/Auto/1000/10000 Mbps).

Detected Duplex Detected line duplex (Half duplex/Full duplex/Auto).

Detected Hybrid Type The detected combo port type, which can be F (fiber) or C (copper).
(This field is only relevant for OmniSwitch 6800 Series switches.)

Configured Speed Configured line speed (10/100/Auto/1000/10000 Mbps).

Configured Duplex Configured line duplex (Half duplex/Full duplex/Auto).

Configured Hybrid Type The configured combo port type, which can be FF (Forced Fiber), PF

(Preferred Fiber), FC (Forced Copper), or PC (Preferred Copper).
(This field is only relevant for OmniSwitch 6800 Series switches.)

Trap Link Up/Down Trap Link status (up/down).

Release History

Release 6.1; command was introduced.
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Related Commands

trap port link Enables/disables Trap LinkUpDown.

interfaces speed Configures interface line speed, sets speed, and duplex mode to
auto-sensing.

interfaces duplex Configures interface duplex mode.

interfaces clear-violation-all Configures one or more combo ports to use the fiber SFP port(s)

instead of the equivalent copper 10/100/1000 RJ-45 port(s) when
both ports are enabled and have a valid link.

interfaces hybrid preferred- Configures one or more combo ports to use the copper 10/100/1000
copper RJ-45 port(s) instead of the fiber SFP port(s) when both ports are
enabled and have a valid link.

interfaces hybrid forced-fiber  Configures one or more combo ports to always use the fiber SFP
port(s) instead of the equivalent copper 10/100/1000 RJ-45 port(s).

interfaces hybrid forced-copper Configures one or more combo ports to always use the copper 10/
100/1000 RJ-45 port(s) instead of the equivalent fiber SFP port(s).

MIB Obijects

ifTable
ifLinkUpDownTrapEnable
esmConfTable

esmPortSlot
esmPortlF
esmPortAutoSpeed
esmPortAutoDuplexMode
esmPortCfgSpeed
esmPortCfgDuplexMode

esmHybridConfTable
esmPortCfgHybridMode
esmPortCfgHybridType
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show interfaces port

Displays interface port status (up or down).

show interfaces [slot[/port[-port2]]] port

Syntax Definitions

slot Slot number you want to display.

port Port number of the interface you want to display.

port2 Last port number in a range of ports you want to display.
Defaults

The status for all ports is displayed if a specific slot/port value is not specified with this command.

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

¢ You can display a specific interface by entering the slot and port number.

e You can display a range of port numbers (e.g., 3/1-4).

e You can display all interfaces in a slot by entering the slot number (e.g., 3).

e Onacombo port configured as either forced fiber or preferred fiber, the status of the SFP fiber ports
and not the copper RJ-45 10/100/1000 ports will be displayed. See the show interfaces hybrid port
command for more information.

e Onacombo port configured as either forced copper or preferred copper, the status of the copper RJ-45
10/100/1000 ports and not the SFP fiber port will be displayed. See the show interfaces hybrid port
command for more information.

Examples
-> show interfaces port
Slot/ Admin Link Violations Alias
Port Status Status
————— e
171 enable down none
1/2 enable down none
1/3 enable down none
174 enable down none
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-> show interfaces 1/24 port
Slot/Port Admin Status Link Status Violations Alias

1/24 enable down NETSEC

output definitions

Slot/Port Interface slot and port number.

Admin Status Port status (enable/disable).

Link Status Operational status (enable/disable).

Violations Applications that have blocked the port due to a specific violation.
Alias Interface alias.

Release History

Release 6.1; command was introduced.
Release 6.3.1; Violations field was added.

Related Commands

interfaces admin Enables/disables an interface.
interfaces clear-violation-all Clears all port violations set by various applications on the switch.
interfaces alias Configures an alias for a port.

MIB Obijects

esmConfTable

esmPortSlot
esmPortlF

ifXTable
ifAlias
ifTable

ifAdminStatus
ifOperStatus
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show interfaces ifg

Displays interface inter-frame gap values.

show interfaces [slot[/port[-port2]]] ifg

Syntax Definitions

slot Slot number you want to display.

port Port number of the interface you want to display.

port2 Last port number in a range of ports you want to display.
Defaults

N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

¢ If no slot/port numbers are entered, IFG values for all slots/ports on the switch are displayed.
e You can display a specific interface by entering the slot and port number (e.g., 3/1).

e You can display a range of port numbers (e.g., 3/1-4).

e You can display all interfaces in a slot by entering the slot number (e.g., 3).

e Onacombo port configured as either forced fiber or preferred fiber, the configuration of the SFP fiber
ports and not the copper RJ-45 10/100/1000 ports will be displayed. See the show interfaces hybrid
ifg command for more information.

e Onacombo port configured as either forced copper or preferred copper, the configuration of the
copper RJ-45 10/100/1000 ports and not the SFP fiber port will be displayed. See the show interfaces
hybrid ifg command for more information.
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Examples

-> show interfaces ifg
Slot/Port ifg(Bytes)

02/01 12
02/02 12
02/03 12
02704 12
02/05 12
02706 12
02707 12
02/08 12
02/09 12
02/10 12
02711 12
02712 12
02713 12
02714 12
02/15 12
02/16 12
02717 12
02718 12

output definitions

Slot/Port Interface slot and port numbers.
ifg Inter-frame gap value (Gigabit Ethernet interface).

Release History

Release 6.1; command was introduced.

Related Commands

interfaces ifg Configures the inter-frame gap value.

MIB Obijects

esmConfTable

esmPortSlot
esmPortlF
esmPortCfglFG
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show interfaces flood rate

Displays interface peak flood rate settings.

show interfaces [slot[/port [-port2]]] flood rate

Syntax Definitions

slot Slot number you want to display.

port Port number of the interface you want to display.

port2 Last port number in a range of ports you want to display.
Defaults

N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

¢ If no slot/port numbers are entered, peak rate settings for all slots/ports on the switch are displayed.
e You can display a range of port numbers (e.g., 3/1-4).

e You can display all interfaces in a slot by entering the slot number only.

e Onacombo port configured as either forced fiber or preferred fiber, the status and configuration of the
SFP fiber ports and not the copper RJ-45 10/100/1000 ports will be displayed. See the show inter-
faces hybrid flood rate command for more information.

e Onacombo port configured as either forced copper or preferred copper, the status and configuration of
the copper RJ-45 10/100/1000 ports and not the SFP fiber port will be displayed. See the show inter-
faces hybrid flood rate command for more information.
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Examples

-> show interfaces flood rate

Slot/ Bcast Bcast Bcast Ucast Ucast Ucast Mcast Mcast Mcast

Port Value Type Status Value Type Status Value Type Status

—_—————— o o Fom Fom e [ Fomm—_—— o e R
1/1 500 pps enable 496 mbps enable 496 mbps enable
1/2 33 mbps enable 496 mbps enable 35 % enable
1/3 496 mbps enable 5 mbps enable 496 mbps enable
174 496 mbps enable 496 mbps enable 496 mbps enable
1/5 496 mbps enable 496 mbps enable 496 mbps enable

-> show interfaces 1/2 flood rate

Slot/ Bcast Bcast Bcast Ucast Ucast Ucast Mcast Mcast Mcast

Port Value Type Status Value Type Status Value Type Status

———————— Fom e Fom T Fom e +om Fomm e Fom e Fom +——=
1/2 33 mbps enable 496 mbps  enable 35 % enable

output definitions

Slot/Port
Bcast Value
Bcast Type
Bcast Status
Ucast Value
Ucast Type
Ucast Status
Mcast Value
Mcast Type
Mcast Status

Interface slot and port numbers.

The broadcast storm value based on the type.

The type of broadcast (mbps, pps, percentage).

The status of brodcast, enable or disable.

The unknown-unicast storm value based on the type.

The type of unknown-unicast (mbps, pps, percentage)

The status of unicast, enable or disable.

The multicast storm value based on the type.

The type of multicast (mbps, pps, percentage)

The status of multicast, enable or disable.

Release History

Release 6.1; command was introduced.

Release 6.4.3; peak rate, flood-only, Multicast parameters deprecated.

Related Commands

interfaces flood
interfaces flood rate

MIB Obijects

esmConfTable

esmPortSlot
esmPortlF
esmPortMaxFloodRate

Enables traffic storm control on the specified interface.

Configures the peak flood rate for an interface.
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esmPortFloodMcastEnable
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show interfaces traffic

Displays interface traffic statistics.

show interfaces [slot[/port[-port2]]] traffic

Syntax Definitions

slot Slot number you want to display.

port Port number of the interface you want to display.

port2 Last port number in a range of ports you want to display.
Defaults

N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

¢ If no slot/port numbers are entered, traffic settings for all slots/ports on the switch are displayed.
e You can display a specific interface by entering the slot and port number (e.g., 3/1).

e You can display all interfaces in a slot by entering the slot number (e.g., 3).

e Onacombo port configured as either forced fiber or preferred fiber, statistics for the SFP fiber ports
and not the copper RJ-45 10/100/1000 ports will be displayed. See the show interfaces hybrid traffic
command for more information.

e Onacombo port configured as either forced copper or preferred copper, statistics for the copper RJ-45
10/100/1000 ports and not the SFP fiber port will be displayed. See the show interfaces hybrid traf-
fic command for more information.
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Examples

-> show interfaces traffic

Slot/Port Input packets Input bytes Output packets Output bytes

02/01 0 0 0 0
02702 0 0 0 0
02/03 0 0 0 0
03/01 0 0 0 0
03702 0 0 0 0

output definitions

Slot/Port Interface slot and port numbers.
Input packets Input packets detected.

Input bytes Input bytes detected.

Output packets Output packets detected.
Output bytes Output bytes detected.

Release History

Release 6.1; command was introduced.

Related Commands

show interfaces Displays general interface information (e.g., hardware, MAC
address, and input/output errors).
show interfaces counters Displays interface counter information (e.g., unicast packets

received/transmitted).

MIB Obijects

esmConfTable

esmPortSlot
esmPortlF

ifXTable

ifHCINnOctets
ifHCInUcastPkts
ifHCInMulticastPkts
ifHCInBroadcastPkts
ifHCOutOctets
ifHCOutUcastPkts
ifHCOutMulticastPkts
i fHCOutBroadcastPkts
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show interfaces transceiver

Displays the DDM information for the specified transceivers.

show interfaces transceiver [slot[/port[-port2]]] transceiver [ddm | W-Low | W-High | A-Low |

A-High | actual]

Syntax Definitions

slot
port
port2
ddm
W-Low

W-High

A-Low

A-High

actual

Defaults
N/A

Platforms Supported

Slot number to display.

Port number of the interface to display.

Last port number in a range of ports to display.

Displays the administrative and trap status of the DDM feature.

Displays the Warning Low threshold for temperature, voltage, current,
RX power and TX power.

Displays the Warning High threshold for temperature, voltage, current
RX power and TX power.

Displays the Alarm Low threshold for temperature, voltage, current RX
power and TX power.

Displays the Alarm High threshold for temperature, voltage, current RX
power and TX power.

Displays the Actual values for temperature, voltage, current RX power
and TX power.

OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

e Transceiver DDM capability will vary based on the transceiver manufacturer.

Examples

-> show interfaces transceiver W-Low

Slot/Port Temp C Voltage(V) Current(mA) Output(dBm) Input(dBm)

--------- S
171 48 50 2.50 2.50
172 47 49 2.43 2.43
1/3 NA NA NA NA
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-> show interfaces transceiver A-High

Slot/Port Temp C Voltage(V) Current(mA) Output(dBm) Input(dBm)

————————— et
1/1 50 5.75 75 3.22 3.22
1/2 50 5.95 65 3.22 3.22
1/3 NA NA NA NA NA

-> show interfaces 1/1 transceiver

Threshold Temp C Voltage(V) Current(mA) Output(dBm) Input(dBm)
------------ ot}
Actual 50 1.95(WL) 75 4_.92(AH) 3.22
Alarm High 120 5.75 100 4.91 4.91
Warning High 90 3.00 90 4.77 4.77
Warning Low 10 2.00 60 0.00 0.00
Alarm Low -5 1.75 20 -3.01 -10

-> show interfaces transceiver ddm
DDM Status : enable
DDM Trap Status : disable

output definitions

Slot/Port Interface slot and port numbers.

Temp C The transceiver temperature, in degrees centigrade.
Voltage (V) The transceiver supply voltage, in volts.

Current (mA) The transceiver transmit bias current, in milliamps.
Output (dBm) The transceiver output power, in decibels.

Input (dBm) The transceiver received optical power, in decibels.

DDM Status The administrative status of DDM.

DDM Trap Status The administrative status of DDM traps.

Actual The real-time values indicated by the transceiver. Values displayed
in parentheses indicate the Warning or Alarm value that has

been reached.

Alarm High (AH)
affected.

Warning High (WH)
Warning Low (WL)

Alarm Low (AL)
affected.

N/A Indicates the transceiver does support DDM.

Indicates the value at which the transceiver’s functionality may be

Indicates the transceiver is approaching the High Alarm value.
Indicates the transceiver is approaching the Low Alarm value.
Indicates the value at which the transceiver’s functionality may be

Release History

Release 6.4.2; command was introduced.
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Related Commands

interfaces transceiver ddm Configures the DDM administrative status or trap capability.

MIB Obijects

ddmNotifications
ddmTemperature
ddmTempLowWarning
ddmTempLowAlarm
ddmTempHiWarning
ddmTempHiAlarm
ddmSupplyVoltage
ddmSupplyVoltageLowWarning
ddmSupplyVoltageLowAlarm
ddmSupplyVoltageHiWarning
ddmSupplyVoltageHiAlarm
ddmTxBiasCurrent
ddmTxBiasCurrentLowWarning
ddmTxBiasCurrentLowAlarm
ddmTxBiasCurrentHiWarning
ddmTxBiasCurrentHiAlarm
ddmTxOutputPower
ddmTxOutputPowerLowWarning
ddmTxOutputPowerLowAlarm
ddmTxOutputPowerHiWarning
ddmTxOutputPowerHiAlarm
ddmRxOpticalPower
ddmRxOpticalPowerLowWarning
ddmRxOpticalPowerLowAlarm
ddmRxOpticalPowerHiWarning
ddmRxOpticalPowerHiAlarm

page 1-94 OmniSwitch CLI Reference Guide ~ April 2010



Ethernet Port Commands

show interfaces hybrid

Displays general interface information (e.g., hardware, MAC address, input errors, output errors) for
combo ports.

show interfaces [slot[/port[-port2]]] hybrid {fiber |copper}

Syntax Definitions

slot Slot number you want to display.

port Port number of the interface you want to display.

port2 Last port number in a range of ports you want to display.

fiber Specifies that the status of the SFP port(s) will be displayed.

copper Specifies that the status of the copper 10/100/1000 RJ-45 port(s) will be
displayed.

Defaults

N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855

Usage Guidelines

¢ If no slot/port numbers are entered, information for all slots/ports on the switch is displayed.
* You can display a specific interface by entering the slot and port number (e.g., 3/1).

e You can display a range of port numbers (e.g., 3/1-4).

® You can display all interfaces in a slot by entering the slot number (e.g., 3).
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Examples

-> show interfaces 1/47 hybrid fiber

Slot/Port 1/47 :
Operational Status : down,
Last Time Link Changed : FRI DEC 27 15:10:23 ,
Number of Status Change: O,

Type : Ethernet,
MAC address : 00:d0:95:b2:39:b2,
BandWidth (Megabits) : 1000, Duplex I-,
Autonegotiation : 1 [ 1000-F 1,
Long Accept : Enable, Runt Accept : Disable,
Long Frame Size(Bytes) : 9216, Runt Size(Bytes) : 64,
Rx :
Bytes Received 0, Unicast Frames : o,
Broadcast Frames: 0, M-cast Frames 0,
UnderSize Frames: 0, OverSize Frames: 0,
Lost Frames 0, Error Frames 0,
CRC Error Frames: 0, Alignments Err : o,
TX :
Bytes Xmitted 0, Unicast Frames : 0,
Broadcast Frames: 0, M-cast Frames 0,
UnderSize Frames: 0, OverSize Frames: 0,
Lost Frames 0, Collided Frames: 0,
Error Frames 0
output definitions

Slot/Port Interface slot and port.

Operational Status Interface status (up/down).

Last Time Link Changed The last time the configuration for this interface was changed.

Number of Status Change The total number of times that the configuration of this interface has

changed.

Type Interface type (Ethernet/Fast Ethernet/Gigabit Ethernet).

MAC address Interface MAC address.

Bandwidth Bandwidth (in megabits).

Duplex Duplex mode (Half/Full/Auto).

Autonegotiation The auto negotiation settings for this interface.

Long Accept Long Frames status (enable/disable).

Runt Accept Runt Frames status (enable/disable).

Long Frame Size Long Frame Size (in Bytes).

Runt Size Runt Frame Size (in Bytes).

Bytes Received Number of Bytes received.

Rx Unicast Frames Number of unicast frames received.

Rx Broadcast Frames Number of broadcast frames received.

Rx M-cast Frames Number of multicast frames received.

Rx Undersize Frames Number of undersized frames received.

Rx Oversize Frames Number of r oversized frames received.
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output definitions (continued)

Rx Lost Frames
Rx Error Frames

Rx CRC Error Frames

Rx Alignments Err
Bytes Xmitted

Tx Unicast Frames
Tx Broadcast Frames
Tx M-cast Frames
Tx Undersize Frames
Tx Oversize Frames
Tx Lost Frames

Tx Collided Frames
Tx Error Frames

Number of Lost Frames received.

Number of error frames received.

Number of CRC error frames received.
Number of Alignments Error frames received.
Number of Bytes transmitted.

Number of unicast frames transmitted.
Number of broadcast frames transmitted.
Number of multicast frames r transmitted.
Number of undersized frames transmitted.
Number of oversized frames transmitted.
Number of Lost Frames transmitted.

Number of collision frames received or transmitted.
Number of error frames transmitted.

Release History

Release 6.1; command was introduced.

Related Commands

show interfaces hybrid
accounting

Displays interface accounting information (e.g., packets received/
transmitted) for combo ports.

show interfaces hybrid counters Displays interface counter information (e.g., unicast packets

show interfaces hybrid counters

errors

show interfaces hybrid
collisions

show interfaces hybrid status

show interfaces hybrid traffic

received/transmitted) for combo ports.

Displays interface error frame information (e.g., CRC errors, transit
errors, receive errors) for combo ports.

Displays interface collision information (e.g., number of collisions,
number of retries) for combo ports.

Displays the interface line settings (e.g., speed, mode) for combo
ports.

Displays interface traffic statistics (input/output bytes and packets)
for combo ports.
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MIB Obijects

ifTable

ifOperStatus
ifType
ifPhysAddress
ifSpeed
ifInDiscards
ITfOutDiscards

esmConfTable

esmPortSlot

esmPortlF
esmPortCfgLongEnable
esmPortCfgRuntEnable
esmPortCfgMaxFrameSize
esmPortCfgRuntSize

ifXTable

ifHCInOctets
ifHCInUcastPkts
ifHCInBroadcastPkts
ifHCInMulticastPkts
IFHCOutOctets
IfHCOutUcastPkts
ITHCOutBroadcastPkts
IfHCOutMul ticastPkts

alcetherStatsTable

alcetherStatsRxUndersizePkts
alcetherStatsCRCAlignErrors
alcetherStatsTxUndersizePkts
alcetherStatsTxOversizePkts
alcetherStatsTxCollisions

dot3StatsTable

dot3StatsFrameToolLong
dot3StatsFCSErrors
dot3StatsLateCollisions
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show interfaces hybrid status

Displays interface line settings (e.g., speed, mode) for combo ports only.

show interfaces [slot[/port[-port2]]] hybrid {fiber |copper} status

Syntax Definitions

slot Slot number you want to display.

port Port number of the interface you want to display.

port2 Last port number in a range of ports you want to display.

fiber Specifies that the status of the SFP port(s) will be displayed.

copper Specifies that the status of the copper 10/100/1000 RJ-45 port(s) will be
displayed.

Defaults

The show interfaces hybrid status command displays the status and configuration of the active port in
the first row and the status and configuration of the other port in the following row.

Platforms Supported
OmniSwitch 6400, 6850, 6855

Usage Guidelines

N/A
Examples
-> show interfaces hybrid fiber status
DETECTED CONFIGURED
Slot/ AutoNego Speed Duplex Hybrid Speed Duplex Hybrid Trap
Port (Mbps) Type (Mbps) Mode LinkUpDown
————— o
1745 Enable - - - 1000 Full PF -
1/46 Enable - - - 1000 Full PF -
1/47 Enable - - - 1000 Full PF -
1/48 Enable - - - 1000 Full PF -
2/45 Enable - - - 1000 Full PF -
2/46 Enable - - - 1000 Full PF -
2/47 Enable - - - 1000 Full PF -
2/48 Enable - - - 1000 Full PF -

FF - ForcedFiber PF - PreferredFiber F - Fiber
FC - ForcedCopper PC - PreferredCopper C - Copper
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output definitions

Slot/Port Interface slot/port number.

AutoNego Autonegotiation status (Enable/Disable).

Detected Speed Detected line speed (10/100/Auto/1000/10000 Mbps).

Detected Duplex Detected line duplex (Half duplex/Full duplex/Auto).

Detected Hybrid Type The detected combo port type, which can be F (fiber) or C (copper).

Configured Speed Configured line speed (10/100/Auto/1000/10000 Mbps).

Configured Duplex Configured line duplex (Half duplex/Full duplex/Auto).

Configured Hybrid Type The configured combo port type, which can be FF (Forced Fiber), PF
(Preferred Fiber), FC (Forced Copper), or PC (Preferred Copper).

Trap Link Up/Down Trap Link status (up/down).

Release History

Release 6.1; command was introduced.

Related Commands

trap port link Enables/disables Trap LinkUpDown.

interfaces hybrid speed Configures interface line speed on combo ports.

interfaces hybrid duplex Configures duplex mode on combo ports.

interfaces clear-violation-all Configures one or more combo ports to use the fiber SFP port(s)

instead of the equivalent copper 10/100/1000 RJ-45 port(s) when
both ports are enabled and have a valid link.

interfaces hybrid preferred- Configures one or more combo ports to use the copper 10/100/1000
copper RJ-45 port(s) instead of the fiber SFP port(s) when both ports are
enabled and have a valid link.

interfaces hybrid forced-fiber  Configures one or more combo ports to always use the fiber SFP
port(s) instead of the equivalent copper 10/100/1000 RJ-45 port(s).

interfaces hybrid forced-copper Configures one or more combo ports to always use the copper 10/
100/1000 RJ-45 port(s) instead of the equivalent fiber SFP port(s).

MIB Obijects

ifTable
ifLinkUpDownTrapEnable
esmConfTable

esmPortSlot
esmPortlF
esmPortAutoSpeed
esmPortAutoDuplexMode

esmHybridConfTable
esmPortCfgHybridMode
esmPortCfgHybridType
esmHybridPortCfgSpeed
esmHybridPortCfgDuplexMode
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show interfaces hybrid flow control

Displays interface flow control wait time settings for combo ports.

show interfaces [slot[/port[-port2]]] hybrid {fiber |copper} flow control

Syntax Definitions

slot Slot number you want to display.

port Port number of the interface you want to display.

port2 Last port number in a range of ports you want to display.

fiber Specifies that the configuration of the SFP port(s) will be displayed.

copper Specifies that the configuration of the copper 10/100/1000 RJ-45 port(s)
will be displayed.

Defaults

N/A

Platforms Supported
OmniSwitch 6400, 6850

Usage Guidelines

¢ If no slot/port numbers are entered, flow control wait time settings for all slots/ports on the switch are
displayed.

e You can display a specific interface by entering the slot and port number, a range of ports by entering a
slot and a range of ports, display all interfaces in a slot by entering the slot number, or display all inter-
faces as described above.

¢ Note that the show interfaces hybrid flow control command is not supported on the OmniSwitch
6855. To view this type of information for the OmniSwitch 6855, use the show interfaces hybrid
pause command.

Examples

-> show interfaces hybrid fiber flow control
Slot/Port Active Wait time(usec) Cfg-Flow Cfg-Cross

——————————— e
1/45 - 0 Pause MDI
1/46 - 0 Pause MDI
1747 - 0 Pause MDI
1/48 - 0 Pause MDI
2/45 - 0 Pause MDI
2/46 - 0 Pause MDI
2/47 - 0 Pause MDI
2/48 - 0 Pause MDI
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output definitions

Slot/Port Interface slot and port number

Active Interface status.

Wait time Flow control wait time, in microseconds.

Cfg-Flow Flow control status, which can be Pause or Go.

Cfg-Cross The user-configured cross-over setting, which can be Auto, MDI, or
MDIX.

Release History

Release 6.1; command was introduced.
Release 6.3.2; command deprecated on the OmniSwitch 6855.

Related Commands

interfaces hybrid crossover Configures crossover settings for combo ports.
show interfaces flow control Displays interface flow control wait time settings.

MIB Objects

esmConfTable

esmPortCfgSlot
esmPortCfglfindex

esmHybridConfTable

esmHybridPortCfgFlow
esmHybridPortPauseSlotTime
esmHybridPortCfgCrossover

page 1-102 OmniSwitch CLI Reference Guide ~ April 2010



Ethernet Port Commands

show interfaces hybrid pause

Displays the flow control pause configuration for combo ports.

show interfaces [slot[/port[-port2]]] hybrid {fiber |copper} pause

Syntax Definitions

slot Slot number you want to display.

port Port number of the interface you want to display.

port2 Last port number in a range of ports you want to display.

fiber Specifies that the configuration of the SFP port(s) will be displayed.
copper Specifies that the configuration of the copper 10/100/1000 RJ-45 port(s)

will be displayed.

Defaults

If a specific slot or slot/port number is not entered with this command, the flow control pause configura-
tion for all switch combo ports is displayed.

Platforms Supported
OmniSwitch 6400, 6855

Usage Guidelines

e Enter a slot and port number (e.g., 3/21) or a range of port numbers (e.g., 3/21-24) to display informa-
tion for a specific combo port or a range of combo ports.

e Enter a slot number (e.g., 1) to display information for all combo ports on a specific slot.
e Refer to the Hardware Users Guide for combo port numbering.
e This command is only supported on a standalone OmniSwitch 6855. Use the show interfaces hybrid

flow control command to display similar information on other platforms.

Examples

-> show interfaces hybrid fiber pause
Slot/Port Active Wait time(usec) Cfg-Pause Cfg-Cross Hybrid Type

——————————— e
1/21 - 0 DIS MDI -
1/22 - 0 DIS MDI -
1/23 - 0 DIS MDI -
1/24 - 0 TX MDI1 -
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-> show interfaces hybrid copper pause

Slot/Port Active Wait ti

output definitions

me(usec) Cfg-Pause Cfg-Cross Hybrid Type

———————— o ——_—
0 DIS Auto -
0 DIS Auto -
0 DIS Auto -
65535 Tx-N-Rx Auto

Slot/Port
Active
Wait time

Cfg-Pause

Cfg-Cross

Hybrid Type

Interface slot and port number
Interface status.

The amount of time, in microseconds, the neighbor interface will wait
after receiving a PAUSE frame from the local interface.

The flow control setting (Tx = transmit, Rx = receive, Tx-N-Rx =
transmit and receive). Configured through the interfaces hybrid pause
command.

The user-configured cross-over setting (Auto, MDI, or MDIX). Con-
figured through the interfaces hybrid crossover command.

The configured active media type for the hybrid port (F = fiber, C =
copper, NA = not applicable).

Release History

Release 6.3.2; command was introduced.

Related Commands

show interfaces pause Displays the interface flow control pause settings.

MIB Obijects

esmConfTable

esmPortCfgSlot
esmPortCfglF
esmPortPauseSlotTime
esmPortActiveHybridType

esmHybridConfTable

esmHybridPortCfgFlow
esmHybridPortCfgCrossover

dot3PauseTable
dot3PauseSlotTime
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show interfaces hybrid capability

Displays default auto negotiation, speed, duplex, flow, and cross-over settings for a single combo port, a
range of combo ports, or all combo ports on a switch.

show interfaces [slot[/port[-port2]]] hybrid {fiber |copper} capability

Syntax Definitions

slot Slot number you want to display.

port Port number of the interface you want to display.

port2 Last port number in a range of ports you want to display.

fiber Specifies that the configuration of the SFP port(s) will be displayed.
copper Specifies that the configuration of the copper 10/100/1000 RJ-45 port(s)

will be displayed.

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855

Usage Guidelines

The show interfaces hybrid capability command displays defaults settings in two rows of data for each
combo port. The first row of data, identified by the label CAP, displays the valid user-defined configura-
tion settings available for the combo port. The second row, identified by the label DEF, displays the
default settings for the combo port.

Examples

-> show interfaces 1/47 hybrid copper capability
Slot/Port  AutoNeg Flow Crossover Speed Duplex

——————————— PRy S
1/47 CAP EN/DIS  EN/DIS MDI/X/Auto 10/100/1G Full/Half
1/47 DEF EN EN Auto Auto Auto

output definitions

Slot The slot number.
Port The port number
AutoNeg In the row labeled CAP this field displays the valid auto negotiation

configurations for the port. In the row label DEF this field displays the
default auto negotiation settings for the port. The possible values are
EN (enabled) or DIS (disabled).
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output definitions (continued)

Flow In the row labeled CAP this field displays the valid flow configurations
for the port. In the row label DEF this field displays the default flow
settings for the port. The possible values are EN (enabled) or DIS (dis-
abled).

Crossover In the row labeled CAP this field displays the valid cross over configu-
rations for the port. In the row label DEF this field displays the default
cross over settings for the port. The possible values are Auto,
MDI/X/Auto (MDI/MDIX/Auto), or -- (not configurable and/or not
applicable).

Speed In the row labeled CAP this field displays the valid line speed configu-
rations for the port. In the row label DEF this field displays the default
line speed settings for the port. The possible values are 10/100, 100,
1G, 10/100/1G, or Auto.

Duplex In the row labeled CAP this field displays the valid duplex configura-
tions for the port. In the row label DEF this field displays the default
duplex settings for the port. The possible values are Full, Full/Half, or
Auto.

Release History

Release 6.1; command was introduced.

Related Commands

interfaces hybrid autoneg Enables and disables auto negotiation for combo ports.
interfaces hybrid crossover Configures crossover port settings for combo ports.
interfaces hybrid speed Configures interface speed for combo ports.
interfaces hybrid duplex Configures duplex settings for combo ports.

show interfaces hybrid status  Displays interface line settings for combo ports.

MIB Obijects

esmConfTable

esmPortCfgSlot
esmPortCfglfindex

esmHybridConfTable

esmHybridPortCfgAutoNegotiation
esmHybridPortCfgFlow
esmHybridPortCfgCrossover
esmHybridPortCfgSpeed
esmHybridPortCfgDuplex
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show interfaces hybrid accounting

Displays interface accounting information (e.g., packets received/transmitted, deferred frames received)
for combo ports.

show interfaces [slot[/port[-port2]]] hybrid {fiber |copper} accounting

Syntax Definitions

slot
port
port2
fiber

copper

Defaults

N/A

Platforms Supported

Slot number you want to display.

Port number of the interface you want to display.
Last port number in a range of ports you want to display.

Specifies that statistics for the SFP port(s) will be displayed.

Specifies that statistics for the copper 10/100/1000 RJ-45 port(s) will be
displayed.

OmniSwitch 6400, 6850, 6855

Usage Guidelines

¢ If no slot/port numbers are entered, accounting information for all slots/ports on the switch is
displayed.

* You can display a specific interface by entering the slot and port number (e.g., 3/1).
e You can display a range of port numbers (e.g., 3/1-4).

® You can display all interfaces in a slot by entering the slot number (e.g., 3).

Examples

-> show interfaces 1/47 hybrid copper accounting

1747 ,
Rx
X
Rx
TX
Rx
Rx
Rx
Rx
Rx
Rx
Rx
Rx
Rx

undersize packets
undersize packets
oversize packets
oversize packets
packets 64 Octets
packets 65T0127 Octets
packets 128To0255 Octets
packets 256To511 Octets

packets 512T01023 Octets
packets 1024T01518 Octets
packets 1519t04095 Octets
packets 4096ToMax Octets

Jabber frames

[eNeoNeoNe)

3073753,
678698,
21616,
21062,
2,
84,
o,
0,

0

OmniSwitch CLI Reference Guide

April 2010

page 1-107



Ethernet Port Commands

output definitions

Rx undersize packets Number of undersized packets received.

Tx undersize packets Number of undersized packets transmitted.

RXx oversize packets Number of oversized packets received.

Tx oversize packets Number of oversized packets transmitted.

Rx packets Octets Number of packets received in each listed octet range.

Rx Jabber frames Number of jabber packets received (longer than 1518 octets).

Tx deferred frames Number of packets for which transmission was delayed (Ethernet
only).

Release History

Release 6.1; command was introduced.

Related Commands
show interfaces hybrid Displays general interface information (e.g., hardware, MAC
address, input/output errors) for combo ports.

show interfaces hybrid counters Displays interface counter information (e.g., unicast packets
received/transmitted) for combo ports.
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MIB Obijects

esmConfTable

esmPortCfgSlot
esmPortCfglfindex

alcetherStatsTable

alcetherStatRxsUndersizePkts
alcetherStatTxsUndersizePkts
alcetherStatsTxOversizePkts
alcetherStatsPkts640ctets
alcetherStatsPkts65t01270ctets
alcetherStatsPkts128to2550ctets
alcetherStatsPkts256to05110ctets
alcetherStatsPkts512t010230ctets
alcetherStatsPkts1024t015180ctets
gigaEtherStatsPkts1519t040950ctets
gigaEtherStatsPkts4096t092150ctets
alcetherStatsRxJabber

dot3StatsTable

dot3StatsFrameToolLong
dot3StatsDeferredTransmissions
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show interfaces hybrid counters

Displays interface counters information (e.g., unicast, broadcast, multi-cast packets received/transmitted)
for combo ports.

show interfaces [slot[/port[-port2]]] hybrid {fiber |copper} counters

Syntax Definitions

slot Slot number you want to display.

port Port number of the interface you want to display.

port2 Last port number in a range of ports you want to display.

fiber Specifies that statistics for the SFP port(s) will be displayed.

copper Specifies that statistics for the copper 10/100/1000 RJ-45 port(s) will be
displayed.

Defaults

N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855

Usage Guidelines

¢ If no slot/port numbers are entered, counter information for all slots/ports on the switch is displayed.
* You can display a specific interface by entering the slot and port number (e.g., 3/1).

e You can display a range of port numbers (e.g., 3/1-4).

® You can display all interfaces in a slot by entering the slot number (e.g., 3).

e These counters do not apply to Gigabit Ethernet traffic.

Examples

-> show interfaces 1/47 hybrid copper counters

InOctets = 54367578586897979, OutOctets = 5.78E19,
InUcastPkts = 55654265276, OutUcastPkts = 5.78E20,
InMcastPkts = 58767867868768777, OutMcastPkts = 5465758756856,
InBcastPkts = 576567567567567576, OutBcastPkts = 786876,
InPauseFrames = 567798768768767, OutPauseFrames= 786876,

output definitions

InOctets Number of octets received.
OutOctets Number of octets transmitted.
InUcastPkts Number of unicast packets received.

page 1-110 OmniSwitch CLI Reference Guide ~ April 2010



Ethernet Port Commands

output definitions (continued)

OutUcastPkts
InMcastPkts
OutMcastPkts
InBcastPkts
OutBcastPkts
InPauseFrames
OutPauseFrames

Number of unicast packets transmitted.
Number of multicast packets received.
Number of unicast packets transmitted.
Number of broadcast packets received.
Number of unicast packets transmitted.
Number of MAC control frames received.
Number of MAC control frames transmitted.

Release History

Release 6.1; command was introduced.

Related Commands

show interfaces hybrid counters

errors

MIB Obijects

esmConfTable

esmPortCfgSlot
esmPortCfglfindex

ifXTable

ITHCINnOctets
IFfHCOutOctets
IfHCInUcastPkts
ITfHCOutUcastPkts
IfHCInMulticastPkts
IfHCOutMulticastPkts
IfHCInBroadcastPkts
IfHCOutBroadcastPkts

dot3PauseTable

dot3InPauseFrame
dot30utPauseFrame

Displays interface error frame information (e.g., CRC errors, transit

errors, receive errors).

OmniSwitch CLI Reference Guide

April 2010

page 1-111



Ethernet Port Commands

show interfaces hybrid counters errors

Displays interface error frame information (e.g., CRC errors, transit errors, receive errors) for combo
ports.

show interfaces [slot[/port[-port2]]] hybrid {fiber |copper} counters errors

Syntax Definitions

slot Slot number you want to display.

port Port number of the interface you want to display.

port2 Last port number in a range of ports you want to display.

fiber Specifies that statistics for the SFP port(s) will be displayed.

copper Specifies that statistics for the copper 10/100/1000 RJ-45 port(s) will be
displayed.

Defaults

N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855

Usage Guidelines

¢ If no slot/port numbers are entered, counter error information for all slots/ports on the switch is
displayed.

* You can display a specific interface by entering the slot and port number (e.g., 3/1).
e You can display a range of port numbers (e.g., 3/1-4).
® You can display all interfaces in a slot by entering the slot number (e.g., 3).

e These counters do not apply to Gigabit Ethernet traffic.

Examples

-> show interfaces 1/47 hybrid copper counters errors

01747,
Alignments Errors = 6.45E13, FCS Errors = 7.65E12
IfInErrors = 6435346, I1fOutErrors= 5543,

Undersize pkts 867568, Oversize pkts= 5.98E8

output definitions
Slot/Port Interface slot and port number.

Alignments Errors Number of Alignments errors.
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output definitions (continued)

FCS Errors Number of Frame Check Sequence errors.

IfInErrors Number of received error frames.

IfOutErrors Number of transmitted error frames.

Undersize pkts Number of undersized packets.

Oversize pkts Number of oversized packets (more than 1518 octets).

Release History

Release 6.1; command was introduced.

Related Commands

show interfaces hybrid counters Displays interface counters information (e.g., unicast, broadcast,
multi-cast packets received/transmitted).

MIB Obijects

esmConfTable

esmPortCfgSlot
esmPortCfglfindex

ifTable

ifInErrors
ifOutErrors

alcetherStatsTable
alcetherStatsRxUndersizePkts
dot3StatsTable

dot3StatsAlignmentErrors
dot3StatsFCSErrors
dot3StatsFrameToolLong
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show interfaces hybrid collisions

Displays interface collision information (e.g., number of collisions, number of retries) for combo ports.

show interfaces [slot[/port[-port2]]] hybrid {fiber |copper} collisions

Syntax Definitions

slot Slot number you want to display.

port Port number of the interface you want to display.

port2 Last port number in a range of ports you want to display.

fiber Specifies that statistics for the SFP port(s) will be displayed.

copper Specifies that statistics for the copper 10/100/1000 RJ-45 port(s) will be
displayed.

Defaults

N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855

Usage Guidelines

¢ If no slot/port numbers are entered, collision information for all slots/ports on the switch is displayed.
* You can display a specific interface by entering the slot and port number (e.g., 3/1).

e You can display a range of port numbers (e.g., 3/1-4).

* You can display all interfaces in a slot by entering the slot number (e.g., 3).

e These counters do not apply to Gigabit Ethernet traffic.

Examples
-> show interfaces 1/47 hybrid copper collisions
02/01,

Rx Collisions = 6.56E18, Rx Single Collision = 345464364,
Rx Multiple Collisions = 6325235326, Rx Excessive Collisions = 5.65E19

page 1-114 OmniSwitch CLI Reference Guide ~ April 2010



Ethernet Port Commands

output definitions

Slot/Port Interface slot and port number.

Tx Collisions Number of transmit collisions.

Tx Single Collision Number of successfully transmitted frames for which transmission was
inhibited by one collision.

Tx Multiple Collisions Number of successfully transmitted frames for which transmission was
inhibited by multiple collisions.

Tx Excessive Retries Number of frames for which transmission fails due to excessive colli-
sions.

Rx Collisions Number of receive collisions.

Rx Single Collision Number of successfully received frames for which reception was

inhibited by one collision.

Rx Multiple Collisions Number of successfully received frames for which reception was
inhibited by multiple collisions.

Rx Excessive Retries Number of frames for which reception fails due to excessive collisions.

Release History

Release 6.1; command was introduced.

Related Commands

show interfaces hybrid Displays general interface information (e.g., hardware, MAC
address, input errors, output errors) for combo ports.

MIB Objects

esmConfTable

esmPortCfgSlot
esmPortCfglfindex

alcetherStatsTable
alcetherStatsRxCollisions
dot3StatsTable

dot3StatsSingleCollisionFrames
dot3StatsMultipleCollisionFrames
dot3StatsExcessiveCollisions
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show interfaces hybrid traffic

Displays interface traffic statistics for combo ports.

show interfaces [slot[/port[-port2]]] hybrid {fiber |copper} traffic

Syntax Definitions

slot Slot number you want to display.

port Port number of the interface you want to display.

port2 Last port number in a range of ports you want to display.

fiber Specifies that statistics for the SFP port(s) will be displayed.

copper Specifies that statistics for the copper 10/100/1000 RJ-45 port(s) will be
displayed.

Defaults

N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855

Usage Guidelines

e If no slot/port numbers are entered, traffic settings for all slots/ports on the switch are displayed.
* You can display a specific interface by entering the slot and port number (e.g., 3/1).

e You can display all interfaces in a slot by entering the slot number (e.g., 3).

Examples

-> show interfaces hybrid fiber traffic

Slot/Port  Input packets Input bytes Output packets Output bytes
————————— e
01/45 0 0 0

01746 0 0 0

01747 0 0 0

01748 0 0 0

output definitions

Slot/Port Interface slot and port numbers.
Input packets Input packets detected.

Input bytes Input bytes detected.

Output packets Output packets detected.
Output bytes Output bytes detected.
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Release History

Release 6.1; command was introduced.

Related Commands

show interfaces hybrid Displays general interface information (e.g., hardware, MAC
address, input/output errors) for combo ports.

show interfaces hybrid counters Displays interface counter information (e.g., unicast packets
received/transmitted) for combo ports.

MIB Obijects

esmConfTable

esmPortCfgSlot
esmPortCfglfindex

ifXTable

ifHCINnOctets
ifHCInUcastPkts
ifHCInMulticastPkts
ifHCInBroadcastPkts
ifHCOutOctets
ifHCOutUcastPkts
ifHCOutMulticastPkts
ifHCOutBroadcastPkts
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show interfaces hybrid port

Displays interface port status (up or down) for combo ports.

show interfaces [slot[/port[-port2]]] hybrid {fiber |copper} port

Syntax Definitions

slot Slot number you want to display.

port Port number of the interface you want to display.

port2 Last port number in a range of ports you want to display.

fiber Specifies that the status of the SFP port(s) will be displayed.

copper Specifies that the status of the copper 10/100/1000 RJ-45 port(s) will be
displayed.

Defaults

N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855

Usage Guidelines

e If no slot/port numbers are entered, the status for all slots/ports on the switch is displayed.
* You can display a specific interface by entering the slot and port number.
e You can display a range of port numbers (e.g., 3/1-4).

* You can display all interfaces in a slot by entering the slot number (e.g., 3).
Examples

-> show interfaces 1/47 hybrid fiber port
Slot/Port Admin Status Link Status Alias

output definitions

Slot/Port Interface slot and port number.
Admin Status Port status (enable/disable).

Link Status Operational status (enable/disable).
Alias Interface alias.

Release History

Release 6.1; command was introduced.
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Related Commands

interfaces admin Enables/disables an interface.
interfaces alias Configures an alias for a port.

MIB Objects

esmConfTable

esmPortCfgSlot
esmPortCfglflndex

ifXTable
ifAlias
ifTable

ifAdminStatus
ifOperStatus
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show interfaces hybrid flood rate

Displays interface peak flood rate settings for combo ports.

show interfaces [slot[/port[-port2]]] hybrid {fiber |copper} flood rate

Syntax Definitions

slot Slot number you want to display.

port Port number of the interface you want to display.

port2 Last port number in a range of ports you want to display.

fiber Specifies that the status of the SFP port(s) will be displayed.

copper Specifies that the status of the copper 10/100/1000 RJ-45 port(s) will be
displayed.

Defaults

N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855

Usage Guidelines

¢ If no slot/port numbers are entered, peak rate settings for all slots/ports on the switch are displayed.
* You can display a specific interface by entering the slot and port number.
e You can display a range of port numbers (e.g., 3/1-4).

e You can display all interfaces in a slot by entering the slot number only.

Examples

-> show interfaces flood rate

Slot/Port peak rate(Mb/second) Enable

___________ e
02/01 12 Flood only
02702 47 Flood only
02703 16 Flood only
02/04 47 Flood only
02705 47 Flood only
02706 47 Flood only
02707 47 Flood only
02708 47 Flood only
02709 47 Flood only
02710 47 Flood only
02711 47 Flood only
02/12 47 Flood only
02713 47 Flood only
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02714
02715
02/16
02/17
02/18
02719

output definitions

47
47
47
47
47
47

Flood
Flood
Flood
Flood
Flood
Flood

only
only
only
only
only
only

Slot/Port
Peak Rate (Mbps)
Enable

Interface slot and port numbers.
Configured peak flood rate.

Configuration enabled (Flood only/Flood Multicast/Multicast).

Release History

Release 6.1; command was introduced.

Related Commands

interfaces violation-recovery-

trap

interfaces flood multicast

MIB Objects

esmConfTable

esmPortSlot
esmPortlF

esmPortMaxFloodRate

Enables/disables flood multicasting on an interface.

esmPortFloodMcastEnable

Configures the peak flood rate for an interface.
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show interfaces hybrid ifg

Displays interface inter-frame gap values for combo ports.

show interfaces [slot[/port[-port2]]] hybrid {fiber |copper} ifg

Syntax Definitions

slot Slot number you want to display.

port Port number of the interface you want to display.

port2 Last port number in a range of ports you want to display.

fiber Specifies that statistics for the SFP port(s) will be displayed.

copper Specifies that statistics for the copper 10/100/1000 RJ-45 port(s) will be
displayed.

Defaults

N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855

Usage Guidelines

¢ If no slot/port numbers are entered, IFG values for all slots/ports on the switch are displayed.
* You can display a specific interface by entering the slot and port number (e.g., 3/1).
e You can display a range of port numbers (e.g., 3/1-4).

* You can display all interfaces in a slot by entering the slot number (e.g., 3).

Examples

-> show interfaces hybrid fiber ifg
Slot/Port ifg(Bytes)

___________ R
1745 12
1746 12
1747 12
1748 12
2/45 12
2/46 12
2/47 12
2/48 12

output definitions

Slot/Port Interface slot and port numbers.
ifg Inter-frame gap value (Gigabit Ethernet interface).
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Release History

Release 6.1; command was introduced.

Related Commands

interfaces ifg Configures the inter-frame gap value.

MIB Obijects

esmConfTable

esmPortSlot
esmPortlF
esmPortCfglFG
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debug interfaces set backpressure

Enables and disables fabric back pressure on a Network Interface (NI) or an entire chassis.

debug interfaces set [slot] backpressure {enable | disable}

Syntax Definitions

slot The slot number to enable or disable fabric back pressure. The valid
range is 1-8 on an OmniSwitch 9700.
enable Enables fabric backpressure.
disable Disables fabric backpressure.
Defaults
parameter default
enable | disable disable

Platforms Supported
OmniSwitch 6400, 9000

Usage Guidelines

If the slot number is not specified, then the switch back pressure feature will be enabled or disabled on an
entire chassis.

Examples

-> debug interfaces set backpressure enable
-> debug interfaces set backpressure disable
-> debug interfaces set 3 backpressure enable
-> debug interfaces set 3 backpressure disable

Release History

Release 6.1; command was introduced.

Related Commands

debug interfaces backpressure Displays whether fabric back pressure is enabled or disabled on an
NI or an entire chassis.

MIB Objects
N/A
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debug interfaces backpressure

Displays whether fabric back pressure is enabled or disabled on a Network Interface (NI) or an entire
chassis.

debug interfaces [slot] backpressure

Syntax Definitions

slot The slot number to display the fabric back pressure state. The valid
range is 1-8 on an OmniSwitch 9700.

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 9000

Usage Guidelines

If the slot number is not specified, then the switch back pressure state will be displayed for an entire chas-
sis.

Examples

-> debug interfaces backpressure
Slot Backpressure
______ S
1 disable
2 disable
3 enable
4 enable
5 disable
6 disable
7 disable
8 enable

-> debug interfaces 3 backpressure
Slot Backpressure
______ T

3 enable

output definitions

Slot The slot number of the NI.

Backpressure Displays if the switch fabric back pressure feature is enabled or dis-
abled on this NI. (The default is disabled.)

Release History

Release 6.1; command was introduced.
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Related Commands

debug interfaces set Enables and disables fabric back pressure on an NI or an entire
backpressure chassis.

MIB Obijects
N/A
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2 UDLD Commands

This chapter describes the CLI commands used to configure the UDLD (UniDirectional Link Detection)
protocol. UDLD operates at Layer 2 in conjunction with IEEE 802.3 Layer 1 fault detection mechanism. It
is a protocol used for detecting and disabling unidirectional Ethernet fiber or copper connections to avoid
interface malfunctions, Spanning Tree loops, media faults, etc. It operates in two main modes normal and
aggressive.

The two basic mechanisms that UDLD follows are:

e Advertises port's identity and learns about its neighbors. This information is maintained in a cache
table.

e |t sends continuous echo messages when fast notifications are required.
MIB information for the UDLD commands is as follows:

Filename: AlcatelIND1UDLD.mib
Module: ALCATEL-IND1-UDLD-MIB

A summary of available commands is listed here:

udld

udld port

udld mode

udld probe-timer

udld echo-wait-timer

clear udld statistics port
interfaces clear-violation-all
show udld configuration
show udld configuration port
show udld statistics port
show udld neighbor port
show udld status port

Configuration procedures for UDLD are explained in the “Configuring UDLD” chapter of the OmniSwitch
AOS Release 6 Network Configuration Guide.
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udid

Globally enables or disables UDLD protocol on the switch.
udld {enable | disable}

Syntax Definitions

enable Globally enables UDLD on the switch.
disable Globally disables UDLD on the switch.
Defaults

parameter default

enable | disable disable

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

The port that was shutdown by this command can be reset by using the interfaces admin command.

Examples

-> udld enable
-> udld disable
Release History

Release 6.3.1; command was introduced.

Related Commands

udld port Enables or disables UDLD status on a specific port or a range of ports.
show udld configuration Displays the global status of UDLD configuration.

show udld configuration port  Displays the configuration information for all UDLD ports or for a
particular UDLD port on the switch.

MIB Obijects
alaudldGlobalStatus
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udld port

Enables or disables UDLD status on a specific port or a range of ports.

udld port slot/port[-port2] {enable | disable}

Syntax Definitions

slot/port The slot number for the module and the physical port number on that
module (e.g., 3/1 specifies port 1 on slot 3).

port2 The last port number in a range of ports that you want to configure on
the same slot (e.g, 3/1-4 specifies ports 1-4 on slot 3).

enable Enables UDLD status on a port.

disable Disables UDLD status on a port.

Defaults

parameter default

enable | disable disable

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

The UDLD protocol must be enabled before using this command.

Examples

-> udld port 1/3 enable
-> udld port 1/6-10 enable
-> udld port 2/4 disable

Release History

Release 6.3.1; command was introduced.
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Related Commands

udid Globally enables or disables UDLD protocol on the switch.

show udld configuration port  Displays the configuration information for all UDLD ports or for a
particular UDLD port on the switch.

MIB Objects

alaudldPortConfigTable
alaudldConfigUdldStatus
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udld mode

Configures the operational mode of UDLD on a specific port, a range of ports, or all the ports.

udld port [slot/port[-port2]] mode {normal | aggressive}

Syntax Definitions

slot/port The slot number for the module and the physical port number on that
module (e.g., 3/1 specifies port 1 on slot 3).

port2 The last port number in a range of ports that you want to configure on
the same slot (e.g, 3/1-4 specifies ports 1-4 on slot 3).

normal Specifies UDLD operation in the normal mode.

aggressive Specifies UDLD operation in the aggressive mode.

Defaults

parameter default

normal | aggressive normal

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines
e The UDLD protocol must be enabled before using this command.
e The UDLD protocol is not supported on aggregate ports.

e When two UDLD enabled ports that are configured in aggressive mode of operation gets the link-up
asynchonously, then the UDLD port which gets the link-up indication first is considered to be in the
shutdown state. In such case, the link should be configured manually after both the links are up to start
UDLD detection.

¢ In case of faulty cable connection, the port which is configured in normal mode of operation is deter-
mined to be in the shutdown state.

Examples

-> udld mode aggressive

-> udld mode normal

-> udld port 1/3 mode aggressive

-> udld port 2/4 mode normal

-> udld port 2/9-18 mode aggressive

Release History

Release 6.3.1; command was introduced.
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Related Commands

udid Globally enables or disables UDLD protocol on the switch.

show udld configuration port  Displays the configuration information for all UDLD ports or for a
particular UDLD port on the switch.

MIB Objects

alaudldPortConfigTable
alaudldPortConfigudldMode

page 2-6 OmniSwitch CLI Reference Guide ~ April 2010



UDLD Commands

udid probe-timer

Configures the probe-message advertisement timer on a specific port, a range of ports, or all the ports.
Probe-messages are transmitted periodically after this timer expires.

udld port [slot/port[-port2]] probe-timer seconds
no udld port [slot/port[-port2]] probe-timer

Syntax Definitions

slot/port The slot number for the module and the physical port number on that
module (e.g., 3/1 specifies port 1 on slot 3).

port2 The last port number in a range of ports that you want to configure on
the same slot (e.g, 3/1-4 specifies ports 1-4 on slot 3).

seconds The probe-message transmission interval, in seconds (7-90).

Defaults

parameter default

seconds 15

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

¢ Use the no form of this command to reset the probe-message timer to the default value. Note that it is
not necessary to specify the probe-message interval to reset it.

e The UDLD protocol must be enabled before using this command.

e Configure probe-advertisement timer with values varying in a range of 12-18 seconds for better
convergence time and to avoid burst of probe advertisements.

Examples

-> udld probe-timer 20

-> udld port 1/3 probe-timer 16
-> udld port 1/8-21 probe-timer 18
-> no udld probe-timer

-> no udld port 1/3 probe-timer

Release History

Release 6.3.1; command was introduced.
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Related Commands

udid Globally enables or disables UDLD protocol on the switch.

show udld configuration port  Displays the configuration information for all UDLD ports or for a
particular UDLD port on the switch.

MIB Objects

alaudldPortConfigTable
alaudldPortConfiguUdldProbelntervalTimer
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udld echo-wait-timer

Configures the echo based detection timer on a specific port, a range of ports, or all the ports. This is
known as link detection period.

udld port [slot/port[-port2]] echo-wait-timer seconds

no udld port [slot/port[-port2]] echo-wait-timer

Syntax Definitions

slot/port The slot number for the module and the physical port number on that
module (e.g., 3/1 specifies port 1 on slot 3).

port2 The last port number in a range of ports that you want to configure on
the same slot (e.g, 3/1-4 specifies ports 1-4 on slot 3).

seconds The echo based detection period, in seconds (4-15).

Defaults

parameter default

seconds 8

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

e Use the no form of this command to reset the echo based detection timer to the default value. Note that
it is not necessary to specify the echo based timer to reset it.

e The UDLD protocol must be enabled before using this command.

e An echo message is expected in reply from the neighbor within this time duration, otherwise, the port
is considered as faulty.

Examples

-> udld echo-wait-timer 9

-> udld port 1/5 echo-wait-timer 12

-> udld port 1/7-16 echo-wait-timer 12
-> no udld echo-wait-timer

-> no udld port 1/3 echo-wait-timer

Release History

Release 6.3.1; command was introduced.
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Related Commands

udid Globally enables or disables UDLD protocol on the switch.

show udld configuration port  Displays the configuration information for all UDLD ports or for a
particular UDLD port on the switch.

MIB Objects

alaudldPortConfigTable
alaudldPortConfigUdldDetectionPeriodTimer
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clear udld statistics port

Clears the UDLD statistics for a specific port or for all the ports.

clear udld statistics [port slot/port]

Syntax Definitions

slot/port The slot number for the module and the physical port number on that
module (e.g., 3/1 specifies port 1 on slot 3).

Defaults

N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

If the slot/port option is not specified, UDLD statistics for the switch is cleared.

Examples

-> clear udld statistics port 1/4
-> clear udld statistics

Release History

Release 6.3.1; command was introduced.

Related Commands

udid Globally enables or disables UDLD protocol on the switch.
show udld statistics port Displays the UDLD statistics for a specific port.

MIB Objects
alaudldGlobalClearStats
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interfaces clear-violation-all

Brings the port out of shutdown state.

interfaces slot/port[-port2] clear-violation-all

Syntax Definitions

slot/port The slot number for the module and the physical port number on that
module (e.g., 3/1 specifies port 1 on slot 3).

port2 The last port number in a range of ports that you want to configure on
the same slot (e.g, 3/1-4 specifies ports 1-4 on slot 3).

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

e If any interface is in the admin down state because of UDLD, then the status of the interface can be
confirmed using the show interfaces port command. The violation field indicates the reason of viola-
tion.

e The port may again go into shutdown state if the UDLD operation determine that UDLD violation is
still not cleared.

Examples

-> interfaces 1/8 clear-violation-all
-> interfaces 1/10-14 clear-violation-all

Release History

Release 6.3.1; command was introduced.

Related Commands

show interfaces port Displays interface port status (up or down).

MIB Objects

alaudldPortStatsTable
alaudldPortStatsClear
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show udld configuration

Displays the global status of UDLD configuration.

show udld configuration

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines
N/A

Examples

-> show udld configuration
Global UDLD Status : Disabled
output definitions

Global UDLD Status Indicates the UDLD status on the switch. Options include enabled or
disabled.

Release History

Release 6.3.1; command was introduced.

Related Commands

udid Globally enables or disables UDLD protocol on the switch.

show udld configuration port  Displays the configuration information for all UDLD ports or for a
particular UDLD port on the switch.

MIB Obijects
alaudldGlobalStatus
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show udld configuration port

Displays the configuration information for all UDLD ports or for a particular UDLD port on the switch.

show udld configuration port [slot/port]

Syntax Definitions

slot/port

Defaults

By default, a list of all UDLD ports is displayed.

Platforms Supported

OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines
N/A

Examples

-> show udld configuration port

Slot/Port Admin State Oper Mode Probe-Timer Echo-Wait-Timer
----------- o e ———————
1/1 disabled normal 15 10
172 disabled normal 45 10
1717 disabled normal 33 8
1/18 disabled normal 33 8
1/19 disabled normal 33 8
1/20 disabled aggresive 55 8
1/21 disabled aggresive 55 8
1/22 disabled aggresive 55 8
1741 disabled aggresive 77 8
1742 enabled aggresive 77 8
1743 enabled aggresive 77 8
1744 enabled aggresive 77 8
1745 enabled aggresive 77 8

-> show udld configuration port 1/44

Global UDLD Status
Port UDLD Status

Port UDLD State

UDLD Op-Mode

Probe Timer (Sec)
Echo-Wait Timer (sec)

: enabled,
: enabled,

: bidirectional,

. aggresive,

- 77,
- 8

The slot number for the module and the physical port number on that
module (e.g., 3/1 specifies port 1 on slot 3).
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output definitions

Slot/Port Slot number for the module and physical port number on that module.

UDLD-State Indicates the state of interface determined by UDLD operation, which
can be notapplicable, shutdown, undetermined or bidirectional.

Oper-Mode Indicates the operational mode of UDLD protocol. Options include
normal or aggressive.

Global UDLD Status Indicates the UDLD status on the switch. Options include enabled or
disabled.

Port UDLD Status Indicates the UDLD status on a port. Options include enable or dis-
able.

Probe Timer The probe-message expected after this time period.

Echo-Wait Timer The detection of neighbor is expected with in this time period.

Release History

Release 6.3.1; command was introduced.

Related Commands

udld mode Configures the operational mode of UDLD on a specific port, a range of
ports, or all the ports.

udld probe-timer Configures the probe-message advertisement timer on a specific port, a
range of ports, or all the ports.

udld echo-wait-timer Configures the echo based detection timer on a specific port, a range of
ports, or all the ports.

MIB Objects

alaudldGlobalStatus
alaudldPortConfigTable

alaudldPortConfigUdldOperationalStatus
alaudldPortConfigudldMode
alaudldPortConfigudldStatus
alaudldPortConfigudldProbeintervalTimer
alaudldPortConfigUdldDetectionPeriodTimer

alaudldPortNeighborStatsTable
alaudldNeighborName
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show udld statistics port

Displays the UDLD statistics for a specific port.

show udld statistics port slot/port

Syntax Definitions

slot/port The slot number for the module and the physical port number on that
module (e.g., 3/1 specifies port 1 on slot 3).

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines
N/A

Examples

-> show udld statistics port 1/42
UDLD Port Statistics

Hello Packet Send :8,
Echo Packet Send :8,
Flush Packet Recvd :0
UDLD Neighbor Statistics
Neighbor 1D Hello Pkts Recv Echo Pkts Recv
______________ O S S,
1 8 15
2 8 15
3 8 21
4 8 14
5 8 15
6 8 20
output definitions
Hello Packet Send The number of hello messages sent by a port.
Echo Packet Send The number of echo messages sent by a port.
Flush Packet Recvd The number of UDLD-Flush message received by a port.
Neighbor ID The name of the neighbor.
Hello Pkts Recv The number of hello messages received from the neighbor.
Echo Pkts Recv The number of echo messages received from the neighbor.

Release History

Release 6.3.1; command was introduced.
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Related Commands

udld probe-timer Configures the probe-message advertisement timer on a specific port, a
range of ports, or all the ports.

udld echo-wait-timer Configures the echo based detection timer on a specific port, a range of
ports, or all the ports.

MIB Objects

alaudldPortNeighborStatsTable

alaudldNeighborName
alaudldNumHel loSent
alaudldNumHel 1oRcvd
alaudldNumEchoSent
alaudldNumEchoRcvd
alaudldNumFlushRcvd
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show udld neighbor port

Displays the UDLD neighbor ports.
show udld neighbor port slot/port

Syntax Definitions

slot/port The slot number for the module and the physical port number on that
module (e.g., 3/1 specifies port 1 on slot 3).

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

N/A

Examples

-> show udld neighbor port 1/42

Neighbor ID Device Id Port Id

_________________ U U
1 00:d0:95:ea:b2:48 00:d0:95:ea:b2:
2 00:d0:95:ea:b2:48 00:d0:95:ea:b2:
3 00:d0:95:ea:b2:48 00:d0:95:ea:b2:
4 00:d0:95:ea:b2:48 00:d0:95:ea:b2:
5 00:d0:95:ea:b2:48 00:d0:95:ea:b2:
6 00:d0:95:ea:b2:48 00:d0:95:ea:b2:

output definitions

78
79
74
75
76
77

Neighbor ID The name of the neighbor.
Device ID The device ID.
Port ID The port ID.

Release History

Release 6.3.1; command was introduced.
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Related Commands

udld echo-wait-timer Configures the echo based detection timer on a specific port, a range of
ports, or all the ports. This is known as link detection period.
show udld statistics port Displays the UDLD statistics for a specific port.

MIB Objects

alaudldPortNeighborStatsTable
alaudldNeighborName
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show udld status port

Displays the UDLD status for all ports or for a specific port.

show udld status port [slot/port]

Syntax Definitions

slot/port

Defaults

The slot number for the module and the physical port number on that
module (e.g., 3/1 specifies port 1 on slot 3).

By default, a list of all UDLD ports is displayed.

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

N/A

Examples

-> show udld status port

Slot/Port Admin State Operational State

______________ e e e
1/1 disabled not applicable
1/2 disabled not applicable
1/3 disabled not applicable
1/21 disabled not applicable
1740 disabled not applicable
1741 disabled not applicable
1742 enabled bidirectional
1743 enabled bidirectional
1744 enabled bidirectional
1/45 enabled bidirectional
1746 enabled bidirectional
1747 enabled bidirectional
1748 enabled bidirectional

-> show udld status port 1/44

Admin State : enabled,

Operational State : bidirectional

output definitions

Slot/Port
Admin State
Operational State

Slot number for the module and physical port number on that module.

Indicates whether UDLD is administratively enabled or disabled.

Indicates the state of interface determined by UDLD operation, which
can be notapplicable, shutdown, undetermined or bidirectional.
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Release History

Release 6.3.1; command was introduced.

Related Commands

udld port Enables or disables UDLD status on a specific port or a range of ports.

show udld configuration port  Displays the configuration information for all UDLD ports or for a par-
ticular UDLD port on the switch.

MIB Obijects

alaudldGlobalStatus
alaudldPortConfigTable
alaudldPortConfigUdldOperationalStatus
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3 Power over Ethernet (PoE)
Commands

The Power over Ethernet (PoE) feature is supported on OmniSwitch chassis-based switches using
PoE-capable Ethernet modules and a peripheral power shelf as well as on OmniSwitch PoE capable
switches. Refer to the OmniSwitch Hardware Users Guide for further details.

Note on Terminology. There are several general terms used to describe this feature. The terms Power
over Ethernet (PoE), Power over LAN (PoL), Power on LAN (PoL), and Inline Power are synonymous
terms used to describe the powering of attached devices via Ethernet ports. For consistency, this chapter
and the OmniSwitch CLI Reference Guide refer to the feature as Power over Ethernet (PoE).

Additional terms, such as Powered Device (PD) and Power Source Equipment (PSE) are terms that are not
synonymous, but are directly related to PoE.

e PD refers to any attached device that uses a POE data cable as its only source of power. Examples
include access points such as IP telephones, Ethernet hubs, wireless LAN stations, etc.

e PSE refers to the actual hardware source of the electrical current for PoE such as OmniSwitch chassis-
based switches with POE modules or OmniSwitch PoE capable switches.

PoE commands documented in this section comply with IEEE 802.3, 802.af, and pre-802.3at.
MIB information for the POE commands is as follows:

Filename: AlcatelIND1lInLinePowerEthernet_mib
Module: ~ ALCATEL-IND1-INLINE-POWER-MIB

Filename: AalETF_HUBMIB_POWER_ETHERNET_DRAFT_mib
Module: ~ POWER-ETHERNET-MIB
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A summary of the available commands is listed here:

lanpower start

lanpower stop

lanpower power

lanpower maxpower

lanpower priority

lanpower priority-disconnect
lanpower slot-priority

lanpower redundant-power
lanpower capacitor-detection
show lanpower

show lanpower capacitor-detection
show lanpower priority-disconnect
show lanpower slot-priority
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lanpower start

Activates Power over Ethernet on a single specified POE port or on all PoE ports in a specified slot.

lanpower start {slot/port[-port2] | slot}

Important. Inline power is not activated until the lanpower start slot syntax is issued for the applicable
POE slot(s).

Syntax Definitions

slot/port Activates inline power on the specified POE port only. This syntax is
used to re-enable power to an individual port that has been manually
turned off via the lanpower stop command.

port2 The last port number in a range of ports that you want to configure on
the same slot (e.g, 3/1-4 specifies ports 1-4 on slot 3).

slot Activates inline power on all PoE ports in the corresponding slot.

Defaults

Power over Ethernet operational status is globally disabled by default.

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000

Usage Guidelines

Use the slot/port syntax to activate power on a particular port. When all ports in a slot are manually turned
off, use only the slot syntax in the command line. This activates power on all ports in the specified slot. As
noted above, inline power is not active until the lanpower start slot syntax is issued for the applicable
POE slot(s).

Examples

-> lanpower start 5/11

-> lanpower start 5

-> lanpower start 5/11-14
Release History

Release 6.1; command was introduced.
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Related Commands

lanpower stop Manually disconnects power on a single specified PoE port
or on all PoE ports in a specified slot.

show lanpower Displays current inline power status and related statistics for
all PoE ports in a specified slot.

MIB Objects

alaPethMainPseGroup
alaPethMainPseAdminStatus

pethPsePortTable
pethPsePortAdminEnable
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lanpower stop

Manually disables power on a single specified PoE port or on all PoE ports in a specified slot.

lanpower stop {slot/port[-port2] | slot}

Syntax Definitions

slot/port Disables inline power on the specified PoE port only.

port2 The last port number in a range of ports that you want to configure on
the same slot (e.g, 3/1-4 specifies ports 1-4 on slot 3).

slot Disables inline power on all PoE ports in the corresponding slot.

Defaults

Power over Ethernet operational status is globally disabled by default.

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000

Usage Guidelines
N/A

Examples

-> lanpower stop 5/22
-> lanpower stop 5
-> lanpower stop 5/22-27

Release History

Release 6.1; command was introduced.

Related Commands

lanpower start Activates inline power on a single specified PoE port or on
all PoE ports in a specified slot.

show lanpower Displays current inline power status and related statistics for
all PoE ports in a specified slot.

MIB Objects

alaPethMainPseGroup
alaPethMainPseAdminStatus

pethPsePortTable
pethPsePortAdminEnable
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lanpower power

Specifies the maximum amount of inline power, in milliwatts, available to a specific PoE port. The value
specified is used to supply inline power to devices such as IP telephones and wireless LAN devices.

lanpower {slot/port | slot} power milliwatts

Syntax Definitions

slot/port A PoE port on which the maximum amount of inline power is being
configured.
milliwatts The maximum amount of inline power, in milliwatts, being made avail-

able to the corresponding port. Refer to the OmniSwitch Hardware
Users Guide PoE specifications.

Defaults

parameter default Range
milliwatts (0S6400) 15400 3000-18000
milliwatts (OS6850 ) 15400 3000-18000
milliwatts (OS6855) 15400 3000-20000
milliwatts (OS9000) 15400 3000-18000

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000

Usage Guidelines

e Using this command does not immediately allocate the power to the slot or port. Any unused power is
still available and remains a part of the overall PoE budget.

¢ To globally specify the amount of inline power available to all ports in a slot, refer to the lanpower
maxpower command on page 3-8.

e Be sure that the value specified complies with specific power requirements for all attached IP tele-
phones and wireless LAN devices.

¢ Note that the power value for the lanpower power command is specified in milliwatts (mW); the
related command, lanpower maxpower, is specified in watts (W).

Examples

-> lanpower 3/1 power 3025

Release History

Release 6.1; command was introduced.
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Related Commands
lanpower maxpower Specifies the maximum amount of inline power, in watts,
available to all POE ports in a specified slot.

show lanpower Displays current inline power status and related statistics for
all PoE ports in a specified slot.

MIB Objects

alaPethPsePortTable
alaPethPsePortPowerMaximum
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lanpower maxpower

Specifies the maximum amount of inline power, in watts, available to all PoE ports in a specified slot.

lanpower slot maxpower watts

Syntax Definitions

slot The slot containing PoE ports on which the maximum amount of inline
power allowed is being configured.

watts The maximum amount of inline power, in watts, available to all POE
ports in the corresponding slot. Refer to the OmniSwitch Hardware
Users Guide for additional PoE specifications.

Defaults

parameter default
watts (OS6850-P48 with 900w 480
power supply)

watts (OS6850 with 360w power 240
supply)

watts (O0S6850 with 510w power 390
supply)

watts (0S6855-14) 66
watts (0S6855-24) 80
watts (OS9000) 260

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000

Usage Guidelines

e Before changing the maximum slot-wide power allowance, you must disable PoE for the slot via the
lanpower stop command. Once the new value is assigned, re-enable PoE for the slot via the lanpower
start command.

e To specify the maximum amount of inline power available to a single port, refer to the lanpower
power command on page 3-6.

¢ Note that the power value for the lanpower maxpower command is specified in watts (W); the related
command, lanpower power, is specified in milliwatts (mW).

Examples

-> lanpower 3 maxpower 200
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Release History

Release 6.1; command was introduced.

Related Commands
lanpower power Specifies the maximum amount of inline power, in milli-
watts, available to a specific PoE port.

show lanpower Displays current inline power status and related statistics for
all PoE ports in a specified slot.

MIB Obijects

alaPethMainPseGroup
alaPethMainPseMaxPower
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lanpower priority

Specifies an inline power priority level to a port. Levels include critical, high, and low.

lanpower slot/port priority {critical | high | low}

Syntax Definitions
slot/port The particular port on which a priority level is being configured.

critical Intended for ports that have mission-critical devices attached, and there-
fore require top (i.e., critical) priority. In the event of a power manage-
ment issue, inline power to critical ports is maintained as long as
possible.

high Intended for ports that have important, but not mission-critical, devices
attached. If other ports in the chassis have been configured as critical,
inline power to high-priority ports is given second priority.

low Intended for ports that have low-priority devices attached. In the event
of a power management issue, inline power to low-priority ports is inter-
rupted first (i.e., before critical- and high-priority ports).

Defaults
parameter default
low | high | critical low

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000

Usage Guidelines
N/A

Examples

-> lanpower 2/16 priority low

Release History

Release 6.1; command was introduced.

page 3-10 OmniSwitch CLI Reference Guide ~ April 2010



Power over Ethernet (PoE) Commands

Related Commands

show lanpower Displays current inline power status and related statistics for
all PoE ports in a specified slot.

MIB Obijects

pethPsePortGroup
pethPsePortPowerPriority
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lanpower priority-disconnect

Enables or disables the priority disconnect function on all ports in a specified slot. Priority disconnect is
used by the system software in determining whether an incoming PD will be granted or denied power
when there are too few watts remaining in the POE power budget for an additional device. For detailed
information on this function, refer to the “Managing Power over Ethernet (PoE)” chapter in the
OmniSwitch Hardware Users Guide.

lanpower slot priority-disconnect {enable | disable}

Syntax Definitions

slot

enable

disable

Defaults

The particular slot on which the priority disconnect function is being
enabled or disabled.

Enables priority disconnect on a specified port. When this function is
enabled and a power budget deficit occurs in which there is inadequate
power for an incoming device, the system software uses priority discon-
nect rules to determine whether an incoming device will be granted or
denied power. For information on priority disconnect rules, refer to the
“Managing Power over Ethernet (PoOE)” chapter in the

OmniSwitch Hardware Users Guide.

Disables priority disconnect on a specified port. When priority discon-
nect is disabled and there is inadequate power in the budget for an addi-
tional device, power will be denied to any incoming PD, regardless of
its priority status.

parameter

default

enable | disable

enable

Platforms Supported

OmniSwitch 6400, 6850, 6855, 9000

Usage Guidelines
N/A

Examples

-> lanpower 2 priority-disconnect disable

Release History

Release 6.1; command was introduced.
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Related Commands

lanpower priority Specifies an inline power priority level to a port. Levels
include critical, high, and low.
show lanpower priority-disconnect Displays the priority disconnect function status on all ports in

a specified slot.

MIB Objects

alaPethMainPseTable
alaPethMainPsePriorityDisconnect
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lanpower slot-priority

Configures an inline power priority level for a slot. If the power supply of the power shelf goes down, the
order of a particular daughter module will be disabled based on priority, thus affecting the power budget
available to the whole chassis. Levels include critical, high, and low.

lanpower slot slot-priority {critical | high | low}

Syntax Definitions
slot The particular slot on which a priority level is being configured.

critical Intended for slots that have mission-critical devices attached and there-
fore require top (i.e., critical) priority. In the event of a power manage-
ment issue, inline power to critical ports is maintained as long as
possible.

high Intended for slots that have important, but not mission-critical devices
attached. If other ports in the chassis have been configured as critical,
inline power to high-priority ports is given second priority.

low Intended for slots that have low-priority devices attached. In the event of
a power management issue, inline power to low-priority ports is inter-
rupted first (i.e., before critical- and high-priority ports).

Defaults
parameter default
low | high | critical low

Platforms Supported
OmniSwitch 9000

Usage Guidelines

e Note that if all the POE NI modules are all configured with the same priority level, then priority is
determined based on the slot number of the module; the lower the slot number the higher the priority.
For example, if slots 1, 2, 7, and 8 are powered by two POE power supplies and one of the power
supplies goes down, power is cut to slots 7 and 8 because they have a lower priority than slots 1 and 2.

Examples

-> lanpower 1 slot-priority critical
-> lanpower 2 slot-priority high

-> lanpower 3 slot-priority low

Release History

Release 6.1.3; command was introduced.
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Related Commands

show lanpower slot-priority Displays the order in which a particular daughter module will
be disabled if a power shelf power supply goes down, thus
affecting the power budget available to the chassis.

MIB Obijects

alaPethMainPseTable
alaPethMainPsePriority
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lanpower redundant-power

Enables or disables power supply redundancy for Power over Ethernet on the switch.

lanpower redundant-power {enable | disable}

Syntax Definitions

enable Enables redundant power on the switch.
disable Disables redundant power on the switch.
Defaults

parameter default

enable | disable disable

Platforms Supported
OmniSwitch 9000

Usage Guidelines

e |n order to comply with 911 emergency requirements, POE power redundancy status must be enabled at
all times. For additional requirements, refer to the “Managing Power over Ethernet (PoE)” chapter in
the OmniSwitch Hardware Users Guide.

Examples

-> lanpower redundant-power enable

Release History

Release 6.1.3; command was introduced.

Related Commands
N/A

MIB Obijects

alaPethMainTable
alaPethMainPowerRedundancy
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lanpower capacitor-detection

Enables or disables the capacitor detection method.

lanpower slot capacitor-detection {enable | disable}

Syntax Definitions

slot The particular slot on which the capacitor detection method is being
enabled or disabled.

enable Enables the capacitor detection method.

disable Disables the capacitor detection method.

Defaults

parameter default

enable | disable disable

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000

Usage Guidelines

The capacitor detection method should only be enabled if there are legacy IP phones attached to the corre-
sponding slot—this feature is not compatible with IEEE specification 802.3af. Please contact your Alca-
tel-Lucent sales engineer or Customer Support representative to find out which Alcatel-Lucent IP phones
models need capacitive detection enabled.

Examples

-> lanpower 3 capacitor-detection enable

Release History

Release 6.1; command was introduced.

Related Commands

show lanpower capacitor-detection Displays capacitor detection method status.

MIB Objects

alaPethMainTable
alaPethMainPseCapacitorDetect
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show lanpower

Displays current inline power status and related statistics for all PoE ports in a specified slot.

show lanpower slot

Syntax Definitions

slot The slot for which current inline power status and related statistics are to
be displayed.

Defaults

N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000

Usage Guidelines
N/A

Examples

-> show lanpower 1

Port Maximum(mW) Actual Used(mW) Status Priority On/Off
e o o o o
1 18000 0 Undefined Low OFF
2 18000 0 Undefined Low OFF
3 18000 0 Undefined Low OFF
4 18000 0 Undefined Low OFF
5 18000 0 Undefined Low OFF
6 18000 0 Undefined Low OFF
7 18000 0 Undefined Low OFF
8 18000 0 Undefined Low OFF
9 18000 0 Undefined Low OFF
10 18000 0 Undefined Low OFF
11 18000 0 Undefined Low OFF
12 18000 0 Undefined Low OFF
13 18000 0 Undefined Low OFF
14 18000 0 Undefined Low OFF
15 18000 0 Undefined Low OFF
16 18000 0 Undefined Low OFF
17 18000 0 Undefined Low OFF
18 18000 0 Undefined Low OFF
19 18000 0 Undefined Low OFF
20 18000 0 Undefined Low OFF
21 18000 0 Undefined Low OFF
22 18000 0 Undefined Low OFF
23 18000 0 Undefined Low OFF
24 18000 0 Undefined Low OFF

(Output continued on next page)
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25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48

Slot 1 Max Watts 380

18000
18000
18000
18000
18000
18000
18000
18000
18000
18000
18000
18000
18000
18000
18000
18000
18000
18000
18000
18000
18000
18000
18000
18000

[eNeoNeoNoNoNoNeoNoNolNoNoNoNoNoNoNoNolNoNoNoNoNoNoNo]

Undefined
Undefined
Undefined
Undefined
Undefined
Undefined
Undefined
Undefined
Undefined
Undefined
Undefined
Undefined
Undefined
Undefined
Undefined
Undefined
Undefined
Undefined
Undefined
Undefined
Undefined
Undefined
Undefined
Undefined

380 Watts Total Power Budget Remaining
380 Watts Total Power Budget Available
1 Power Supplies Available

output definitions

Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low
Low

OFF
OFF
OFF
OFF
OFF
OFF
OFF
OFF
OFF
OFF
OFF
OFF
OFF
OFF
OFF
OFF
OFF
OFF
OFF
OFF
OFF
OFF
OFF
OFF

Port

Maximum (mw)

Actual Used (mW)

Status

A PoE port for which current status and related statistics are being
displayed.

The current maximum amount of power available to the corresponding
PoE port, in milliwatts. The default value is 15400. To change this set-
ting, use the lanpower power command.

The actual amount of power being used by an attached device (if appli-
cable), in milliwatts. If no device is attached to the corresponding port,
this row displays a value of 0.

Displays the current operational status. Options include Powered On,

Powered Off, and Undefined.
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output definitions (continued)

Priority

On/Off

Max Watts

Total Power Budget
Remaining

Total Power Budget Available

Power Shelf Power Supplies
Available

The current priority level for the corresponding PoE port. Options
include Critical, High, and Low. Critical should be reserved for ports
that have mission-critical devices attached, and therefore require top
(i.e., critical) priority. In the event of a power management issue, inline
power to critical ports is maintained as long as possible. High indicates
ports that have important, but not mission-critical, devices attached. If
other ports in the chassis have been configured as critical, inline power
to high-priority ports is given second priority. Low priority is for ports
that have low-priority devices attached. In the event of a power man-
agement issue, inline power to low-priority ports is interrupted first
(i.e., before critical and high-priority ports).

The default value is Low. Priority levels can be changed using the
lanpower priority command.

Displays whether a port has been manually turned on or off by the user.
ON indicates that the port has been turned on by the user via the
lanpower start command. OFF indicates that the port has been turned
off by the user via the lanpower stop command.

The maximum watts available to the corresponding slot. The maximum
watts value for a slot can be changed using the lanpower maxpower
command.

The amount of power budget remaining for POE modules. If the total
power budget remaining is exceeded, a power error will occur and the
switch’s chassis management software will begin shutting down power
to PoE ports according to their priority levels.

The total amount of power remaining, based upon the number of power
supplies installed and operating in the power shelf.

The number of power supplies currently installed and operating in the
switch’s power shelf. The power shelf is also referred to as Power
Source Equipment (PSE).

Release History

Release 6.1; command was introduced.

Related Commands
N/A
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MIB Obijects

alaPethMainPseGroup
alaPethMainPseAdminStatus
pethPsePortTable
pethPsePortAdminEnable
alaPethPsePortTable
alaPethPsePortPowerMaximum
alaPethMainPseGroup

alaPethMainPseMaxPower
pethMainPsePower

pethPsePortGroup
pethPsePortPowerPriority
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show lanpower capacitor-detection

Displays the capacitor detection method status.

show lanpower capacitor-detection slot

Syntax Definitions

slot The particular slot on which the capacitor detection method status is
being displayed.

Defaults

N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000

Usage Guidelines
N/A

Examples

-> show lanpower capacitor-detection 2
Capacitor Detection enabled on Slot 2

Release History

Release 6.1; command was introduced.

Related Commands

lanpower capacitor-detection Enables or disables the capacitor detection method.

MIB Objects

alaPethMainTable
alaPethMainPseCapacitorDetect
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show lanpower priority-disconnect

Displays the priority disconnect function status on all ports in a specified slot.

show lanpower priority-disconnect slot

Syntax Definitions

slot The particular slot on which the priority disconnect function status you
want to display.

Defaults

N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000

Usage Guidelines
N/A

Examples

-> show lanpower priority-disconnect 2
Slot 2 Priority Disconnect Enabled!

Release History

Release 6.1; command was introduced.

Related Commands
lanpower priority-disconnect Enables or disables the priority disconnect function on all
ports in a specified slot.

MIB Objects

alaPethMainPseTable
alaPethMainPsePriorityDisconnect
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show lanpower slot-priority

Displays the inline power prioirty level for the specified slot number.

show lanpower slot-priority slot

Syntax Definitions

slot The slot number for which to display the priority level.

Defaults
N/A

Platforms Supported
OmniSwitch 9000

Usage Guidelines

This command is not supported on the stackable PoE switches.

Examples

-> show lanpower slot-priority 1
slot 1 priority Low!

Release History

Release 6.1.3; command was introduced.

Related Commands

lanpower slot-priority Configures an inline power priority level for a slot

MIB Objects

alaPethMainPseTable
alaPethMainPsePriority
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4 Source Learning
Commands

Source Learning is responsible for creating, updating, and deleting source and destination MAC Address
entries in the MAC Address Table. This chapter includes descriptions of Source Learning commands used
to create or delete static MAC addresses, define the aging time value for static and dynamically learned
MAC addresses, and display MAC Address Table entries and statistics.

MIB information for Source Learning commands is as follows:

Filename: Alcatelind1MacAddress.mib
Module: ALCATEL-IND1-MAC-ADDRESS-MIB

A summary of the available commands is listed here:

mac-address-table

mac-address-table vpls permanent sap
mac-address-table vpls permanent mesh-sdp
mac-address-table static-multicast
mac-address-table aging-time
source-learning chassis-distributed
source-learning

show mac-address-table

show mac-address-table all

show mac-address-table vpls

show mac-address-table vpls sap

show mac-address-table vpls mesh-sdp
show mac-address-table static-multicast
show mac-address-table count

show mac-address-table vpls count
show mac-address-table all count

show mac-address-table aging-time
show source-learning

show source-learning chassis-distributed
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mac-address-table

Configures a destination unicast MAC address. The configured (static) MAC address is assigned to a non-
mobile switch port or link aggregate ID and VLAN. Packets received on ports associated with the speci-
fied VLAN that contain a destination MAC address that matches the static MAC address are forwarded to
the specified port. Static destination MAC addresses are maintained in the Source Learning MAC address
table.

mac-address-table [permanent] mac_address {slot/port | linkagg link_agg} vid [bridging | filtering]

no mac-address-table [permanent | learned] [mac_address {slot/port | linkagg link_agg} vid]

Syntax Definitions

permanent Defines a permanent static MAC Address that is not removed when the
switch reboots.
learned Specifies that the MAC address is a dynamically learned address.
mac_address Enter the destination MAC Address to add to the MAC Address Table
(e.g., 00:00:39:59:f1:0c).
slot/port Enter the slot number for the module and the physical port number on
that module (e.g., 3/1 specifies port 1 on slot 3).
link_agg Enter a link aggregate ID number (0-31). See Chapter 8, “Link Aggre-
gation Commands.”
vid VLAN ID number (1-4094).
bridging Specifies that all packets to or from this MAC address are bridged.
filtering Specifies that all packets to or from this MAC address are dropped.
Defaults
parameter default
permanent permanent
bridging | filtering bridging

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

e Use the no form of this command to remove a MAC address from the Source Learning MAC Address
Table.

¢ The specified slot/port or link aggregate 1D must already belong to the specified VLAN. Use the vlan
port default command to assign a port or link aggregate ID to a VLAN before you configure the static
MAC address. Only traffic from other ports associated with the same VLAN is directed to the static
MAC address slot/port.
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e Select the filtering parameter to set up a denial of service to block potential hostile attacks. Traffic sent
to or from a filtered MAC address is dropped. Select the bridging parameter for regular traffic flow to
or from the MAC address.

¢ If a packet received on a port associated with the same VLAN contains a source address that matches a
static MAC address, the packet is discarded.

e Static MACs are not supported on mobile ports.

e Only static MAC address entries with a permanent management status are captured when a snapshot
of the switch’s running configuration is taken.

e Use the mac-address-table aging-time command (see page 4-10) to set the aging time value for all
static and dynamically learned MAC addresses. This is the value applied to static MAC addresses
defined using the mac-address-table timeout form of this command.

Examples

-> mac-address-table permanent 00:00:39:59:f1:0c 4/2 355
-> no mac-address-table

-> no mac-address-table 5/1 755

-> no mac-address-table permanent

Release History

Release 6.1; command was introduced.

Related Commands

mac-address-table aging-time  Configures aging time, in seconds, for static and dynamically learned
MAC addresses.

show mac-address-table Displays Source Learning MAC Address Table information.

show mac-address-table count Displays Source Learning MAC Address Table statistics.

show mac-address-table aging- Displays the current aging time value for the Source Learning MAC
time Address Table.

MIB Obijects

sIMacAddressTable

sIMacAddress
sIMacAddressManagement
sIMacAddressDisposition

OmniSwitch CLI Reference Guide ~ April 2010 page 4-3



Source Learning Commands

mac-address-table vpls permanent sap

Configures a static MAC address and associates that address with the specified Service Access Point
(SAP) ID for the specified Virtual Private LAN Service (VPLS).

mac-address-table vpls service-id permanent mac-address sap {sap-id | linkagg sap-id}

no mac-address-table vpls service-id permanent mac-address

no mac-address-table vpls service-id learned [sap sap-id | linkagg sap-id] mac-address

Syntax Definitions

service-id An existing VPLS 1D number.

mac-address A 48-bit MAC address (aa:bb:cc:dd:ee:ff). Valid addresses are any non-

broadcast, non-multicast MAC, and non-1EEE reserved addresses.

sap-id The access slot and port number or link aggregate 1D (0-31) and encap-

sulation value for an existing SAP (e.g., 1/10:0, 1/12:all, 20:150, 10:all).

learned Specifies that the MAC address is a dynamically learned address. This

option is only available with the no form of this command.

Defaults
N/A

Platforms Supported
OmniSwitch 9000E

Usage Guidelines

Use the no form of this command to remove the configured static MAC from the source learning FDB.

The specified VPLS ID and SAP ID must already exist in the VPLS configuration for the switch. See
the “VPLS Commands” chapter in this guide for information about how to configure a VPLS and SAP.

A SAP ID is comprised of an access (customer-facing) port or link aggregate and an encapsulation
value that is used to identify the type of customer traffic to map to the associated service.

Static MACs associated with a SAP are classified as local MACs. A local MAC is used by the associ-
ated VPLS so that MAC addresses are not learned on the edge device.

A MAC address can participate in only one static MAC address entry (local or remote) for a specific
VPLS.

Static MAC addresses configured on one edge device are not propagated to other edge devices associ-
ated with the same VPLS instance. Each edge device has an independent forwarding database for the
associated VPLS.

Examples

-> mac-address-table vpls 10 permanent 00:00:da:3e:44:01 sap 1/2:100
-> mac-address-table vpls 10 permanent 00:00:da:3e:44:01 sap linkagg 10:100
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-> no mac-address-table vpls 10 00:00:da:3e:44:01

-> no mac-address-table vpls 10 permanent 00:00:da:3e:44:01

-> no mac-address-table vpls 20 learned 00:2a:3e:11:22:10

-> no mac-address-table vpls 30 learned 1/10:all 00:2a:3e:11:22:09

-> no mac-address-table vpls 40 learned linkagg 10:all 00:2a:3e:11:22:08

Release History

Release 6.4.2; command was introduced.

Related Commands

show mac-address-table all Displays Source Learning MAC Address Table contents for the VLAN
and VPLS domain.

show mac-address-table vpls  Displays the Source Learning MAC Address Table contents for the
sap specified VPLS Service Access Point binding.

MIB Obijects

sIMacAddressGlobalTable

sIMacDomain
slLocalType
slOriginld
slServiceld
sIMacAddressGbl
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mac-address-table vpls permanent mesh-sdp

Configures a static MAC address and associates that address with the specified Service Distribution Point
(SDP) ID binding with the specified Virtual Private LAN Service (VPLS).

mac-address-table vpls service-id permanent mac-address mesh-sdp sdp-id[:vc-id]
no mac-address-table vpls service-id permanent mac-address

no mac-address-table vpls service-id learned [mesh-sdp sdp-id[:vc-id]] mac-address

Syntax Definitions

service-id An existing VPLS 1D number.

mac-address A 48-bit MAC address (aa:bb:cc:dd:ee:ff). Valid addresses are any non-
broadcast, non-multicast MAC, and non-l1EEE reserved addresses.

sdp-id An existing SDP ID number that is bound to the specified service ID
number.

vc-id Optional. The VC ID number appended to the specified SDP ID
number.

learned Specifies that the MAC address is a dynamically learned address. This

option is only available with the no form of this command.

Defaults
parameter default
ve-id service-id value

Platforms Supported
OmniSwitch 9000E

Usage Guidelines
e Use the no form of this command to remove the configured static MAC from the source learning FDB.

e The specified VPLS ID and SDP ID must already exist in the VPLS configuration for the switch. See
the “VPLS Commands” chapter in this guide for information about how to configure a VPLS and SDP.

e Static MACs associated with SDPs are classified as remote MACs. A remote MAC is used by the asso-
ciated VPLS so that MAC addresses are not learned on the edge device.

e A MAC address can participate in only one static MAC address entry (local or remote) for a specific
VPLS.

e Static MAC addresses configured on one edge device are not propagated to other edge devices associ-
ated with the same VPLS instance. Each edge device has an independent forwarding database for the
associated VPLS.
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Examples

-> mac-address-table vpls 10 permanent 00:00:da:3e:44:01 mesh-sdp 10
-> no mac-address-table vpls 10 learned 00:00:da:3e:44:01
-> no mac-address-table vpls 20 learned mesh-sdp 20 00:2a:d5:11:2a:31

Release History

Release 6.4.2; command was introduced.

Related Commands

show mac-address-table Displays Source Learning MAC Address Table information.

show mac-address-table vpls  Displays Source Learning MAC Address Table information for the
mesh-sdp specified VPLS mesh-SDP binding.

MIB Obijects

sIMacAddressGlobalTable

sIMacDomain
slLocalType
slOriginlid
slServiceld
sIMacAddressGbl
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mac-address-table static-multicast

Configures a static multicast MAC address and assigns the address to one or more egress ports. Packets
received on ports associated with the specified VLAN that contain a destination MAC address that
matches the static multicast address are forwarded to the specified egress ports. Static multicast MAC
addresses are maintained in the Source Learning MAC address table.

mac-address-table static-multicast multicast_address {slot1/port1[-portla] [slot2/port2[-port2a]...] |
linkagg link_agg} vid

no mac-address-table static-multicast [multicast_address {slot1/portl[-portla] [slot2/port2[-port2a]...] |
linkagg link_agg} vid]

Syntax Definitions

multicast_address Enter the destination multicast MAC Address to add to the MAC
Address Table (e.g., 01:00:39:59:1:0c).

slotl/portl[-portla] The egress slot and port combination that is assigned to the static multi-
cast MAC address. You may enter multiple ports and port ranges.

slot2/port2[-port2a] Additional egress slot and port combinations may be assigned to the
static multicast MAC address. You may enter multiple ports and port
ranges.

link_agg Enter a link aggregate 1D number (0-29). See Chapter 8, “Link Aggre-
gation Commands.”

vid VLAN ID number (1-4094).

Defaults

N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855

Usage Guidelines

e Use the no form of this command to remove a static multicast MAC address from the Source Learning
MAC Address Table. Note that if no parameters are specified with this form of the command, then all
static multicast addresses are removed.

¢ Note that a MAC address is considered a multicast MAC address if the least significant bit of the most
significant octet of the address is enabled. For example, MAC addresses with a prefix of 01, 03, 05, 13,
etc., are multicast MAC addresses.

e If a multicast prefix value is not present, then the address is treated as a regular MAC address and not
allowed when using the mac-address-table static-multicast command. Also note that multicast
addresses within the following ranges are not supported:

01:00:5E:00:00:00 to 01:00:5E:7F:FF:FF
01:80:C2: XX.XX. XX
33:33: X XXX XX XX

page 4-8 OmniSwitch CLI Reference Guide ~ April 2010



Source Learning Commands

e The configured (static) multicast MAC address is assigned to a non-mobile switch port or link aggre-
gate ID and VLAN. Static multicast MACs are not supported on mobile ports.

¢ In addition to configuring the same static multicast address for multiple ports within a given VLAN, it
is also possible to use the same multicast address across multiple VLANS.

e The specified slot/port or link aggregate 1D must already belong to the specified VLAN. Use the
vlan port default command to assign a port or link aggregate ID to a VLAN before you configure the
static MAC address. Only traffic from other ports associated with the same VLAN is directed to the
static multicast MAC address slot/port.

¢ If the configuration snapshot or write memory command is entered after a static multicast MAC
address is configured, the resulting ASCII file or boot.cfg file will include the following additional
syntax for the mac-address-table static-multicast command:

group num

This syntax indicates the number of the multicast group that the switch has assigned to the multicast
MAC address for the given VLAN association. Each multicast address — VLAN association is treated
as a unique instance and assigned a group number specific to that instance. Up to 1022 such instances
are supported per switch.

¢ Note that if the port assigned to a multicast MAC address is down or administratively disabled when
the configuration snapshot or write memory command is used, the multicast MAC address is not
saved to the resulting ASCII file or boot.cfg file.

Examples

-> mac-address-table static-multicast 02:00:39:59:f1:0c 4/2 355

-> mac-address-table static-multicast 01:00:00:3a:44:11 1/12-24 255

-> mac-address-table static-multicast 03:00:00:3a:44:12 1/10 2/1-6 3/1-8 1500
-> mac-address-table static-multicast 04:00:00:3a:44:13 linkagg 10 455

-> no mac-address-table static-multicast 03:00:00:3a:44:12 1/10 1500

-> no mac-address-table static-multicast 04:00:00:3a:44:13 linkagg 10 455

-> no mac-address-table static-multicast

Release History

Release 6.1.2; command was introduced.

Related Commands

show mac-address-table Displays Source Learning MAC Address Table information.

show mac-address-table static- Displays a list of static multicast MAC addresses that are configured in
multicast the Source Learning MAC Address Table.

show mac-address-table count Displays Source Learning MAC Address Table statistics.

MIB Obijects

sIMacAddressTable

sIMacAddress
sIMacAddressManagement
sIMacAddressDisposition
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mac-address-table aging-time

Configures aging time, in seconds, for static and dynamically learned MAC addresses. When a MAC
address has aged beyond the aging-time value, the MAC address is discarded.

mac-address-table aging-time seconds

no mac-address-table aging-time

Syntax Definitions

seconds Aging time value (in seconds). Do not use commas in value. The range
is 60—21000000.

Defaults
By default, the aging time is set to 300 seconds.

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

e Use the no form of this command to set the aging-time back to the default value of 300 seconds.

e The aging time value is a global value that applies to all VLANs. Configuring this value on a per
VLAN basis is not supported on this platform.

¢ Note that an inactive MAC address may take up to twice as long as the aging time value specified to
age out of the MAC address table. For example, if an aging time of 60 seconds is specified, the MAC
will age out any time between 60 and 120 seconds of inactivity.

¢ If the timeout parameter is not specified when using the mac-address-table command (see page 4-2)
to configure a static MAC address, then the aging time value is not applied to the static MAC address.

e The MAC address table aging time is also used as the timeout value for the Address Resolution Proto-
col (ARP) table. This timeout value determines how long the switch retains dynamically learned ARP
table entries.

Examples

-> mac-address-table aging-time 1200
-> no mac-address-table aging-time

Release History

Release 6.1; command was introduced.
Release 6.1.1; vlan parameter not supported.
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Related Commands

mac-address-table Configures a static destination Unicast MAC address for a VLAN
bridge.
show mac-address-table Displays Source Learning MAC Address Table information.

show mac-address-table count Displays Source Learning MAC Address Table statistics.

show mac-address-table aging- Displays the current aging time value for the Source Learning MAC
time Address Table.

MIB Obijects

sIMacAddressAgingTable
sIMacAgingValue
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source-learning

Configures the status of source MAC address learning on a single port, a range of ports, or on a link
aggregate of ports.

source-learning {port slot/port1[-port2?] | linkagg linkagg_num} {enable | disable}

Syntax Definitions

slot/portl The slot number for the module and the physical port number on that
module (e.g., 3/1 specifies port 1 on slot 3).

-port2 The last port number in a range of ports that you want to configure on
the same slot (e.g, 3/1-4 specifies ports 1, 2, 3, and 4 on slot 3).

linkagg_num Specifies the link aggregate port ID.

enable Enables source learning.

disable Disables source learning.

Defaults

By default, source learning is enabled on all ports.

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

Configuring source learning is not supported on mobile ports, Learned Port Security ports, individual
ports which are members of a link aggregate, or Access Guardian (802.1x) ports.

When port-based source learning is configured for a link aggregate ID, it affects all the ports that are
members of the link aggregate.

When source-learning is disabled on a port or link aggregate, all dynamically learned MAC addresses
are removed from the MAC address table.

Static MAC addresses associated with a port or link aggregate are not cleared when source learning is
disabled. Also, new static MAC address configurations are allowed on ports or link aggregates even
when source learning is disabled on them.

Disabling source learning on a port or link aggregate is useful on a ring configuration where switch A
does not have to learn MAC addresses from switch B or for a Transparent LAN Service, where service
provider does not require the MAC addresses of the Customer network.

Examples

-> source-learning port 1/2 disable
-> source-learning port 1/3-9 disable
-> source-learning linkagg 10 disable
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Release History

Release 6.4.2; command added.

Related Commands

show source-learning Displays Source Learning status of each port or linkagg ports on a
switch.

Related MIB Objects

sIMacAddressTable

sIMacLearningControlTable
sIMacLearningControlEntry
sIMacLearningControlStatus
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source-learning chassis-distributed

Enables or disables the distributed MAC source learning mode for the chassis. Enabling this mode
increases the number of learned MAC addresses supported to 16K per module and up to 64K per chassis.

source-learning chassis-distributed {enable | disable}

Syntax Definitions

enable Enables distributed MAC source learning mode.
disable Disables distributed MAC source learning mode.
Defaults

By default distributed MAC source learning mode is disabled for the chassis.

Platforms Supported
OmniSwitch 9000, 9000E

Usage Guidelines

e After the distributed MAC mode is either enabled or disabled using this command, immediately save
the switch configuration using the write memory command and then reboot the switch.

¢ Distributed MAC source learning is not supported on an OmniSwitch stackable switches.
e When the distributed MAC source learning mode is disabled (the default), the maximum number of
learned MAC addresses allowed per OmniSwitch chassis-based switch is 16K.

Examples

-> source-learning chassis-distributed enable
-> source-learning chassis-distributed disable

Release History

Release 6.1.3; command was introduced.

Related Commands

show source-learning chassis- Displays the current status of the distributed MAC source learning
distributed mode.

MIB Obijects

sIMacAddressTable
sIDistributedMacMode
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show mac-address-table

Displays Source Learning MAC Address Table information.

show mac-address-table [permanent | learned | quarantined] [mac_address] [slot slot | slot/port] [link-
agg link_agg] [vid | vid1-vid2]

Syntax Definitions

permanent Display static MAC addresses with a permanent status.

learned Display dynamically learned MAC addresses.

guarantined Display MAC addresses quarantined by the Quarantine Manager and
Remediation (QMR) application.

mac_address Enter a MAC Address (e.g., 00:00:39:59:f1:0c).

slot Enter the slot number for a module to specify that the command should

include all ports on that module (e.g., 6 specifies all ports on the module
found in slot 6 of the switch chassis).

slot/port Enter the slot number and the physical port number on that module
(e.g., 3/1 specifies port 1 on slot 3).

link_agg Enter a link aggregate 1D number (0-31). See Chapter 8, “Link Aggre-
gation Commands.”

vid A single VLAN ID number (1-4094).

vidl-vid2 A range of VLAN IDs that you want to configure (e.g. 10-12 specifies

VLANSs 10, 11, and 12).

Defaults

By default, information is displayed for all MAC addresses contained in the table.

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

¢ Note that only one VLAN entry—a single VLAN ID or a range of VLAN IDs— is allowed with this
command. Multiple entries are not accepted.

e If a static MAC address is configured on a port link that is down or disabled, an asterisk appears to the
right of the MAC address in the show mac-address-table command display. The asterisk indicates
that this is an invalid MAC address. When the port link comes up, however, the MAC address is then
considered valid and the asterisk no longer appears next to the address in the display.
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Examples

-> show mac-address-table
Legend: Mac Address: * = address not valid

Domain V0Ian/Srvcld Mac Address Type Protocol Operation Interface
———————— gy
VLAN 1 00:00:00:00:00:01 learned 0800 bridging 8/1
VLAN 1 00:d0:95:6a:73:9a learned aaaa0003 bridging 10/23

Total number of Valid MAC addresses above = 2

-> show mac-address-table 10-15
Legend: Mac Address: * = address not valid

Domain VI0Ian/Srvcld Mac Address Type Protocol Operation Interface

-------- T ST e Tl T TR
VLAN 10 00:00:00:00:00:01 learned 0800 bridging 1/2
VLAN 10 00:d0:95:6a:73:9a learned aaaa0003 bridging 1/2
VLAN 11 00:d0:95:a3:e0:0d learned -——= bridging 1/3
VLAN 11 00:d0:95:a3:e5:09 learned -——= bridging 1/3
VLAN 11 00:d0:95:a3:e7:75 learned -——= bridging 1/4
VLAN 12 00:d0:95:a3:ed:f7 learned -—— bridging 2/1
VLAN 12 00:d0:95:a8:2a:b6 learned -—— bridging 2/1
VLAN 12 00:d0:95:ad:e3:cc learned - bridging 2/1
VLAN 13 00:d0:95:ae:3b:f6 learned -——= bridging 2/8
VLAN 13 00:d0:95:b2:3d:fa learned -——= bridging 2/8
VLAN 14 00:00:0a:00:00:00 quarantined -——— filtered 5/1
VLAN 14 00:00:0a:00:00:01 quarantined -—— filtered 5/1
VLAN 14 00:00:0a:00:00:02 quarantined -—— filtered 5/1
VLAN 14 00:00:0a:00:00:03 quarantined - filtered 5/1

Total number of Valid MAC addresses above = 14

-> show mac-address-table quarantined
Legend: Mac Address: * = address not valid

Domain VI0Ian/Srvcld Mac Address Type Protocol Operation Interface
-------- T ST e Tl T TR
VLAN 14 00:00:0a:00:00:00 quarantined - filtered 5/1
VLAN 14 00:00:0a:00:00:01 quarantined - filtered 5/1
VLAN 14 00:00:0a:00:00:02 quarantined - filtered 5/1
VLAN 14 00:00:0a:00:00:03 quarantined -——- filtered 5/1

Total number of Valid MAC addresses above = 14

output definitions

Domain The domain to which the MAC address belongs (VLAN or VPLS).
VLAN/Srvcld Vlan 1D number or VPLS ID number associated with the MAC address.
Mac Address MAC address that is currently learned or statically assigned.

Type MAC address management status: learned, permanent, or quaran-

tined. Configured through the mac-address-table command.

Protocol Protocol type for the MAC address entry. Note that if the hardware
source learning mode is active for the port, this field is blank.
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output definitions

Operation The disposition of the MAC address: bridging (default) or filtering.
Configured through the mac-address-table command.
Interface The slot number for the module and the physical port number on that

module that is associated with the static or dynamically learned MAC
address. If the interface is a link aggregate ID, zero is displayed as the
slot number (e.g., 0/29).

Release History

Release 6.1; command was introduced.

Release 6.1.3; vid parameter modified to support a range of VLAN IDs.
Release 6.3.1; quarantined type added.

Release 6.4.2; Domain field added and Srvcld added to Vlan field.

Related Commands

show mac-address-table all Displays MAC addresses associated with both VLANs and Virtual
Private LAN Service (VPLS) services.

show mac-address-table count Displays Source Learning MAC Address Table statistics.

show mac-address-table aging- Displays the current aging time value for the Source Learning MAC
time Address Table.

MIB Obijects

sIMacAddressTable

sIMacAddress
sIMacAddressManagement
sIMacAddressDisposition
sIMacAddressProtocol
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show mac-address-table all

Displays MAC addresses associated with both VLANs and Virtual Private LAN Service (VPLS) services.

show mac-address-table all [permanent | learned]

Syntax Definitions

permanent Displays static MAC addresses with a permanent status.
learned Displays dynamically learned MAC addresses.
Defaults

By default, information is displayed for all MAC addresses contained in the table.

Platforms Supported
OmniSwitch 9000E

Usage Guidelines

If a static MAC address is configured on a port link that is down or disabled, an asterisk appears to the
right of the MAC address in the show mac-address-table command display. The asterisk indicates that
this is an invalid MAC address. When the port link comes up, however, the MAC address is then consid-
ered valid and the asterisk no longer appears next to the address in the display.

Examples

SW-D-> show mac-address-table all

Legend: Mac Address: * = address not valid

Domain VI0Ian/Srvcld Mac Address Type Protocol Operation Interface
-------- e ST e T TR
VLAN 13 00:d0:95:e9:cf:86 learned -—- bridging 16/1
VLAN 13 00:e0:b1:9c:8a:3c learned - bridging 16/1
VLAN 15 00:e0:b1:87:8d:68 learned -— bridging 16/12
VLAN 15 00:e0:b1:9¢c:87:2F learned -— bridging 16/12
VPLS 1000 00:01:bd:01:01:01 learned -——- servicing sdp:222:1000
VPLS 1000 00:01:bd:01:01:02 learned -—- servicing sdp:222:1000
VPLS 1000 00:01:bd:01:01:03 learned -—- servicing sdp:222:1000
VPLS 1000 00:01:bd:01:01:04 learned - servicing sdp:222:1000
VPLS 1000 00:01:bd:01:01:05 learned - servicing sdp:222:1000

Total number of Valid MAC addresses above = 14

output definitions

Domain The domain to which the MAC address belongs (VLAN or VPLYS).
VLAN/Srvcld Vlan ID number or VPLS ID number associated with the MAC address.
Mac Address MAC address that is currently learned or statically assigned.
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Type MAC address management status: learned, permanent, or quaran-
tined.

Protocol Protocol type for the MAC address entry. Note that if the hardware
source learning mode is active for the port, this field is blank.

Operation The disposition of the MAC address: bridging (default), filtering, or
servicing.

Interface The slot/port number that is associated with the MAC address. If the

interface is a link aggregate 1D, zero is displayed as the slot number
(e.g., 0/29). If the MAC is associated with a VPLS service, this field
contains the mesh-SDP or SAP binding information.

Release History

Release 6.4.2; command was introduced.

Related Commands

mac-address-table Configures a static destination Unicast MAC address for a VLAN
bridge.

mac-address-table vpls Configures a static MAC address for a VPLS SAP.

permanent sap

mac-address-table vpls Configures a static MAC address for a VPLS mesh-SDP binding.

permanent mesh-sdp

MIB Obijects

sIMacAddressGlobalTable
sIMacAddressGbl
sIMacAddressGblImanagement
sIMacAddressGblDisposition
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show mac-address-table vpls

Displays Source Learning MAC Address Table contents for VPLS services.

show mac-address-table vpls [service-id] [permanent | learned] [mac-address]

Syntax Definitions

service-id An existing VPLS ID number.

permanent Display static MAC addresses.

learned Display dynamically learned MAC addresses.

mac-address A 48-bit MAC address (aa:bb:cc:dd:ee:ff). Valid addresses are any non-

broadcast, non-multicast MAC, and non-1EEE reserved addresses.

Defaults

By default, all MAC addresses for all services are displayed.

Platforms Supported
OmniSwitch 9000E

Usage Guidelines

Use the optional parameters with this command to display information for specific services and MAC
address types.

Example

-> show mac-address-table vpls 1002 00:01:db:07:03:02
Legend: Mac Address: * = address not valid

Domain Vlan/Srvcld Mac Address Type Protocol Operation Interface
------ e T ST T

VPLS 1002 00:01:db:07:03:02 learned -—- servicing sap:0/16:1006

-> show mac-address-table vpls 1002 permanent
Legend: Mac Address: * = address not valid

Domain VIan/Srvcld Mac Address Type Protocol Operation Interface
——————— e

VPLS 1002 00:00:00:00:00:05 permanent --- servicing sap:0/16:1005
Total number of Valid MAC addresses above = 1

-> show mac-address-table vpls 1002 learned
Legend: Mac Address: * = address not valid

Domain VIan/Srvclid Mac Address Type Protocol Operation Interface
------- S

VPLS 1002 00:01:bd:01:02:01 learned -——= servicing sdp:222:1002
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VPLS 1002 00:01:bd:01:02:02 learned --- servicing sdp:222:1002
VPLS 1002 00:01:bd:01:02:03 learned --- servicing sdp:222:1002
VPLS 1002 00:01:bd:01:02:04 learned --- servicing sdp:222:1002
VPLS 1002 00:01:bd:01:02:05 learned --- servicing sdp:222:1002
VPLS 1002 00:01:bd:01:02:06 learned --- servicing sdp:222:1002
VPLS 1002 00:01:db:07:03:01 learned --- servicing sap:0/16:1005
VPLS 1002 00:01:db:07:03:02 learned --- servicing sap:0/16:1006
VPLS 1002 00:01:db:07:03:03 learned --- servicing sap:0/16:1007
VPLS 1002 00:01:db:07:03:04 learned --- servicing sap:0/16:1008
VPLS 1002 00:01:db:07:03:05 learned --- servicing sap:0/16:1009
VPLS 1002 00:01:db:07:03:06 learned --- servicing sap:0/16:1010
VPLS 1002 00:d0:95:e5:30:f2 learned - servicing sap:0/16:1005

Total number of Valid MAC addresses above = 13

output definitions

Domain The domain to which the MAC address belongs: VLAN or VPLS.

VLAN/Srvcld VLAN ID number or VPLS ID number associated with the MAC
address.

Mac Address MAC address that is currently learned or statically assigned.

Type MAC address management status: learned or permanent.

Protocol Protocol type for the MAC address entry. Note that if the hardware
source learning mode is active for the port, this field is blank.

Operation The disposition of the MAC address: bridging (default), filtering, or
servicing.

Interface The VPLS mesh-SDP or SAP binding information.

Release History

Release 6.4.2; command introduced

Related Commands

mac-address-table vpls Configures a static MAC address for a VPLS Service Access Point
permanent sap binding.

mac-address-table vpls Configures a static MAC address for a VPLS mesh-Service Distri-
permanent mesh-sdp bution Point binding.

Related MIB Obijects

sIMacAddressGlobalTable
slServiceld
sIMacAddressGbl
sIMacAddressGblImanagement
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show mac-address-table vpls sap

Displays Source Learning MAC Address Table information for the specified VPLS Service Access Point
(SAP) binding.

show mac-address-table vpls service-id sap {sap-id | linkagg sap-id} mac-address

Syntax Definitions
service-id An existing VPLS ID number.

sap-id The access slot and port number or link aggregate 1D (0-31) and encap-
sulation value for an existing SAP (e.g., 1/10:0, 1/12:all, 20:150, 10:all).

mac-address A 48-bit MAC address (aa:bb:cc:dd:ee:ff). Valid addresses are any non-
broadcast, non-multicast MAC, and non-1EEE reserved addresses.

Defaults
N/A

Platforms Supported
OmniSwitch 9000E

Usage Guidelines

e The specified VPLS ID and SAP ID must already exist in the VPLS configuration for the switch. See
the “VPLS Commands” chapter in this guide for information about how to configure a VPLS and SAP.

e A SAP ID is comprised of an access (customer-facing) port or link aggregate and an encapsulation
value that is used to identify the type of customer traffic to map to the associated service.

Example

-> show mac-address-table vpls 1002 sap linkagg 16:1006
Legend: Mac Address: * = address not valid

Domain Vlan/Srvcld Mac Address Type Protocol Operation Interface
----- T T L e a T T T
VPLS 1002 00:01:db:07:03:02 learned --- servicing sap:0/16:1006

Total number of Valid MAC addresses above = 1

output definitions

Domain The domain to which the MAC address belongs: VLAN or VPLS.
VLAN/Srvcld The VPLS ID number associated with the MAC address.

Mac Address MAC address that is currently learned or statically assigned.

Type MAC address management status: learned or permanent.
Protocol Protocol type for the MAC address entry. Note that if the hardware

source learning mode is active for the port, this field is blank.
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output definitions

Operation The disposition of the MAC address: bridging (default), filtering, or
servicing.
Interface The VPLS SAP binding to which the MAC address is associated.

Release History

Release 6.4.2; command introduced

Related Commands

mac-address-table vpls perma- Configures a static MAC address for a VPLS SAP binding.
nent sap

show source-learning chassis-  Displays the Source Learning MAC Address Table contents for
distributed VPLS service MAC addresses.

Related MIB Obijects

sIMacAddressGlobalTable

slServiceld

slServiceld
sIMacAddressGbl
sIMacAddressGblImanagement
slOriginld

slSubld:
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show mac-address-table vpls mesh-sdp

Displays Source Learning MAC Address Table information for the specified VPLS mesh-SDP binding.

show mac-address-table vpls service-id mesh-sdp sdp-id[:vc-id] mac-address

Syntax Definitions

service-id An existing VPLS ID number.

sdp-id An existing SDP ID number that is bound to the specified service ID
number.

vc-id Optional. The VC ID number appended to the specified SDP ID
number.

mac-address A 48-bit MAC address (aa:bb:cc:dd:ee:ff). Valid addresses are any non-
broadcast, non-multicast MAC, and non-1EEE reserved addresses.

Defaults

parameter default

vc-id service-id value

Platforms Supported
OmniSwitch 9000E

Usage Guidelines

e The specified VPLS ID and SDP ID must already exist in the VPLS configuration for the switch. See
the “VPLS Commands” chapter in this guide for information about how to configure a VPLS and SAP.

Example

SW-D-> show mac-address-table vpls 1002 mesh-sdp 222
Legend: Mac Address: * = address not valid

Domain Vlan/Srvcld Mac Address Type Protocol Operation Interface

—————— Ry
VPLS 1002 00:01:bd:01:02:01 learned -— servicing sdp:222:1002
VPLS 1002 00:01:bd:=01:02:02 learned -——= servicing sdp:222:1002
VPLS 1002 00:01:bd:01:02:03 learned -—- servicing sdp:222:1002
VPLS 1002 00:01:bd:01:02:04 learned -—- servicing sdp:222:1002
VPLS 1002 00:01:bd:01:02:05 learned -——= servicing sdp:222:1002
VPLS 1002 00:01:bd:01:02:06 learned -— servicing sdp:222:1002

Total number of Valid MAC addresses above = 6

output definitions
Domain The domain to which the MAC address belongs: VLAN or VPLS.
VLAN/Srvcld The VPLS ID number associated with the MAC address.
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output definitions (continued)

Mac Address MAC address that is currently learned or statically assigned.

Type MAC address management status: learned or permanent.

Protocol Protocol type for the MAC address entry. Note that if the hardware
source learning mode is active for the port, this field is blank.

Operation The disposition of the MAC address: bridging (default), filtering, or
servicing.

Interface The VPLS mesh-SDP binding to which the MAC address is associated.

Release History

Release 6.4.2; command introduced

Related Commands

mac-address-table vpls Configures a static MAC for a VPLS mesh-SDP binding.
permanent mesh-sdp

show source-learning chassis-  Displays Source Learning MAC Address Table information for
distributed VPLS service MAC addresses.

Related MIB Obijects

sIMacAddressTable

sIMacAddress
sIMacAddressManagement
sIMacAddressDisposition
sIMacAddressProtocol
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show mac-address-table static-multicast

Displays the static multicast MAC address configuration for the switch.

show mac-address-table static-multicast [multicast_address] [slot slot | slot/port] [linkagg link_agg]
[vid | vid1-vid2]

Syntax Definitions
multicast_address Enter a multicast MAC Address (e.g., 01:00:39:59:f1:0c).

slot Enter the slot number for a module to specify that the command should
include all ports on that module (e.g., 6 specifies all ports on the module
found in slot 6 of the switch chassis).

slot/port Enter the slot number and the physical port number on that module
(e.g., 3/1 specifies port 1 on slot 3).

link_agg Enter a link aggregate ID number (0-29). See Chapter 12, “Link Aggre-
gation Commands.”

vid VLAN ID number (1-4094).

vid1-vid2 The last VLAN ID number in a range of VLANS that you want to

configure (e.g. 10-12 specifies VLANSs 10, 11, and 12).

Defaults

By default, information is displayed for all static multicast MAC addresses contained in the MAC address
table.

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

¢ Note that only one VLAN entry—a single VLAN ID or a range of VLAN IDs— is allowed with this
command. Multiple entries are not accepted.

¢ Note that if a static multicast MAC address is configured on a port link that is down or disabled, the
configured multicast address does not appear in the show mac-address-table static-multicast
command display.

¢ The show mac-address-table command display, however, includes all static multicast addresses
regardless of whether or not the port assigned to the address is up or down. See the second example
below.

e When the show mac-address-table command is used to display MAC addresses known to the switch,
an asterisk appears to the left of all static MAC addresses that are configured on a port link that is down
or disabled. The asterisk indicates that MAC address is invalid. When the port link comes up, however,
the MAC address is then considered valid and the asterisk no longer appears next to the address in the
display.
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Examples

In the example below, the static multicast address 01:00:00:00:00:01 is associated with port 1/1, which is
down. As a result, this address does not appear in the show mac-address-table static-multicast display
but is included in the show mac-address-table display with an asterisk.

-> show mac-address-table static-multicast
Legend: Mac Address: * = address not valid

Domain VIan/Srvclid Mac Address Type Protocol Operation Interface

——————— Ry
VLAN 1 01:00:00:00:00:02 static-mcast --- bridging 2/6

Total number of Valid MAC addresses above = 1

-> show mac-address-table

Legend: Mac Address: * = address not valid

Domain VI0Ian/Srvcld Mac Address Type Protocol Operation Interface

------- e g

* VLAN 1 01:00:00:00:00:01 static-mcast O bridging 171
VLAN 24 00:d0:95:e4:cf:5a learned - bridging 1/2
VLAN 24 00:d0:95:e5:af:52 learned - bridging 1/2
VLAN 24 00:e0:4c:bc:ce:al learned - bridging 172
VLAN 1 01:00:00:00:00:02 static-mcast --- bridging 2/6
VLAN 1 00:d0:95:e2:77:38 learned -——- bridging 3/19

Total number of Valid MAC addresses above = 5

output definitions

Domain
VLAN/Srvcld
Mac Address

Type

Protocol
Operation

Interface

The domain to which the MAC address belongs: VLAN or VPLS.
The VPLS ID number associated with the MAC address.

The multicast MAC address that is statically assigned to the VLAN and
slot/port.

Indicates the MAC address is a static multicast (static-mcast) address.
Configured through the mac-address-table static-multicast com-
mand.

Protocol type for the MAC address entry.

The disposition of the MAC address: bridging (default) or filtering.
Note that this value is always set to bridging for static multicast
addresses.

The slot number for the module and the physical port number on that
module that is associated with the static multicast MAC address. If the
interface is a link aggregate 1D, zero is displayed as the slot number
(e.g., 0/29).

Release History

Release 6.1.2; command was introduced.
Release 6.1.3; vid parameter modified to support a range of VLAN IDs.

OmniSwitch CLI Reference Guide

April 2010

page 4-27



Source Learning Commands

Related Commands

show mac-address-table Displays Source Learning MAC Address Table information.
show mac-address-table count Displays Source Learning MAC Address Table statistics.

MIB Objects

sIMacAddressTable

sIMacAddress
sIMacAddressManagement
sIMacAddressDisposition
sIMacAddressProtocol

page 4-28 OmniSwitch CLI Reference Guide ~ April 2010



Source Learning Commands

show mac-address-table count

Displays Source Learning MAC Address Table statistics for VLAN MAC addresses.

show mac-address-table count [mac_address] [slot slot | slot/port] [linkagg link_agg] [vid | vid1-vid2]

Syntax Definitions

mac_address A 48-bit MAC address (aa:bb:cc:dd:ee:ff). Valid addresses are any
non-broadcast, non-multicast MAC, and non-IEEE reserved addresses.

slot | slot/port Slot number for the module or the slot number and the physical port
number on that module (e.g., 3/1 specifies port 1 on slot 3).

link_agg Enter a link aggregate 1D number (0-31). See Chapter 8, “Link Aggre-
gation Commands.”

vid VLAN ID number (1-4094).

Defaults

By default, the count statistics are displayed for all MAC addresses contained in the MAC address table.

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

e To display statistics for all ports on one slot, specify only the slot number for the slot parameter value.

¢ Note that only one VLAN entry—a single VLAN ID or a range of VLAN IDs— is allowed with this
command. Multiple entries are not accepted.

Examples

-> show mac-address-table count

Mac Address Table count:
Permanent Address Count
DeleteOnReset Address Count
DeleteOnTimeout Address Count
Dynamic Learned Address Count
Static Multicast Address Count
Total MAC Address In Use

o nu
NO OO OoRr

-> show mac-address-table count 10-20

Mac Address Table count:
Permanent Address Count
DeleteOnReset Address Count
DeleteOnTimeout Address Count
Dynamic Learned Address Count
Static Multicast Address Count
Total MAC Address In Use

[ | A T I VR 1|
NONOOO
[e¢]

[oo ]
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output definitions

Permanent Address Count

DeleteOnReset Address Count

DeleteOnTimeout Address
Count

Dynamic Learned Address
Count

Total MAC Address In Use

The number of static MAC addresses configured on the switch with a
permanent management status (MAC address is never aged out).

The number of static MAC addresses configured on the switch with a
reset management status (MAC address is deleted on the next switch
reboot).

The number of static MAC addresses configured on the switch with a
timeout management status (MAC address ages out according to the
MAC address table aging timer value).

The number of MAC addresses learned by the switch. These are MAC
addresses that are not statically configured addresses.

The total number of MAC addresses (learned and static) that are known
to the switch.

Release History

Release 6.1; command was introduced.
Release 6.1.3; vid parameter modified to support a range of VLAN IDs.

Related Commands

show mac-address-table

show mac-address-table aging-
time

show mac-address-table all
count

show mac-address-table vpls
count

Displays Source Learning MAC Address Table information.

Displays the current aging time value for the Source Learning MAC
Address Table.

Displays the Source Learning MAC Address Table statistics for
both VLAN and VPLS MAC addresses.

Displays the Source Learning MAC Address Table statistics for
VPLS service MAC addresses.
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show mac-address-table vpls count

Displays Source Learning MAC address table statistics for VPLS service MAC addresses.

show mac-address-table vpls service-id count] [mac-address]

Syntax Definitions
service-id An existing VPLS ID number.

mac-address A 48-bit MAC address (aa:bb:cc:dd:ee:ff). Valid addresses are any
non-broadcast, non-multicast MAC, and non-l1EEE reserved addresses.

Defaults
By default, all VPLS addresses are counted.

Platforms Supported
OmniSwitch 9000E

Usage Guidelines
Enter a MAC address to display statistics for a specific VPLS service MAC address.

Example

SW-D-> show mac-address-table vpls 1002 count
Mac Address Table Count:
Permanent VPLS Address Count
Dynamic Learned VPLS Address Count
Total MAC Address In Use

1,
13,
14

output definitions

Permanent VPLS Address The number of static VPLS MAC addresses configured on the switch

Count with a permanent management status (MAC address is never aged
out).

Dynamic Learned VPLS The number of VPLS MAC Addresses learned by the switch. These

Address Count addresses are not user-configured permanent addresses.

Total MAC Address In Use The total number of MAC addresses (learned and static) that are known
to the switch.

Release History

Release 6.4.2; command introduced
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Related Commands

show mac-address-table all Displays Source Learning MAC Address Table statistics for both

count VLAN and VPLS service MAC addresses.

show mac-address-table count Displays Source Learning MAC Address Table statistics for VLAN
MAC addresses.

Related MIB Obijects

sIMacAddressGlobalTable
slServiceld
sIMacAddressGbl
sIMacAddressGblImanagement
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show mac-address-table all count

Displays Source Learning MAC Address Table statistics for both VLAN and VPLS MAC addresses.

show mac-address-table all count

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 9000E

Usage Guidelines

¢ This command displays dynamically learned and permanent MAC address for both VLANs and VPLS
services. For more information on VPLS, see the “VPLS Commands* chapter in this guide.

e Use the show mac-address-table count command to display statistics for VLAN MAC addresses
only.

Examples

-> show mac-address-table all count
Mac Address Table Count:

Permanent Address Count =0,

DeleteOnReset Address Count =0,

DeleteOnTimeout Address Count =0,

Dynamic Learned Address Count =5,

Static Multicast Address Count =0,

Permanent VPLS Address Count =1,

Dynamic Learned VPLS Address Count = 21038,

Total MAC Address In Use = 21044

output definitions
Permanent Address Count The number of static MAC addresses configured on the switch with a

permanent management status (MAC address is never aged out).

DeleteOnReset Address Count The number of static MAC addresses configured on the switch with a
reset management status (MAC address is deleted on the next switch

reboot).
DeleteOnTimeout Address The number of static MAC addresses configured on the switch with a
Count timeout management status (MAC address ages out according to the

MAC address table aging timer value).

Dynamic Learned Address The number of MAC addresses learned by the switch. These are MAC
Count addresses that are not statically configured addresses.
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output definitions (continued)

Static Multicast Address The number of static multicast addresses configured on the switch.

Count

Permanent VPLS Address The number of static VPLS MAC addresses configured on the switch

Count with a permanent management status (MAC address is never aged
out).

Dynamic Learned VPLS The number of VPLS MAC Addresses learned by the switch. These

Address Count addresses are not user-configured permanent addresses.

Total MAC Address In Use The total number of MAC addresses (learned and static) that are known
to the switch.

Release History

Release 6.4.2; command was introduced.

Related Commands

show mac-address-table count Displays Source Learning MAC Address Table statistics for VLAN

MAC addresses.
show mac-address-table vpls  Displays Source Learning MAC Address Table statistics for VPLS
count service MAC addresses.
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show mac-address-table aging-time

Displays the current aging time value.

show mac-address-table aging-time

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

e The MAC Address Table aging time applies to static MAC addresses that were defined using the time-
out parameter (see page 4-2) and to dynamically learned MAC addresses.

¢ Note that the aging time is the same for all VLANSs and Virtual Private LAN Service (VPLS) services
because it is not configurable on a per-VLAN or per-service basis. The aging time value on this plat-
form is a global parameter that applies to all VLANSs and VVPLS services.

Examples

-> show mac-address-table aging-time
Mac Address Aging Time (seconds) = 300

Release History

Release 6.1; command was introduced.
Release 6.1.1; vlan parameter not supported.
Release 6.4.2; aging time value applied to VPLS services.

Related Commands

show mac-address-table Displays Source Learning MAC Address Table information.
show mac-address-table count Displays Source Learning MAC Address Table statistics.

MIB Obijects

sIMacAddressAgingTable
sIMacAgingValue
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show source-learning

Displays the source learning status of a port or link aggregate of ports.

show source-learning [port slot/port[-port2] | linkagg linkagg_num]

Syntax Definitions

slot/portl The slot number for the module and the physical port number on that
module (e.g., 3/1 specifies port 1 on slot 3).

-port2 The last port number in a range of ports that you want to configure on
the same slot (e.g, 3/1-4 specifies ports 1, 2, 3, and 4 on slot 3).

linkagg_num Specifies the link aggregate identifier.

Defaults

By default, the source learning status for all switch ports and link aggregates is displayed.

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

e Use the port slot/port or linkagg linkagg_num parameters to display the source learning status for a
specific port or link aggregate ID.

e When the source learning status is configured for a link aggregate ID, it affects all the ports that are
members of the link aggregate. However, source learning status cannot be configured on individual
ports which are members of the link aggregate.

Example

-> show source-learning
port source-learning
_____ S

171 disabled

1/2 enabled

1/3 disabled

-> show source-learning port 1/2
port source-learning
_____ S —

1/2 disabled

-> show source-learning linkagg 10
port source-learning

_____ S

0/10 disabled
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output definitions

port The slot/port number for a switch port or a link aggregate ID number. If
the interface is a link aggregate ID, zero is displayed as the slot number
(e.g., 0/29).

source-learning The source learning status of the port or link aggregate (enabled or

disabled). Configured through the source-learning command.

Release History

Release 6.4.2; command introduced

Related Commands

source-learning Configures the status of source MAC address learning on a single
port, a range of ports or on a link aggregate of ports.

Related MIB Objects

sIMacAddressTable

sIMacLearningControlTable
sIMacLearningControlEntry
sIMacLearningControlStatus
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show source-learning chassis-distributed

Displays the current status (enabled or disabled) of the distributed MAC source learning mode.

show source-learning chassis-distributed

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 9000, 9000E

Usage Guidelines

e This command is not supported on OmniSwitch stackable switches.

e \When the distributed MAC mode is enabled, the MAC address table size is increased to allow more
learned MAC addresses (16K per module; up to 64K per chassis).

¢ When the distributed MAC mode is disabled (the default), the maximum number of learned MAC
addresses defaults to 16K for all OmniSwitch chassis-based switches.

Examples

-> show source-learning chassis-distributed
Distributed MAC Mode Configuration = disabled

-> show source-learning chassis-distributed
Distributed MAC Mode Configuration = enabled

Release History

Release 6.1.3; command was introduced.

Related Commands
source-learning chassis- Enables or disables the distributed MAC source learning mode.
distributed

MIB Objects

sIMacAddressTable
sIDistributedMacMode
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Commands

VLAN management software handles VLAN configuration and the reporting of VLAN configuration
changes to other switch tasks. A VLAN defines a broadcast domain that contains physical ports and can
span across multiple switches. All switches contain a default VLAN 1. Physical switch ports are initially
assigned to VLAN 1 until they are statically or dynamically assigned to other VLANS.

This chapter includes descriptions of VLAN management commands used to create, modify or remove
VLANS. These commands allow you to enable or disable Spanning Tree Protocol (STP) and Authentica-
tion on a VLAN, add or remove virtual router interfaces, statically assign physical switch ports to a default
VLAN, and display VLAN configuration information.

The VLAN management commands comply with RFC 2674.
MIB information is as follows:

Filename: AlcatelIND1VIanManager.mib
Module: ~ ALCATEL-IND1-VLAN-MGR-MIB

A summary of the available commands is listed here:

vlan

vlan stp

vlan mobile-tag
vlan authentication
vlan router ipx

vlan source-learning
vlan mtu-ip

vlan port default
show vlan

show vlan port
show vlan router mac status
show vlan gvrp
show vlan ipmvlan

OmniSwitch CLI Reference Guide  April 2010 page 5-1



VLAN Management Commands

vian

Creates a new VLAN with the specified VLAN ID (VID) and an optional description.

vlan vid1[-vid2] [enable | disable] [name description]

no vlan vid1[-vid2]

Syntax Definitions
vidl An existing VLAN ID number (1-4094).

-vid2 The last VLAN ID number in a range of VLANS that you want to

configure (e.g. 10-12 specifies VLANSs 10, 11, and 12).

description Text string up to 32 characters. Use quotes around string if description

contains multiple words with spaces between them (e.g. “Alcatel-Lucent
Marketing VLAN").

enable Enable VLAN administrative status.
disable Disable VLAN administrative status.
Defaults

parameter default

enable | disable enable

description VLAN ID

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

Use the no form of this command to delete a VLAN from the configuration. All VLAN ports and rout-
ers are detached before the VLAN is removed. Ports return to their default VLANSs or VLAN 1, if the
VLAN deleted is the port’s configured default VLAN.

Note that specifying multiple VLAN IDs and/or a range of VLAN IDs on the same command line is
allowed. Use a hyphen to indicate a contiguous range and a space to separate multiple VLAN ID
entries (e.g., vlan 10-15 500-510 850).

A VLAN is not operationally active until at least one active port is assigned to the VLAN.

When a VLAN is administratively disabled, static port and dynamic mobile port assignments are
retained but traffic on these ports is not forwarded. However, VLAN rules remain active and continue
to classify mobile port traffic for VLAN membership.

Ports are manually configured or dynamically assigned to VLANS.
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Examples

-> vlan 850 name “Marketing Admin”

-> vlan 200

-> vlan 720 disable

-> no vlan 1020

-> vlan 100-105 355 400-410 “Sales Admin”
-> vlan 10 250-260

-> vlan 250-260 disable

-> no vlan 10-15

-> no vlan 10 20 200-210

Release History

Release 6.1; command was introduced.
Release 6.1.2; support added for entering a range and/or multiple entries of VLAN IDs.

Related Commands

vlan port default Statically assigns ports to a VLAN.
show vlan Displays a list of existing VLANSs.
show vlan port Displays VLAN port assignments.

MIB Obijects

vlianTable

vianNumber
vlanDescription
vlanAdmStatus
vlanOperStatus
vlanStatus
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vian stp

Enables or disables the Spanning Tree status for a VLAN.
vlan vid1[-vid2] [1x1 | flat] stp {enable | disable}

Syntax Definitions

vidl An existing VLAN ID number (1-4094).

-vid2 The last VLAN ID number in a range of VLANS that you want to
configure (e.g. 10-12 specifies VLANSs 10, 11, and 12).

1x1 Specifies that the Spanning Tree status for the VLAN applies when the
switch is running in the 1x1 Spanning Tree mode.

flat Specifies that the Spanning Tree status for the VLAN applies when the
switch is running in the flat Spanning Tree mode.

enable Enables Spanning Tree for the specified VLAN.

disable Disables Spanning Tree for the specified VLAN.

Defaults

By default, the Spanning Tree status is enabled in both the 1x1 and flat mode when the VLAN is created.

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

STP is not active until at least one active port is assigned to the VLAN.
e If the vid specified is that of a VLAN that does not exist, the VLAN is automatically created.

¢ Note that specifying multiple VLAN ID entries and/or a range of VLAN IDs on the same command
line is allowed. Use a hyphen to indicate a contiguous range and a space to separate multiple VLAN ID
entries (e.g., vlan 10-15 500-510 850 stp enable).

e Use the optional 1x1 or flat parameter with this command to configure the Spanning Tree status only
for the Spanning Tree mode specified by the parameter. For example, if the flat parameter is specified
when disabling STP for VLAN 10, then the Spanning Tree status for VLAN 10 is disabled when the
switch is running in the flat mode. However, the current Spanning Tree status for VLAN 10 in the 1x1
mode remains unchanged.

e |f this command is used without specifying the 1x1 or flat parameter, then the Spanning Tree status for
the specified VLAN is changed for both operating modes.

e Up to 252 Spanning Tree instances per switch are supported in the 1x1 Spanning Tree mode. Since
each VLAN with Spanning Tree enabled uses one of these instances, only 252 VLANS can have an
active Spanning Tree instance at any given time.

e To create more than 252 VLANSs in the 1x1 Spanning Tree mode, use the vlan stp disable, vlan 1x1
stp disable, or vlan flat stp disable command to create a VLAN with Spanning Tree disabled.
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e When STP is disabled on a VLAN, it remains disabled even if the switch Spanning Tree operating
mode is set to 1x1 (one STP instance per VLAN). In addition, all active ports for the disabled VLAN
remain in a forwarding state in both the 1x1 and flat Spanning Tree modes.

e If a switch is running in the flat Spanning Tree mode, disabling Spanning Tree on VLAN 1 disables the
instance across all VLANSs. Disabling STP on any other VLAN disables the instance only for that
VLAN.

Examples

-> vlan 850 stp enable

-> vlan 720 stp disable

-> vlan 500 1x1 stp disable

-> vlan 500 flat stp enable

-> vlan 100-110 stp disable

-> vlan 500-510 600 720-725 stp enable
-> vlan 250 350 400-410 stp 1x1 enable
-> vlan 10 20 stp flat disable

Release History

Release 6.1; command was introduced.
Release 6.1.2; support added for entering a range and/or multiple entries of VLAN IDs.

Related Commands

vlan Creates a VLAN.

bridge mode Selects a flat Spanning Tree or 1x1 Spanning Tree operating mode for a
switch.

show vlan Displays a list of existing VLANS.

show vlan port Displays VLAN port assignments.

MIB Obijects

vlanTable

vianNumber
vlanStpStatus
vlanlx1StpStatus
vlanflatStpStatus
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vlan mobile-tag

Enables or disables classification of tagged packets received on mobile ports. If a mobile port receives a
tagged packet with a VLAN ID that matches the specified VLAN ID, the port and packet are dynamically
assigned to that VLAN. If vlan mobile-tag is disabled, the packets tagged with a VLAN ID that does not
match the mobile port’s default VLAN or a rule VLAN that the traffic qualifies for, the packet is dropped.

vlan vid1[-vid2] mobile-tag {enable | disable}

Syntax Definitions

vidl An existing VLAN ID number (1-4094).

-vid2 The last VLAN ID number in a range of VLANS that you want to
configure (e.g. 10-12 specifies VLANSs 10, 11, and 12).

enable Enables dynamic assignment of tagged mobile port packets to the speci-
fied VLAN.

disable Disables dynamic assignment of tagged mobile port packets to the spec-
ified VLAN.

Defaults

By default, mobile port tagging is disabled when a VLAN is created.

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

¢ Note that specifying multiple VLAN ID entries and/or a range of VLAN IDs on the same command
line is allowed. Use a hyphen to indicate a contiguous range and a space to separate multiple VLAN ID
entries (e.g., vlan 10-15 500-510 850 mobile-tag enable).

e This command is VLAN based but only applies to tagged packets received on mobile ports.

e Packets received on mobile ports tagged with the VLAN ID are discarded.

Examples

-> vlan 850 mobile-tag enable

-> vlan 720 mobile-tag enable

-> vlan 1020 mobile-tag disable

-> vlan 500 410-420 mobile-tag enable

-> vlan 201-210 301-310 mobile-tag enable
-> vlan 450 550 mobile-tag disable

Release History

Release 6.1; command was introduced.
Release 6.1.2; support added for entering a range and/or multiple entries of VLAN IDs.

page 5-6 OmniSwitch CLI Reference Guide ~ April 2010



VLAN Management Commands

Related Commands

vlan Creates a VLAN.
show vlan Displays a list of existing VLANS.
show vlan port Displays VLAN port assignments.

MIB Obijects

vlanTable

vianNumber
vlanTagMobi lePortStatus
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vian authentication

Enables or disables authentication for a VLAN.

vlan vid authentication {enable | disable}

Syntax Definitions

vid An existing VLAN ID number (1-4094).
enable Enables authentication for the specified VLAN.
disable Disables authentication for the specified VLAN.
Defaults

By default, authentication is disabled when a VLAN is created.

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

¢ Note that specifying multiple VLAN ID entries and/or a range of VLAN IDs on the same command
line is allowed. Use a hyphen to indicate a contiguous range and a space to separate multiple VLAN ID
entries (e.g., vlan 10-15 500-510 850 authentication).

e A maximum of 128 authenticated VLANS per switch is supported. See Chapter 36, “AAA
Commands,” for more information about configuring Layer 2 Authentication.

Examples

-> vlan 850 authentication enable

-> vlan 720 authentication enable

-> vlan 1020 authentication disable

-> vlan 900-905 authentication enable

-> vlan 2 10-15 450-455 authentication enable
-> vlan 420 1500 authentication disable

Release History

Release 6.1; command was introduced.
Release 6.1.2; support added for entering a range and/or multiple entries of VLAN IDs.
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Related Commands

vlan Creates a VLAN.
show vlan Displays list of existing VLANS.
show vlan port Displays VLAN port assignments.

MIB Obijects

vlanTable

vianNumber
vlanAuthentStatus
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vlan router ipx

Defines an IPX router interface to enable IPX routing on a VLAN. Defining an IPX router interface allows
VLAN traffic to communicate with traffic from other IPX router VLANSs. Without a router interface, traf-
fic is bridged within the VLAN or across connections to the same VLAN on other switches.

vlan vid router ipx ipx_net [rip | active | inactive | triggered] [e2 | llc | snap | novell] [timeticks ticks]

vlan vid no router ipx

Syntax Definitions

An existing VLAN ID number (1-4094).

IPX network address consisting of eight hex characters (e.g. 0000590c,
0000210a). If less than eight hex digits are entered, the entry is prefixed
with zeros to equal eight digits.

RIP and SAP updates are processed.

RIP and SAP updates are not processed, but router interface remains

RIP and SAP information is broadcast only when there are updates.
Enter e2 or ethernet2 to specify Ethernet-11 encapsulation.

Novell Raw (802.3) encapsulation.

A 16-bit value (0-65535) that specifies the number of ticks for IPX
delay time. A tick is approximately 1/18th of a second.

vid

ipx_net

rip RIP updates are processed.
active

inactive _

active.

triggered

e2

novell

lic LLC (802.2) encapsulation.
snap SNAP encapsulation.

ticks

Defaults

parameter default

rip | active | inactive | triggered active

e2 | llc | snap | raw

e2

ticks

0

Platforms Supported

OmniSwitch 6400, 6850, 6855, 9000, 9000E
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Usage Guidelines

e Use the no form of this command to remove an IPX virtual router interface from the VLAN.

e Configuring both an IP and IPX virtual router interface on the same VLAN is allowed. VLAN router
interfaces, however, are not active until at least one active switch port is assigned to the VLAN.

¢ Insingle MAC router mode, a maximum of 4094 VLANSs can have IP interfaces and 256 VLANS can
have IPX router interfaces defined. Note that these limits are subject to the availability of switch
resources.

Examples

-> vlan 10 router ipx 1000590c

-> vlan 200 router ipx 250a active raw timeticks 10

-> vlan 420 router ipx 350a triggered snap timeticks 5
-> vlan 1020 router ipx 2110650d inactive

-> vlan 1020 no router ipx

Release History

Release 6.1; command was introduced.

Related Commands

vlan Creates a VLAN.
show vlan Displays list of existing VLANS.
show vlan port Displays VLAN port assignments.

show vlan router mac status  Displays router MAC operating mode and VLAN router interface statis-
tics.

MIB Obijects

vlanTable

vianNumber
vianlpxNet
vlanlpxEncap
vianlpxRipSapMode
vlanlpxDelayTicks
vlanlpxStatus
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vlan mtu-ip

Configures the maximum transmission unit (MTU) packet size allowed for all ports associated with a
VLAN. This value is configured on a per VLAN basis, so all IP interfaces assigned to the VLAN apply the
same MTU value to packets sent on VLAN ports.

vlan vid mtu-ip size

Syntax Definitions

vid An existing VLAN ID number (1-4094).
size Packet size value specified in bytes (1280-9198).
Defaults

By default, the MTU size is set to 1500 bytes (the standard Ethernet MTU size).

Platforms Supported
OmniSwitch 9000E

Usage Guidelines

e The MTU size applies to traffic sent on all switch ports that are associated with the specified VLAN
regardless of the port speed (e.g. 10/100 Ethernet, gigabit Ethernet). Therefore, assign only ports that
are capable of handling the MTU size restriction to the VLAN. For example, if the VLAN MTU size is
greater than 1500, do not assign 10/100 Ethernet ports to the VLAN.

e By default, packets that exceed the MTU size are dropped. To enable MTU discovery and fragmenta-
tion, use the icmp type command to enable the “frag needed but DF bit set” control (for example, icmp
type 3 code 4 enable).

Examples

-> vlan 200 mtu-ip 1000
-> vlan 1503 mtu-ip 10222

Release History

Release 6.4.1; command was introduced.

Related Commands

show vlan Displays the VLAN configuration for the switch.

MIB objects

vlanTable
vianMtu
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vlian port default

Configures a new default VLAN for a single port or an aggregate of ports. The VLAN specified with this
command is referred to as the configured default VLAN for the port.

vlan vid port default {slot/port | link_agg}
vlan vid no port default {slot/port | link_agg}

Syntax Definitions

vid An existing VLAN ID number (1-4094) of the VLAN to assign as the
port’s configured default VLAN.

slot/port The slot number for the module and the physical port number on that
module (e.g. 3/1 specifies port 1 on slot 3). To enter multiple slots and
ports in a single command, use a hyphen to specify a range of ports (e.g.
3/1-16) and a space to specify multiple slots (e.g. 3/1-16 5/10-20 8/2-9).

link_agg The link aggregate ID number (0-31) to assign to the specified VLAN.
See Chapter 8, “Link Aggregation Commands.”

Defaults
VLAN 1 is the default VLAN for all ports.

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

e Use the no form of this command to remove a port or link aggregate from its configured default VLAN
and restore VLAN 1 as the default VLAN.

e Every switch port or link aggregate has only one configured default VLAN. Mobile and 802.1Q tagged
ports, however, may have additional VLAN assignments, which are often referred to as secondary
VLANS.

¢ Mobile ports that are assigned to a default VLAN other than VLAN 1 are still eligible for dynamic
assignment to other VLANS.

Examples

-> vlan 10 port default 3/1

-> vlan 20 port default 4/1-24

-> vlan 30 port default 5/1-8 6/12-24

-> vlan 200 port default 29

-> vlan 10 no port default 3/1

-> vlan 20 no port default 4/1-24

-> vlan 30 no port default 5/1-8 6/12-24
-> vlan 200 no port default 29
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Release History

Release 6.1; command was introduced.

Related Commands

vlan Creates a VLAN.
show vlan Displays list of existing VLANS.
show vlan port Displays VLAN port assignments.

MIB Objects

vpaTable

vpaVlanNumber
vpal fIndex
vpaType
vpaState
vpaStatus
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vlan source-learning

Configures the status of source learning on a VLAN, a range of VLANS, or on an IP Multicast VLAN
(IMPVLAN).

vlan {vid1[-vid2] | impvlan ipmvlan-id} source-learning {enable | disable}

Syntax Definitions

vidl The VLAN ID number (2-4094).

-vid2 The last VLAN ID number in a range of VLANS that you want to
configure (e.g. 10-12 specifies VLANSs 10, 11, and 12).

ipmvlan-id Specifies the IP Multicast VLAN number. The valid range is 1-4094.

enable Enables source MAC address learning.

disable Disables source MAC address learning.

Defaults

parameter default

enable | disable enable

Platforms Supported
OmniSwitch 6400, 6855-U24X, 9000E

Usage Guidelines
e The vlan ipmvlan source-learning command does not accept multiple VLAN IDs.

e Disabling source learning on a VLAN or IMPVLAN clears all the dynamically learned MAC addresses
associated with the VLAN or IMPVLAN from the MAC address table. It causes traffic to flood the
VLAN.

e Static MAC addresses associated with a VLAN or IMPVLAN are not cleared when source learning is
disabled for the VLAN or IMPVLAN.

Examples

-> vlan 10-15 source-learning disable
-> vlan ipmvlan 10 source-learning disable

Release History

Release 6.4.2; command introduced.
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Related Commands

show vlan Displays the VLAN configuration for the switch.

show vlan ipmvlan Displays IPMVLAN information for a specific IPMVLAN, a range of
IPMVLANS, or all the IPMVLANS.

MIB Objects

vlanTable

vlanEntry

vianNumber

vlanStatus
vlanMacLearningControlStatus
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show vian

Displays a list of VLANSs and their attributes configured on the switch.
show vlan [vidl [-vid2]]

Syntax Definitions
vidl The VLAN ID number (2-4094).

-vid2 The last VLAN ID number in a range of VLANS that you want to
configure (e.g. 10-12 specifies VLANSs 10, 11, and 12).

Defaults
By default, a list of all VLANS and their attributes are displayed.

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines
e Specify a VLAN ID with this command to display information about a specific VLAN.

¢ Note that specifying a range of VLAN IDs is also allowed. Use a hyphen to indicate a contiguous
range (e.g., show vlan 10-15). Note that only one VLAN entry—a single VLAN ID or a range of
VLAN IDs— is allowed with this command. Multiple entries are not accepted.

Examples
-> show vlan
stree mble src

vlan type admin oper 1x1  flat auth ip ipx tag Irn name
————— T

1 std on on on on off off NA off on VLAN 1
100 vstk on off off on off off NA off off VLAN 100
-> show vlan 1
Name - VLAN 1,
Administrative State: enabled,
Operational State : enabled,

1x1 Spanning Tree State : enabled,
Flat Spanning Tree State : enabled,

Authentication : disabled,
IP Router Port : off,

IPX Router Port : none,
Mobile Tag : off,
Source Learning : enabled

OmniSwitch CLI Reference Guide ~ April 2010 page 5-17



VLAN Management Commands

-> show vlan 100

Name

> VLAN 100,

Administrative State: enabled,

Operational State

: disabled,

1x1 Spanning Tree State : disabled,
Flat Spanning Tree State : enabled,

Authentication
IP Router Port
1P MTU

IPX Router Port
Mobile Tag
Source Learning

: disabled,
: off,

- 1500,

> none,

: off,

: disabled,

Traffic-Type: ethernet service Customer SVLAN,

Priority-Map: x->0

output definitions

vlan

type
admin

oper

stree 1x1

stree flat

auth

ipx

mble tag

The numerical VLAN ID. Use the vlan command to create or remove
VLANS.

The type of VLAN (std, vstk, gvrp, or ipmv).

VLAN administrative status: on enables VLAN functions to operate;
off disables VLAN functions without deleting the VLAN. Use the vlan
command to change the VLAN administrative status.

VLAN operational status: on (enabled) or off (disabled). The opera-
tional status remains disabled until an active port is assigned to the
VLAN. When the operational status is enabled, then VLAN properties
(e.g. router interfaces, Spanning Tree) are applied to ports and traffic
flow. A VLAN must have an enabled administrative status before it can
become operationally enabled.

VLAN Spanning Tree status for the VLAN in the 1x1 mode: on
(enabled) allows the Spanning Tree algorithm to determine the state of
VLAN ports (forwarding or blocking); off (disabled) prevents Span-
ning Tree algorithm from controlling VLAN ports, leaving active ports
in a forwarding state. Configured through the vlan stp command.

VLAN Spanning Tree status for the VLAN in the flat mode: on
(enabled) allows the Spanning Tree algorithm to determine the state of
VLAN ports (forwarding or blocking); off (disabled) prevents Span-
ning Tree algorithm from controlling VLAN ports, leaving active ports
in a forwarding state. Configured through the vlan stp command.

VLAN Authentication status: on (enabled) or off (disabled). Use the
vlan authentication command to change the VLAN Authentication
status.

IP router interface status: on (IP interface exists for the VLAN) or off
(no IP router interface exists for the VLAN). Use the ip interface com-
mand to define an IP router interface for a VLAN.

IPX router interface. Shows the IPX address, RIP mode, and encapsula-
tion for the VLAN’s IPX router interface, if one is defined. Use the
vlan router ipx command to configure IPX router interfaces.

Mobile tagging status: on (enabled); off (disabled). Configured through
the vlan mobile-tag command.
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output definitions (continued)

srclrn

name

Traffic-Type
Priority-Map

Source learning status: on (enabled) ; off (disabled). Configured
through the vlan source-learning command. Note that disabling source
learning is not supported on the OmniSwitch 6850 and 9000.

The user-defined text description for the VLAN. By default, the VLAN
ID is specified for the VLAN description.

Type of traffic passing through the VLAN port.
Priority map value set for the VLAN.

Release History

Release 6.1; command was introduced.
Release 6.1.2; support added for entering a range and/or multiple entries of VLAN IDs.

Release 6.2.1; type field added.

Release 6.4.2; src Irn field added.

Related Commands

show vlan port
show vlan router mac status

show vlan gvrp
show vlan ipmvlan

show ip interface

MIB Obijects

vianMgrVilan
vianTable

vianNumber
vlanDescription
vlanAdmStatus
vlanOperStatus
vlanStatus
vlanStpStatus
vlanAuthentStatus
vlanlpAddress
vlanlpMask
vianlpEnacp
vianlpForward
vlanlpStatus
vianlpxNet
vlanlpxEncap
vlanlpxRipSapMode
vlanlpxDelayTicks
vlanlpxStatus

Displays VLAN port assignments.

Displays the current MAC router operating mode (single or multiple)
and VLAN router interface statistics.

Displays a list of VLANS learned through GVRP and their details.

Displays IPMVLAN information for a specific IPMVLAN, a range of
IPMVLANS, or all the IPMVLANS.

Displays IP router information.

vlanMacLearningControlStatus

vlanTagMobi lePortStatus
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show vlan port

Displays VLAN port associations (VPAs) for all VLANS, a specific VLAN, or for a specific port. Infor-
mation is also included that shows the VPA type (configured default VLAN, 802.1Q tagged VLAN,
dynamically assigned secondary VLAN, or mirrored port VLAN assignment) and the status of that associ-
ation (inactive, blocking, forwarding, or filtering).

show vlan [vid1[-vid2]] port [slot/port | link_agg]

Syntax Definitions

vidl VLAN ID number (1-4094).

-vid2 The last VLAN ID number in a range of VLANS that you want to
configure (e.g. 10-12 specifies VLANSs 10, 11, and 12).

slot/port Enter the slot number for the module and the physical port number on
that module (e.g. 3/1 specifies port 1 on slot 3).

ling_agg Enter the link aggregate ID number (0-31) to assign to the specified
VLAN.

Defaults

If no parameters are specified with this command, a list of all VLANS and their assigned ports is displayed
by default.

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

e If the vid is specified without a slot/port or link_agg, then all port assignments for that VLAN are
displayed.

e If the slot/port or link_agg is specified without a vid, then all VLAN assignments for that port are
displayed.

¢ If both the vid and slot/port or link_agg are specified, then information only for that VLAN and slot/
port or link aggregate ID is displayed.

¢ Note that specifying a range of VLAN IDs is also allowed. Use a hyphen to indicate a contiguous range
(e.g., show vlan 10-15 port). Note that only one VLAN entry—a single VLAN ID or a range of VLAN
IDs— is allowed with this command. Multiple entries are not accepted.

Examples
-> show vlan port
vlan port type status
Fom—— o ——_—— Fom Fom +
1 1/1 default inactive
2 1/2 default blocking

1/3 mobile forwarding
1174 qtagged forwarding
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3 1/2 qtagged blocking
1174 default forwarding
2/5 dynamic  forwarding

-> show vlan 10 port
port  type status
Fom——_—— Fom e o Fom - +
1/1 default forwarding
1/2 qtagged forwarding
1/73 mobile forwarding

-> show vlan port 3/2
vlan type status
 T— T — S —— +
1 default forwarding
2 qtagged forwarding
5 dynamic blocking
3 qtagged blocking

-> show vlan 500 port 8/16
type sdefault

status :blocking

vlan admin :-on

vlan oper :off

port admin :-on

port oper :off

output definitions

vlan Numerical VLAN ID. Identifies the port’s VLAN assignment.

port The slot number for the module and the physical port number on that
module (e.g. 3/1 specifies port 1 on slot 3).

type The type of VPA: default (configured default VLAN assignment for

the port), qtagged (802.1Q tagged secondary VLAN assignment for the
port), mobile (dynamic secondary VLAN assignment for the port),
mirror (port is mirroring the VLAN assignment of another port), or
dynamic (VPAs that are learnt through GVRP).

status The VPA status: inactive (port is not active), forwarding (traffic is for-
warding on this VPA), blocking (traffic is not forwarding on this VPA),
or filtering (a mobile port’s VLAN is administratively off or the port’s
default VLAN status is disabled; does not apply to fixed ports).

vlan admin VLAN administrative status: on enables VLAN functions to operate;
off disables VLAN functions without deleting the VLAN. Use the vlan
command to change the VLAN administrative status.

vlan oper VLAN operational status: on (enabled) or off (disabled). The opera-
tional status remains disabled until an active port is assigned to the
VLAN. When the operational status is enabled, then VLAN properties
(e.g. router interfaces, Spanning Tree) are applied to ports and traffic
flow. A VLAN must have an enabled administrative status before it can
become operationally enabled.
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output definitions

port admin Port administrative status: on (enabled) allows the port to send and
receive data when it is active; off (disabled) prevents the port from
sending and receiving traffic even if it has an active connection.

port oper Port operational status: on (enabled) or off (disabled). If a port is cur-
rently in use, then the operational status is enabled. A port must have an
enabled administrative status before it can become operationally
enabled.

Release History

Release 6.1; command was introduced.
Release 6.1.2; support added for entering a range and/or multiple entries of VLAN IDs.

Related Commands

show vlan Displays list of VLANSs configured on the switch.

show vlan router mac status  Displays the current MAC router operating mode (single or multiple)
and VLAN router interface statistics.

show vlan gvrp Displays a list of VLANS learned through GVRP and their details.

show vlan ipmvlan Displays IPMVLAN information for a specific IPMVLAN, a range of
IPMVLANS, or all the IPMVLANS.

show ip interface Displays IP router information.

MIB Obijects

vianMgrVpa
vpaTable

vpaVlanNumber
vpal fIndex
vpaType
vpaState
vpaStatus

vlanMgrVlan

vianTable
vlanAdmStatus
vlanOperStatus
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show vian router mac status

Displays current status of multiple MAC router mode, the number of VLANS configured on the switch,
the number of VLANS with router interfaces and the number of IP and IPX router interfaces configured.

show vlan router mac status

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported

OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

¢ Only single MAC router mode is supported at this tine, so multiple MAC router mode always displays

as disabled.

¢ Insingle MAC router mode, a maximum of 4094 VLANSs can have IP and 256 VLANS can have IPX
router interfaces defined. Note that these limits are subject to the availability of switch resources.

Examples

-> show vlan router mac status

router-mac-multiple

e e

disabled

output definitions

total vlans router vlans ip vlans ipx vlans
—————————— e

7 6 4 2

router-mac-multiple

total vlans

router vlans

ip vlans

ipx vlans

Multiple MAC router mode status: enabled or disabled. If this mode is
disabled, the switch is running in single MAC router mode.

The total number of VLANS configured on the switch. Use the vlan
command to create or remove VLANS.

The total number of VLANSs configured on the switch that have at least
one router interface defined (either IP or IPX). Use the ip interface
command to define an IP router interface for a VLAN. Use the vlan
router ipx commands to define an IPX router interface for a VLAN.

The total number of VLANS configured on the switch that have an IP
router interface defined. Use the ip interface command to define an IP
router for a VLAN.

The total number of VLANSs configured on the switch that have an IPX
router interface defined. Use the vlan router ipx command to define an
IPX router interface for a VLAN.
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Release History

Release 6.1; command was introduced.

Related Commands

show vlan Displays list of VLANSs configured on the switch.
show vlan port Displays VLAN port assignments.
show ip interface Displays VLAN IP router interface information.

MIB Objects

vlanMgrVlanSet

vlanSetMultiRtrMacStatus
vlanSetVlanCount
vlanSetVlanRouterCount
vlanSetlpRouterCount
vlanSetlpxRouterCount
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show vlan gvrp

Displays a list of VLANS learned through GVRP.

show vlan gvrp [vid1[-vid2]]

Syntax Definitions
vidl The VLAN ID number (2-4094).

-vid2 The last VLAN ID number in a range of VLANS that you want to
configure (e.g. 10-12 specifies VLANSs 10, 11, and 12).

Defaults
By default, all VLANS learned through GVRP are displayed.

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

Use the vid parameter with this command to display information for a specific VLAN or for a specific
range of VLANS.

Examples
-> show vlan gvrp
stree mble
vlan type admin oper 1x1 flat auth ip ipx tag name
———te— e Fom et — Fom - Fe—_—— - [ o [ Fom e
5 gvrp on on on on off NA off off GVRP1
6 gvrp on on off off off NA off off GVRP12
output definitions
vlan The VLAN ID. Use the vlan command to create or remove VLANS.
type The type of VLAN (std, vstk, gvrp, or ipmv)
admin VLAN administrative status: on enables VLAN functions to operate;

off disables VLAN functions without deleting the VLAN. Use the vlan
command to change the VLAN administrative status.

oper VLAN operational status: on (enabled) or off (disabled). The opera-
tional status remains disabled until an active port is assigned to the
VLAN. When the operational status is enabled, then VLAN properties
(e.g. router interfaces, Spanning Tree) are applied to ports and traffic
flow. A VLAN must have an enabled administrative status before it can
become operationally enabled.
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output definitions (continued)

stree 1x1

stree flat

auth

ipx

mble tag

name

VLAN Spanning Tree status for the VLAN in the 1x1 mode: on
(enabled) allows the Spanning Tree algorithm to determine the state of
VLAN ports (forwarding or blocking); off (disabled) prevents Span-
ning Tree algorithm from controlling VLAN ports, leaving active ports
in a forwarding state. Configured through the vlan stp command.

VLAN Spanning Tree status for the VLAN in the flat mode: on
(enabled) allows the Spanning Tree algorithm to determine the state of
VLAN ports (forwarding or blocking); off (disabled) prevents Span-
ning Tree algorithm from controlling VLAN ports, leaving active ports
in a forwarding state. Configured through the vlan stp command.

VLAN Authentication status: on (enabled) or off (disabled). Use the
vlan authentication command to change the VLAN Authentication
status.

IP router interface status: on (IP interface exists for the VLAN) or off
(no IP router interface exists for the VLAN). Use the ip interface com-
mand to define an IP router interface for a VLAN.

IPX router interface. Shows the IPX address, RIP mode, and encapsula-
tion for the VLAN'’s IPX router interface, if one is defined. Use the
vlan router ipx command to configure IPX router interfaces.

Mobile tagging status: on (enabled); off (disabled). Configured through
the vlan mobile-tag command.

The user-defined text description for the VLAN. By default, the VLAN
ID is specified for the VLAN description.

Release History

Release 6.2.1; command was introduced.

Related Commands

show vlan
show vlan port

Displays a list of VLANSs configured on the switch.
Displays VLAN port assignments.

page 5-26

OmniSwitch CLI Reference Guide ~ April 2010



VLAN Management Commands

MIB Obijects

vlanMgrVlan
vianTable

vianNumber
vlanDescription
vlanAdmStatus
vlanOperStatus
vlanStatus
vlanStpStatus
vlanAuthentStatus
vlanlpAddress
vlanlpMask
vlianlpEnacp
vianlpForward
vlanlpStatus
vianlpxNet
vlanlpxEncap
vlanlpxRipSapMode
vlanlpxDelayTicks
vlanlpxStatus
vlanTagMobi lePortStatus
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show vilan ipmvilan

Displays IPMVLAN information for a specific IPMVLAN, a range of IPMVLAN:S, or all the IPMVLANS.

show vlan ipmvlan [ipmvlan-id1[-ipmvlan-id2]]

Syntax Definitions

ipmvlan-idl The IPMVLAN ID number (1-4094).

-ipmvlan-id2 The last IPMVLAN ID number in a range of IPMVLANS that you want
to display (e.g. 10-12 specifies VLANSs 10, 11, and 12).

Defaults
By default, the configuration for all IPMVLANS is displayed.

Platforms Supported
OmniSwitch 6400, 6850, 6855, 9000, 9000E

Usage Guidelines

Use the ipmvlan-id parameter with this command to display information for a specific IPMVLAN or a
range of IPMVLAN:S.

Examples
-> show vlan ipmvlan
stree

vian type admin oper 1x1 flat name
—————— Ry S
1201 Vstk ipmtv on on on on VLAN 1201
1202  Vstk ipmtv on on off off VLAN 1202
1203 Entp ipmtv on on off off VLAN 1203
1204  Vstk ipmtv on on on on VLAN 1204
1205 Entp ipmtv on off on off VLAN 1205
-> show vlan ipmvlan 1201-1203

stree

vian type admin oper 1x1 flat name

------ Ty Sy Sy
1201 Vstk ipmtv on on on on VLAN 1201
1202  Vstk ipmtv on on off off VLAN 1202
1203 Entp ipmtv on on off off VLAN 1203

-> show vlan ipmvlan 50

Name : VLAN 50,

IPMV Mode : Enterprise IPMVLAN

Administrative State: enabled,

Operational State : disabled,

1x1 Spanning Tree State : disabled,
Flat Spanning Tree State: disabled,
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-> show vlan ipmvlan 51

Name

IPMV Mode
Administrative State
Operational State

1x1 Spanning Tree State
Flat Spanning Tree State:

output definitions

: VLAN 51,
: Vlan Stacking IPMVLAN
: enabled,
: disabled,
: enabled,
enabled,

vlan
type

admin

oper

Name

IPMV mode
Administrative State
Operational State

stree 1x1

stree flat

The IPMVLAN ID.

Indicates if the IPMVLAN is in Enterprise mode (Entp ipmtv) or
VLAN Stacking mode (Vstk ipmtv).

Indicates IPMVLAN administrative status: on (enables IPMVLAN
functions to operate) or off (disables IPMVLAN functions without
deleting the IPMVLAN).

IPMVLAN operational status: on (enabled) or off (disabled). Opera-
tional status remains disabled until an active port is assigned to the
IPMVLAN. When operational status is enabled, IPMVLAN properties
(e.g. router interfaces, Spanning Tree) are applied to ports and traffic
flow. An IPMVLAN must have an enabled administrative status before
it can become operationally enabled.

The user-defined text description for the IPMVLAN. By default, the
IPMVLAN ID is specified for the IPMVLAN description.

Indicates the mode (Enterprise IPMVLAN or Vlan Stacking IPMV-
LAN) of the IPMVLAN.

Indicates the administrative status of the IPMVLAN, which can be
enabled or disabled.

Indicates the operational status of the IPMVLAN, which can be
enabled or disabled.

VLAN Spanning Tree status for the VLAN in the 1x1 mode: on
(enabled) allows the Spanning Tree algorithm to determine the state of
VLAN ports (forwarding or blocking); off (disabled) prevents Span-
ning Tree algorithm from controlling VLAN ports, leaving active ports
in a forwarding state. Configured through the vlan stp command.

VLAN Spanning Tree status for the VLAN in the flat mode: on
(enabled) allows the Spanning Tree algorithm to determine the state of
VLAN ports (forwarding or blocking); off (disabled) prevents Span-
ning Tree algorithm from controlling VLAN ports, leaving active ports
in a forwarding state. Configured through the vlan stp command.

Release History

Release 6.2.1; command was introduced.
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Related Commands

vlan ipmvlan Creates an IP Multicast VLAN.
show vlan Displays a list of VLANSs configured on the switch.
show vlan port Displays VLAN port assignments.

MIB Obijects

vlanTable

vianNumber
vlanDescription
vlanTrafficType
alavlanOperStatus
alavlanAdmStatus
alavlanStpStatus
alavlanlx1StpStatus
alavlanflatStpStatus
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Alcatel-Lucent’s 802.1Q is an IEEE standard for sending frames through the network tagged with VLAN
identification. This chapter details configuring and monitoring 802.1Q tagging on a single port in a switch
or an aggregate of ports on a switch.

Alcatel-Lucent’s version of 802.1Q complies with the Draft Standard P802.1Q/D11 IEEE Standards for
Local And Metropolitan Area Network: Virtual Bridged Local Area Networks, July 30, 1998.

MIB information for the 802.1Q commands is as follows:

Filename: alcatelIND1Dot1Q.mib
Module: ALCATEL-IND1-DOT1Q-MIB

A summary of available commands is listed here:

vlan 802.1q
vlan 802.1q frame type
show 802.1q

Note. Before using 802.1Q, the VLAN for 802.1Q must be created using the commands described in
Chapter 5, “VLAN Management Commands.”

Configuration procedures for 802.1Q are explained in “Configuring 802.1Q,” OmniSwitch AOS Release 6
Network Configuration Guide.
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vian 802.1q

Creates, deletes, or modifies 802.1Q tagging on a single port or on an aggregate of ports.
vlan vid 802.1q {slot/port | aggregate_id} [description]
vlan vid no 802.1q {slot/port | aggregate_id}

Syntax Definitions

vid The VLAN identification number for a preconfigured VLAN that will
handle the 802.1Q traffic for this port. The